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IP-koHTpOonnep CKYQ
CO BCTPOEHHbLIM

cuntbiBaTtenem EM-Marine
Matrix-ll (moa. E K Wi-Fi)

1. OBLUME CBEOEHUSA

loBopsi 06 IP-koHTponnepe Matrix-Il (moa. E KWi-Fi), cnegyet umeTtsb B B1Ay crnegytoLlee.

1. IP-koHTponnep Matrix-1l (moa. E K Wi-Fi) pbaktnyeckn npegcraenset cobon aBa yCTponcTea B
OOHOM Koprnyce - cyuTbiBaTenb proximity-kapt ctaHgapta EM-Marine n ceteBon koHTponnep,
NO3TOMY WCMNOSIb30BaHNE TEPMWUHA «CYUTbIBATENbY» MNPUMEHUTENBHO KO BCEMY YCTPOWCTBY
ABNseTcsa ycnoBHbIM. B fanbHenwem 6yaem HasbiBaTb ero «|P-KOHTponnepom».

2. K yctpouncty Matrix-1l (mog. E K Wi-Fi) MOXXHO OONOMHMTENBHO MOAKMIOYUTE ABa BHELLHUX
cuuTbiBaTens nmbo no npotokony iButton, nn6o no npotokony Wiegand (BaxHo: 06a no ogHOMY U
TOMY e npoTokony). Taknm o6pasoM, hakTUYECKN K KOHTPOMNepy OAHOBPEMEHHO MOXET ObITb
MOAKIMIOYEHO 3 CHUTBLIBATENSA, OAMH N3 KOTOPbIX (BCTPOEHHbLIV) NOAKMI0YEH No npoTokony iButton.
Mpn aTOM KOHTpONNEP aBTOMATUYECKN PACNO3HAET, N0 KAKOMY NPOTOKOSY NpoucxoauT nepegada
AaHHbIX OT BHELLHUX CYMTbIBATENEMN.

BmecTo BHELLHNX cunTbIBaTENEn BO3MOXXHO NMOAKNIYEeHME KOHTakTopoB Kntoven DS1990A.

3. Dencteua CKY[] onpegenstotcs Hanuyinmem uMnmn OoTCYyTCTBMEM HOMEPA CYMTAHHOMW KapThbl B
NaMATU KOHTPONIepa, a Takke NPUCBOEHHbLIM MPUY 3anncu B NamMATb CTaTyCOM 3TOW KapTbl. BMecTo
TEepMMHa «HOMEpP KapTbl» 4acTo YnoTpebnsarT TepMuH «kmoy». MoaTomy B panbHenwem
Mcnorib3yemble B PYKOBOLACTBE TEPMUHbI «KapTa» U «KIoY» (Hanpumep, NoAHECTU «KapTy» Unu
NOAHECTU «KIIOY») CYMUTAIOTCH paBHO3HAYHbIMU. CrMCOK KapT (KMno4ven) ¢ yKasaHMeM ux cratyca
cocrtaBnset 6a3y aaHHbIX CKY[.

4. BcTtpevatowumncs ganee B onncaHum TEPMUH «rporpammmpoBaHmne» cunteiBatena Matrix-11 Wi-
Fi onpeoensier Habop OENCTBMI TONbLKO B OTHOLLUEHWW KOHTPOMMepa: 3anMcb HOMepa BrnepBble
CYMTAHHOW KapTbl B NaMsATb KOHTpOMsepa c NpMCBOEHMEM cTaTyca, yaaneHne Homepa CYMTaHHON
kKapTbl 1 T.4. COBCTBEHHO Xe CuYUTbIBaTENb, BCTPOEHHbIN UM BHELLHWI, BCEraa OCyLlecTBnaeT
O[HV 1 Te e onepaunn: YyTeHme HoMmepa NogHOCMMOW KapTbl M nepedadvy Homepa KOHTPOsnepy.

5. Ana pabotbl ¢ IP-koHTponnepom Matrix-l1l (moa. E K Wi-Fi) kaxxgon HoBomn proximity-kapTe
cnenyet 3agatb eé ctatyc (onpegenuTb Npasa Bnagenbua kaptbl). CTaTyc KapTbl 3a4aétcs B
pexunme NporpaMmMmpoBaHMsa Npy NEpPBOM MOAHECEHUM KapTbl K cunTbiBaTeNto. [Ana nsmeHeHus
cTaTyca KapTbl HeOBXOAMMO CHayana yganuTb KapTy U3 naMsTu KOHTposnrepa, a NoToM 3anucaTb
€€ BHOBb C MpMUCcBOeHMeEM TpebyeMoro cTaTyca.

Bo3aMoXHble BapuaHTbl cTaTtyca:

- MacTep-KapTa - npegHa3HadeHa TosbKo Ans nporpammMmmpoBaHus yctponctea Matrix-Il (moa. E K
Wi-Fi) n He npegHa3HaveHa ons npoxoaa;

- NpocTas KapTa (KapTa gocTtyna) - npegHa3HadeHa ans Npoxoda Yyepes3 ToYKy AocTyna (Kpome
pexuma « bnokuposkay);
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- Brnokupylowan kapTta - npegHasHadeHa NS npoxoda vepes TOYKy AO0CTyna, B TOM Yucne B
pexunme «bnoknposkar», a Takke ANA BKNIOYEHUSA/BbIKMOYEHNA pexnma «brnokuposka». Vimeet
bornee BbICOKUI CcTaTyC, YeM NpocTas KapTta. briokupytowme KapTbl OTKPbIBAKOT 3aMOK B MOMEHT
ybupaHuna kapTbl OT CHUTbIBATENS.

6. B wratHOM pexume pabotbl ycTponcteo Matrix-11 (moa. E K Wi-Fi) «paspeluaer» npoxog n no
NPOCTbIM, 1 O 6IOKUPYOLLMM KapTaM (Kroyam).

B pexume «bnokupoBka» npoxog nNo GNOKMPYIOLWMM Kito4aM paspeLLéH, HO 3aKpbIT Npoxod no
NPOCTbIM KNntoyaMm (Hanpumep, Npuy Bbiaaye paboTHMKaM NPOCTbIX KMOYER, a COTPYAHNKAM OXpaHbl
BnokupyloLWnx Knyen B pabodee Bpems B LUTATHOM pexmnme MOXHO obecnevmTb Nnpoxos BceM
Kateropmsm paboTHUKOB, @ B HOYHOE BpeMS B pexunme GnoknMpoBkM nNpoxod OyaeT paspeLuéH
TONbKO COTPYAHMKaM OXpPaHbl).

Mocne nogHeceHus KapTbl K OAHOMY U3 CYMTbIBATENEN, MOAKMIOYEHHbIX K YCTPOMUCTBY, KOHTpOep
OCYLLEeCTBISET NPOBEPKY MpaB AOCTyna Hanuyve Homepa MOAHECEHHOM KapTbl B NaMATU U
NPOBEpPKY cTaTyca KapTbl, a 3aTeM BblJaeT CuUrHan ynpasrneHusa (3amblkaHue/pa3mMblikaHue
CMUNOBOrO TPaH3UCTOpa) Ha 3anopHoe YCTPOUCTBO (3NEeKTPOMEXaHUYECKUN, ANEeKTPOMarHUTHbLIN
3aMOK Wnu 3awérnka, TYpHUKeT). Tun 3anopHOro YCTPOMCTBA W MNPOTOKON MNOAKMHOYEHUS
cunTbIBaTENEn BbIONPATCS B peXrMe KOHOUrypupoBaHUs KOHTponnepa.

MacTep-kapTbl (MacTep-knoyn) NnpeaHasHadeHbl TONbKO AN NpOrpaMMUpoBaHUs KOHTposnnepa
ycTponcTBa 6e3 KomnbloTepa MU He npefHa3HayveHbl Ans npoxoda. MacTep-knoun no3BonsaioT:
pobaenaTb/yganate NpocTble, Onokupylowme M MacTep-knuKn, 3agaBaTb BpeMs nogayu
OTKpbIBAIOLLIEro CMrHana Ha 3anopHoe yCTPONCTBO (pa3peLleHunst 4OCTyna), BKNYaTb/oTKNio4aTb
pexum npoxoaa «Accept».

B pexume «Accept» nobon knod BOCNPUHMMAETCA KakK paspeLlléHHbIA U 3aHOCUTCS B NamsiTb
KOHTpOrepa Kak NpocTomn KoY Ans npoxoda. Pexum ncnonssyetca ana opmmposaHus 6asbl
kntoden npm yctaHoBke CKY[] Ha o6bekTe B cnyyae, Korga Kno4vm 4518 NpoxoAa y>Ke BblaaHbl.
Torga, HaxoOACb B Te4EHME HEKOTOPOro BpeMeHu B pexnme «Accept», KOHTponnep ycTponcTaea
«cobupaeT» nHpopMaumio 0 NpeabsBNEHHbIX KroYax, a NOCrne BKMIOYEHUS LUTATHOrO pexuma
npoxoa 6yaeT ocyLLeCTBNATLCA TONbKO MO KNovaMm, 3anmcaHHbIM B €ro namsTb.

CnepyeT umetb B BUAY, YTO yganeHme mactep-kapTbl U3 6a3bl JaHHbIX BO3MOXHO TOMbKO Mpu
CTMpaHUKM U1 nepesanucn BCen NaMaTy KOHTponnepa, T.e. Npu cTupaHum Bcen 6asbl AaHHbIX
CKy[.

7. MNpwu Bbinycke IP-koHTponnepa Matrix-1l (moa. E K Wi-Fi) n3 nponssoactea namsatb KOHTporfepa
nycta. [Inga ynpasneHusi NnamMaTbio KOHTPOMepa B peXXumMe py4HOro nporpaMmMmMpoBaHns crneayer,
npexzae Bcero, 3annucaTb B NamMATb KOHTponnepa MHpopMaunio 0 MacTep-kapte, C NOMOLLbIO
KoTopon GyaeTr nNpoucxoauTb NporpaMmupoBaHue ycTpoucTBa. lMopsgok 3anmcu kapT byget
onucaH ganee.

BaxxHo! MNporpammupoBaHme KoHTposnnepa (3anosiHeHne 6asbl AaHHbIX KIoYen) B aBTOHOMHOM
pexume paboTbl YCTpoMWCTBa (BPYYHYH) BO3MOXHO TOMBKO MNPW MOMOLUM CYUTbIBaATENS,
NMOAKMIOYEHHOTO K KOHTpornepy no npotokony iButton. Takum cunTbiBatenem MoxeT ObiTb
BCTPOEHHbIN CYUTbIBATENb, UMN OANH U3 BHELLHUX CYUTbIBATENEN, NOAKMIOYEHHbIX MO MPOTOKONY
iButton.

8. IP-koHTponnep Matrix-Il (moa. E K Wi-Fi) nossonset nogknounTb cnegytollee obopynoBaHue:

- ABa BHELHUX cuyuTbiBaTens proximity-kapt ctaHgapta EM-Marine nnu Mifare, nepegatowmx
MHOpMaUUIo B KOHTponnep no npotokony iButton nnun Wiegand (o6a no ogHoMy 1 TOMy Xe
NpoTOKOMy), UM ABa KoHTakTopa kntoden Dallas Touch Memory gns paboTbl C Knoyvamu
DS1990A;

- ANEKTPOMAarHUTHbIN NN SNEKTPOMEXaHNYECKN 3aMOK;

- KHOTMKY OTKPbIBaHWA 3aMKa («KHOMKY BbIxoda» ) (TUN HOpManbHO pa3oMKHYTYIO) - AN OTKPbIBAHUSA
ABepu 6e3 NpoBepkM NpaB A0CTYNa;

- BHELLHWI CBETOAMO U BHELLUHUIW 3yMMep;
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- AaT4YUK NONOXEHUSA ABepU (TUM HOpMaribHO Pa3oMKHYTbIN) - Ana dukcaumm cobbiTmsa "npoxoq
cocToAanca” U CoKpalleHUs BpeMeHU 3BYyYaHUs 3BYKOBOM CUrHanusauuu, MHQOPMUPYHOLLEN O
pa3bnoknpoBke ABepu (COKpaLLeHss BPEMEHW NOL4auYn Ha 3anopHOE YCTPOMCTBO "OTKpbIBatOLLErO
curHana").

Kpome TOro, npegycmoTpeHa BO3MOXHOCTb MOSyYEHUS] KOHTPOMSIepoOM curHana oT BHELLHero
NCTOYHMKA A5 aBapuHOM pas3briokMpoBKM Npoxoaa.

9. Ycrpowncteo Matrix-Il (mog. E K Wi-Fi) nogaepxusaer paboty B aBTOHOMHOM U CETEBOM
pexumax.

Mo nogkntoveHnto n pabote B aBTOHOMHOM pexume cumuTbiBatens Matrix-1l (moa. E K Wi-Fi)
aHanorn4yeH cYnTbIBaTENHO, COBMELLEHHOMY C aBTOHOMHbIM KOHTposnnepom, MATRIX-II (moa. E K).
Mpwn paboTe B ceTeBOM pexnme cumtbiBaTtenb Matrix-11 (mog. E K Wi-Fi) aHanorn4eH KoHTponnepy
Z-5R (moa. Web).

10. 3anonHeHwne 6a3bl gaHHbIX CKY[] (6aHka kntoyen) B aBTOHOMHOM peXxume OCYyLLECTBNSAETCS C
NOMOLLLbIO MacTep-KapTbl.

B ceteBOoM pexvme paboTa ycTporcTBa 1 3anonHeHne 6aHka Kroven ocyLecTBNSeTcs No CeTU C
NMOMOLLLIO BHELLUHEW ynpasndawowen nporpammbl. Kpome 3aHeceHusi KapT B CETEBOM pexume
MOXHO CYMUTbIBaTb COObITUS, yCTaHaBnMBaTb TeKyllee BpeMsi B KOHTposnrepe YCTpoucTBa U
HacTpauBaTb BPEMEHHblE 30Hbl AN npoxoga no Kaxaow kapte. [lpy notepe cBA3KM C
ynpasnsdoLLen NporpaMmMmon B ceTeBoM pexume yctponctao Matrix-11 (mog. E K Wi-Fi) npogornxaet
paboTtaTb aBTOHOMHO, Hakannueasi cobbiTss B Oydepe cobbiTuin. KoHTponnep no3sonsaet
coxpaHATb B namatn 2048 cobbiTus B Lmknudeckom Bydepe (nonyyeHue koga, cpabaTbiBaHue
AaTyvika ABepu, Bblaya yrpasnstoLwero curHanant.g.).

MporpaMmmHOe KoH(UrypmpoBaHue KoHTponnepa ocyuwectsnserca 4vepe3 MO  Guard
Light (TypHukeT, wno3, oxpaHa v Apyrme pexumbl). Cxema nogkroYeHuss HaxoaouTcs B
nporpaMmmHon KoHdurypauum koHTponnepa B N0 Guard Light.

2. TEXHUWYECKUE XAPAKTEPUCTUKU

BcTpoeHHbIW cuuThIBaTenb

Pabo4yas yactora, Kl'u; 125

Tun ncnonb3yemMbiX MOAEHTUOUKATOPOB: EM-Marine

J[lanbHOCTb CYMUTbIBAHUS, CM, HE MEHEE: 3

lMpoTokon nepenayn gaHHbIX B KOHTPOSINEp: iButton (Dallas Touch
Memory)

MopknioyaemMbie BHELLHUE CYUTbIBaTENU
(TOJ1I:»KO C OAMHAKOBbLIM BbIXOOAHbLIM MPOTOKOJIOM obmeHa gaH HbIMVI)

Tvin “cnonb3yemblX MOEHTUPUKATOPOB: onpegensercsa cunTbliBa-
Tenem
(EM-Marine, Mifare n
T.N.)

[MpOTOKON NOAKITIOYEHMSI: iButton nnn Wiegand

MakcumanbHaga anvHa nMHUK CBSA3KU Mo 15

iButton, m, no:

MakcumanbHasa gnuHa NMHUM CBSA3N Mo 100

Wiegand, m, fo:.

Bo3moXHO noakntovyeHne KoHTakTopoB knroden DS1990A
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KoHnTtponnep
[MlamaTb KNoYen, Wr. 2024
[MamMaTb COObITUN, LUT. 2048
KonnyectBO nogknioYaemMbix cyuTbiBaTenem | 2
(KOHTaKkTOpPOB), HE Bornee:
[MpoToKONbI NOAKITOYEHUS:
cuynTbIiBaTENEN iButton, Wiegand
KOHTaKTOpOB iButton
YnpaBneHve nHankaumen cHutbiBaTenen. aa
Bbixoa Ang NnogkioyeHnss 3amka: MOl-TpaH3mcTop
Tok cunosoro Bbixoaa, A: 5
Mepembluka ans Bolbopa TMna 3amka: 9NEKTPOMarHNTHLIN,
3IEKT POMEXaHUYECKUI
YcTaHoBKa ANUTENbHOCTU OTKpbIBaHUS 3amka, | ot 0,1 go 1000 (3aBo-
CekK: ACKoe 3HaveHue - 3)

Moaynb cBs3un no Wi-Fi

CTaHgapThl: IEEE 802.11 b/g
[nana3oH 4YacTorT: 2,4-24835 Ty,
CkopocTb nepegaqmn 119: oo 54 Méunt/c
11b: po 11 MéuTt/c
MowiHocTb 6ecnpoBOgHOroO cuUrHana: <20dBm (<100mW)
Pexxnmbl paboTtbl: Touka gocryna, KNueHT
3alwmTta 6ecnpoBoaHOM ceTu: WPAMPA2, WPA-
PSKMWPA2-PSK
Uutepcenc USB
Pasbém: USB Twvn micro A
Bepcus: USB 2.0
Pexunwm: Device, Full/Low Speed

Opyme napameTpbl
CseToBas 1 3ByKOBas MHAMKAUMS PEXUMOB eCcTb
paboThI:
HanpspkeHne nnTaHusi NOCTOSIHHOro Toka, B: 12 (gonyckaetcs 9—24)
MakcumanbHbin noTpebnsaembin Tok npu 12 B, | 100
MA:
3alumTa OT HENPAaBUITbHOTO BKIKOYEHUS: eCTb
[abapuTbl, MM: 85x44x18
Macca, r, He 6onee: 100
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3. NOAKNOYEHUE BHELLIHUX YCTPOUCTB
FabapuTHbIe pasmepbl U pacnonoXeHre KNeMm Ha nnaTte YCTPOWCTBa NpeACcTaBreHbl Ha

PUCYHKE!
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Puc.1 NabapuTHble pasMmepbl U pacrnosioKeHne KnemMm

HasHadeHune knemm npmBeaeHoO B Tabnuue:

ZUMM | lNMogkntoyeHne BHelHero 3ymmepa. CriegyeT Mcnonb3oBaTb 3yMMEP CO BCTPOEHHbIM
reHepaTtopoM Ha HanpsbkeHue 12 BonbT M noTpebnseMbiM Tokom He Gonee 200 MA
[MonoXuTenbHbIN KOHTaKT NogkroyaeTcs K knemme + 12V, a oTpuyaTtenbHbIN K 3TON
Knemme

™ BHELWHWUI CYNTLIBATESb UITU KOHTAKTOpP
GND CurHanbHas 3emns. [ns noakmoyeHust obLmMX NPpOBOAOB BHELIHErO CYUTbIBATENS,
KOHTaKTOpa, AaTynKa NOJSIOKEHUS OBEPU U KHOMKN OTKPbIBAHWUS ABEPU
EXIT KHonka oTKpbiBaHUS ABepu. 3aMblkaHUe Bbi3blBaeT OTKpbiBaHWE ABepwn. PekomeHay-
eTCa NOAKMYATb C MOMOLLILIO BUTOM Mapbl
LED YnpaBneHue 3eféHbiM CBETOANOA0M BHELLUHETO CHNTLIBAT ES1s1

LOCK Knemma ang nogkno4eHms oTpuuaTenbHOro npoBoaa 0bMOTKN 3amMKa

+12V +12 BOSbT.

[MogknoveHue nca 6noka NMTaHUs U NONOXUTENBHOIO NPOBOAa OOMOTKM 3aMkKa
GND Cwunosag 3emns. NogknodeHne MyuHyca 6rioka nuTaHus

DOOR | lMNogknoyenne gatyvka nonoxeHua asepu. PekomeHnaoyetcs BuTas napa. Cpabatbl-
BaHME AdaTymka Mpy OTKPbIBAHMM ABEPU MO3BONSAET OOCPOYHO BbIKMOYUTL 3BYK Ha
KOHTpOnsepe, a Takke CIKOHOMUTb 3HEPTUD, BbIKITHOUMB 3MEKTPOMEXAHUYECKNN 3a-
MOK Cpa3sy Nocne OTKpbIBaHUA ABEPU U BKIKOYNB 3NEKTPOMArHUTHBIA 3aMOK, TONbKO
Korfa ABEpb yKe 3aKpbliach
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Bxop

Cyumsbieamerns r Cyumbieamerib
MATRIX-II t MATRIX-II(m00. Wi-Fi)
KHonka
OTKpbIBaHUS Bnok
nsepu nuTaHus

Puc.2 Cxema nogkntoveHma MATRIX-II (moa.Wi-Fi).

BHewHMN cuntbiBaTenb

Wnu KoHTakTop (cTp. 18) @
i
s 1 BH. aymwvep N~
& 3AMOK A
- —— Bxoa TM 2 BH. CUMTIB. 9 ZUMM
§ —— :Z 3 3emns (<) Q ™
T N R‘\ ~ 4 kH. oTKp. ABEPM ® GND 0000
o +— XZ KHOMKA - EXlT mfe)eXe)
—,|<]7 5 BH. CO (+) ® z 0
BHELHWA ' > cBETORMOR -— o xa
T 6 3amok Q LED O O«
+ [ - 7+12V 9 LOCK
B i2v
- 8 sewns () ®|+12V .
I'Io.qxgmHaTvaeo6ﬂ3aTeano: I—Q— 9 parunk aBepu Q GND
-BHelwwHnin 3ymmep
-BHelwwHuii ceeTogmop (CAN) AATHMK ABEPU @ DOOR
-KHOMKy OTKpbIBaHMSA OBEpYU -
-[laTyunk nonoxeHus fsepu /@\

Puc. 3 lNoakntoveHne BHELHNX YCTPONCTB

J

1 I
-~ i i
2 | = AN | =
[ = a
@ | 12V pem-ed oo, i ZUMM L 5 +12V pe=-e - i ZUMM uj
© s, | = = N 1
@ | GND S ™ < 5| GND \ ™ | =
: DGO B DG
E[pATAO I GND | 2 | DATA O %k GND E
3 4 ext | W 5 [ Pe? EXIT | .
o | & © ! o | o
lock | Z Lock | =
----- v | R . [ .2 P )
GND E KHonka GND >
© ebixoda (©
DOR| 8 DOOR | =

Puc.4 lNMoagknioveHne BHELWHNX cYMTbIBaTenen no NnpoToKomny
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Bxon = Biixon =
P EEE T ZUMM L 2 +12V e, ZUMM LL
i
C | GND J ™ - | GND 3 ™ He
% DATAO%%%%- %2%@ GND —.; % DATA 0 3 é GND —.;
@ | DATA 1 V] b N EXIT .é':‘ 0 | DATA 1 X N EXIT .é::
£ [~ _—11 LD Yt 2 [LepG 3 - Lep =
§ LED-R LOCK S o § LED-R LOCK S o
o ~~~~~~ q O ~~~~~ q
BEEP “f-| +12v o BEEP =t +12v o
GND E KHonka . GND E
oo M Wi DOOR 8bix0da T DOOR ~

DATA O ™

DATAO [ EXIT
DATA 1 ™

DATA 1| EXIT

Puc.5 lMoaknioveHne BHeWHNX cumTbiBaTenen no nporokony Wiegand

e

— (@] ZUMM

| @M

— @ GND [cooo

KoHTtakTop ®|EXIT

— '3
®|LED 5 39
®|L0CK
®|+12V .
®| GND
'®|DOOR

@

Puc.6 lNoakntoyeHne KoHTakTopa

4. CNOCOBbI CETEBOIO NOAKNKOYEHUA YCTPOUCTBA

MATRIX-Il (moa. E K Wi-Fi)

Mpn Mcnonb3oBaHMM YCTPOWCTBA B CETEBOM peXnme HeobXxoaumMO HaCTPOUTb MNapameTpbl
ceteoro nogkntodeHna k Wi-Fi. IMpn aTom cnegyet yunTbiBaTh, YTO (PYHKUMOHANBHO YCTPOMUCTBO
Matrix-1l (mog. E K Wi-Fi) coctout M3 Tpex y3noB: BCTPOEHHOro cyYuTbiBaTensi, COGCTBEHHO
KoHTponnepa CKY/L n mogyns cBsiam C NoKanbHOM KOMMbOTEPHOM CETLIO No NpoTokony Wi-Fi.
Mogynb cBA3n obecneymBaeT NOLKMAOYEHME YCTPOWCTBA K NOKaNbHOW CETU, MMEKOLLENCA Ha
obbekTe, no uHTepgency Wi-Fin yctaHoBneHue CBsiam C KOMMNbOTEPOM, HA KOTOPOM YCTaHOBIEHA
ynpasngawowasa nporpamma CKY[l, peanuaytowias dyHKLMM KOHTPOMA AocTyna (3arpyska crvcka
KapT, HacTpoWnka npaB JOCTyna, C4MTbiBaHMe cobbiTui n3 bycpepan .n.).

Mo cnocoby ycTaHOBNEHMS CBA3W C yNPaBnstoLen MporpaMmon BO3MOXHbI TPU pexXmMMa:

- pexum ceasn WEB. B atom pexunme moaynb cBsa3m coeguHsaetca ¢ ynpasnsawowmm WEB-
CepBepoM B CETU MHTEPHET, U yrnpasBneHue YCTPOUCTBOM ocyulectBndetca depe3d WEBcaut
(Hanpumep, «obnadHaa» CKY[ - www.guardsaas.ru);
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WEB - cepBep

- pexum cBasn CepBep. B aTom pexnme moaynb CBS3M OXMAAET COEANHEHUSI MO NPOTOKONY
TCP/IP oT komnbioTepa, Ha KOTOPOM YCTaHOBMEHa ynpasngwowasa nporpamma (Hanpumep,
GuardLight, GuardCommander, ABaHrapg);

Ethernet

- pexum cBasn KnuneHT. B 3TOM pexnme Moaynb CBA3U NbITaeTCA caM YCTaHOBUTL COeMHEHUNE No
npotokony TCP/IP ¢ ynpasnsatowen nporpaMmmon. [na HacCTPOMKM 3TOro pexmma Heobxoanmmo
ykasatb |IP-agpec n TCP-nopT Ha yganéHHoM KoMmnbroTepe (Hanpumep, nporpammbl GuardLight,
ABaHrapg ).

WriTi \\\ /((

—————————

------ »

o



Matrix-1l (moa. E K Wi-Fi) iron@Logic www.ironlogic.ru

5. WEB-MUHTEP®ENC

Web-nHtepcdenc wucnonbdyetrca OnA HaACTPOMKN nNapamMeTpoB CBA3M U NOOKNHOYAeMOoro
obopynoBaHuda. [Ona BbINOMHEHUA NEPBOW HACTPOMKM TpebyeTcsi YyCTPOMCTBO, CNOCOOHOEe
nogkntoyateca k cetn no Wi-Fi (nnaHwWeT, HOyTOYK unv cMapTgoH), 1 MMetoLLee BCTPOEHHbIN
nHTepHeT-6pay3sep (Internet Explorer, Firefox, Opera, Chroment.4.).

Ona poctyna k WEB-uHTEepency HacTpoek ycTponcTBa HY>KHO BbINOMNHUTL CrieaytoLne
AEeNCTBUS:

1. YctaHoBuTb nepemblyky B nonoxexHve CFG (cMm. n.6 «BknioveHue yctponcTtea v Havano
paboTbi»);

2. [MNopaTb nuTaHue;

3. YcTtaHoBUTb €BA3b ¢ ycTporcTaom no Wi-Fi:

- Doxpatbca noasneHns Wi-Fi-cetn ¢ nmenem Matrix_ [l WiFi XXXXXX;

- MoakntounTbea K aTon cetu (Nnaponb Anga nogkniodeHna AUTH_KEY);

3aBoackoe 3Ha4yeHune AUTH_KEY 13 BoCbMr CMMBOMOB NPUBELAEHO HA HAKIeWnkKe,
pacnonoXXeHHoOM Ha 0bpaTHON CTOPOHE KOopryca YCTPOMCTBA UK B KOHLE HACTOALLErO
pykoBogcTBa (cobniogatb permctp Oyks!).

4. OTKpbITb Bpay3epom cTpaHuuy no agpecy http://192.168.10.1 (noruH: matrix, naposnb
AUTH_KEY);

5. Npoxoas no cTpaHuuam MeHI0, BbIMOMHUTL HACTPOKMKY NapamMeTpoB, He 3abbiBas Ha KaXkaown
CTpaHuLe HaxxumMaTb KHOonkKy CoxpaHuTb.

lMocne 3aBepLueHUs KOHUTypupoBaHusa crnegyeT ybpatb nepembiyky M3 nonoxeHuns CFG wm
poxaartbes nogknoyveHus Matrix-1I (moa. E K Wi-Fi) k nokanbHon cetu. Tenepb WEB-uHTEpdenc
Oygoetr goctyneH no IP-agpecy, KOTOpbIn Oblfl Ha3HaA4YeH YCTPOMCTBY MpU KOHUIypupoBaHWUU
(6ypet onucaHo Hwxe B n.5.3) unn nonyyeH ot poytepa (DHCP-cepsepa) npu peructpauum B
nokaribHOW CeTMU.

5.1 Bbi6op si3blka
Mpun nepsom BkntoveHnn B WEB-nHTepdence yctaHoBneH aHrnnnckni a3bik. [ns seibopa
PYCCKOro si3blka LWENKHUTE No Haanucyn Pycckui B npaBoM BEpXHEM Yriy nHTepdenca:

irﬂn@ngic@ Matrix I1 Wi-Fi  Pycckmin @

SN: 50010 English
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5.2 Bknapgka crtatyc
Ha Bknagke Ctatyc otobpaxaeTcs TeKyLlee COCTOSIHNE yCTPOMCTBa:

Craryc

Nogknouenne:
NpogomsuTensHocTs patoTs: 0 days 00:01:01
Bapcin 110 KoHTpoNAepa: 2.22
Bepcwn 0 moayna cenan: 1.09

Neperuiika CFG: On

3pech:

Pexxum: pexxum pabotsl yctponctea (WEB, Cepsep, KnmeHT, ABTOHOMHbIN).

MopgknioyeHue: B pexumax KnueHT n Cepsep otobpaxaet IP-agpec koMmnbloTepa, C KOTOPbIM
YCTaHOBIIEHO COeMHEHME.

MpoaomkuTenbHOCTbL PaboTbl: NPOAOIKUTENBHOCTL PaboThl YCTPOMCTBA C MOMEHTA Nogayu
nUTaHWS.

Bepcus MO koHTponnepa: OtobpaxaeT TEKyLLY BEPCUIO NPOLUMBKN KOHTpONepa.

Bepcus MO moaynsa ceasn: OTtobpaxaeT TekyLlyo BEpCUIO NPOLLMBKMA MOOYISI CBA3N.
Mepembivuka CFG: oTo6paxaeT Hanu4ne nepemblykn (akamnepa): On yctaHosneHa, Off
CHATa.

5.3 Bknagka Hactpounkn CoegmnHeHus

Ha Bknagke Hactponkun CoeamHeHus yCcTaHaBnMBatOTCA CNocob M napamMeTpbl NOAKMYeHUs
MOAYNSA CBA3WM K NOKanbHOW ceTW. HacTpownka napameTpoB aHanormyHa HacTpouKe UHTEepHeT-
poyTepa.

Wi-Fi
Cemn(SSID): |mySSD

Napons: |WiFiPassword

v cerei [l Tecr e |

Hcnonsaopare DHCP: B
DrKCHpoBatHbia IP: 92.168.1.129
Macka MoAceTH:  255.255.255.0
Wmoz: 92.163.1.1

Cepsep DNS: 6.8.8.8

Coxpaninrs

CeTb (SSID): HasBaHne Wi-Fi-ceTu, K koTOpoKr OyaeT nogKnoyaTbCsa yCTPONCTBO.

Maponb: kntoY WnposaHus (naporns), UCnonsb3yemMbiv B ykasaHHou Bbiwwe Wi-Fi-ceTtu.

Nouck ceTen: akTMBU3auMs MNoucKa [OCTYMHbIX B AaHHbln momeHT Wi-Fi-ceten. [locne
3aBepweHua noucka poctynHeix Wi-Fi-ceten nosBUTCA CNUCOK HaWOeHHbIX CeTen C
oTODpaXKeHNeM ypoBHs curHana:

HacTpoiKW CoefMHeHwn

Hocryne Wi-Fi caru
NET.111  -90 dBm
ironlogic  -76 dBm

default  -88 dBm

[nsa Bbibopa ceTn HeoBXoANMO BbIOENUTL HYXHYIO CeTb U HaxaTb kHonky OK. Npun 3ToM Ha3BaHue
Wi-Fi-ceTn aBTomatnyeckn otobpasatcs B HacTpomkax. Ecnn cetb He BeAET BELLAaHUS CBOEro
UMEHN, TO UMs ceTu cnegyet BBecTu BpydHyto B norne Cetb (SSID). MNpu ncnonb3oBaHum
LWndpoBaHNS HEOBXOANMO BBECTU KITHOY LULMAIPOBAHMS:

10



Matrix-1l (moa. E K Wi-Fi) iron@Logic www.ironlogic.ru

HacTpoixn CoequHeHnn

Docrynsne Wi-Fi cétm
NET.111 =80 dBm
ironlagee -76 dBm 2
default  -88 dém

TecT ceTu: NnpoBepka BO3MOXHOCTW MNOAKMOYEHMS C TEKYLLMMN 3HadeHuamm SSID n napong. Tem
He MeHee, NpW1 NPaBUIbHOM NMapose poyTep MOXET OTKa3aTb B MNOOKIHOYEHUMU, MOCKOITbKY MOXET
ObITb HAacTpoeH Ha npoeepky MAC-agpeca ycTponcTaa.

Ucnonb3oBatb DHCP: npegnuckiBaet obpawatecs k DHCP-cepBepy onsi aBToMaTnyeckoro
nony4vexus IP-agpeca n octanbHbIX CETEBbLIX MAapaMeTpoB, HEOOXOAMMBbIX A1s paboTbl B 4aHHON
nokKaribHOW CEeTMU.

B cny4yae otcytctBua DHCP-cepBepa Heob6XxoanMMO KOPPEKTHO HAaCTPOUTL CriefytoLline ceTeBble
napameTpbl:

PukcupoBaHHbIn IP: yHUKanbHbIN IP-agpec, obecneymBalowmi agpecaunio yCTponcTea B
rniokaribHou CeTu.

Macka lNoaceTun: macka noaceTu, Ucnorb3dyemMas B JaHHOW NOKanbHOW CETU.

LWnto3: IP-agpec wnto3a ansa cea3u ¢ gpyrumu ceETSMA (B TOM YUCIIE U C UHTEPHETOM).

CepBep DNS: IP-agpec cepsepa DNS.

[Ana koppekTHon paboTbl AOMXKHbI OblTb 3a4aHbl BCe yKa3aHHble napamMeTpbl. Ecnv HekoTopble
napameTpbl HeM3BECTHbI 0BpPaTUTECH K CUCTEMHOMY aAMUHUCTPATOPY.

[Mocne 3aBepLUeHNs HAaCTPOMKM HEeOBXOAUMO HaxaTb KHOMNKYy CoOXpaHUTb.

5.4 Bknapka Pexum paboTbl

Ecnu npegnonaraetcsa pabota Matrix-1l (moa. E KWi-Fi) B ceTeBoM pexume, T.€. nog ynpasneHnem
BHELLHEN NpPOrpaMmmbl, TO MOCME HaCTPOWKN MOAKMIOYEHUS K JIOKAnNbHOW CEeTu Heobxoammo
HaCTPOUTb PEXNM YCTaHOBIIEHMS CBA3W MEXAY YyNpaBnsaoLen nporpammMmon n Mogyrnem ceasu. Ha
Bknagke Pexum paboTbl BbibupaeTcs cnocob nogkoyeHns K nporpaMmMHOMY obecneyeHunto npm
paboTe B CETEBOM pEXUME:

Obuwme HacTpoikn
Ko ayTentwdmkaumm: |DEADBEEF

Pexgar PaboTw: |WEE

3pech:

Kntou ayTeHTMdmKaumm: Knod ayTeHTUpmkaumm Heobxogmm Ans NoAKYeHus K obnavyHomy
nHTepHeT-cepsepy B pexume WEB, a Takke ansa goctyna Kk WEB-uHTtepdency yctponctea Matrix-
Il (Mmog. E KWi-Fi).

[NepBoHavarnbLHO 30ecb OTOOpaXkaeTcsa 3aBOACKOE 3HaYeHMe, yKa3aHHOe Ha HaKrerke Ha Koprnyce
yctponcTtea (cm. AUTH_KEY). lMpn HeobxogmMMocTn Ha SaHHOM Liare HaCTPOWKM ero MOXHO
N3MeHUTb (JonycKakTCsa LMpbI M naTUHCKue BykBbl).

Pexum pabotbl: BbiGop ceTeBoro pexuma padotsl - WEB, CepBep, KnueHT unu seibop
aBTOHOMHOrO pexuma paboTbl ABTOHOMHbIN.
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5.4.1 Web
Pexxum WEB obecneumBaet cBA3b ¢ «0bnadHbiM» cepBucoM. [1ns HACTPOKKK pexnma padoThl
WEB Heo6xoamMmo yTO4HUTb y NOCTaBLLMKa YCNYrM U 3agaTh cnegytowme napameTpbi:

WEB
Appec cepaepa: |hw.guardsaas.ru
Menanbaosate HTTP npoxkew:
Appec npokcd cepeaepa: |192.168.10.1

3128
MopT NpoKox cepaepa;

NMapone: | ab974088d09d4dc3
WHTepsan coeguHenna; |10

Hucno cofutud: (1

Apnpec cepBepa: ums nnu IP-agpec WEB-cepBepa «obna4Horo» cepsuca, K KOTOpOMY A0SDKEH
Oyget noaknyaTbCst KOHTpoNnep.

Ucnonb3oBatb HTTP-npokcu: ykasaHne HeobxogmmocTun obpalleHms K cneymanbHOMY
cepBepy B ceTu And AOoCTyna K UHTEPHETY.

Apapec npokcu-cepBepa: CETeBOM afpec NPOKCU-cepBepa B NOKaribHOW CETH.

MopT npokcu-cepBepa: NOpT A58 NOAKMIOYEHUS K MPOKCU-CEPBEPY.

Maponb: naponb ana goctyna K gaHHbIM Ha WEB-cepBepe.

UHTepBan coeanHeHun: nHtepsan coegnHeHns ¢ WEB-cepBepom B cekyHaax.

Yucno cobbITUN: YNCNO COBLITUIN B KOHTPONIEpax, NPU KOTOPOM NPOMCXOAUT JOCPOYHAS
oTnpaska gaHHbIx Ha WEB-cepBep 00 UCTeYeHUs uHTepBara nepegayu.

[Mocne HacTpoek Bcex napaMeTpoB HEOBX0AMMO HaxaTb KHOMKY CoxpaHUTb.

5.4.2 CepBep

B sToM pexume moaynb CBA3W OXMAAET MNOOKIIOYEHUS YNpaBnslowWwen nporpaMmmbl K €ro
OTKPbITOMY floKansHoMy nopty. B criyyae Boibopa pexuma pabotel CepBep cneayet 3afathb:

Cepaep
Nowanthit nopT: (1000

PazpeuwéHmnit IP: |[255.255.255.255

3pech:

INokanbHbIK nopT: TCP-nopT, kK KOTOpOMY AOrmKkHa ByaeT OoCyLLeCTBNATb NOAKITYEHEe
ynpasnsioLas nporpamma.

PaspewéHHbIn IP: IP-agpec komnbloTepa, ¢ KOTOPOro ynpasnsoLLen nporpaMmmMme paspeLleHo
yCTaHaBnmBaTtb coefMHeHne ¢ KoHTponnepom (255.255.255.255 ana gonycka scex IP-
afpecos).

[Mocne HacCTpoONnKM BCex napaMeTpoB HEOBXOANMO HaxaTb KHOMKY CoxpaHUTb.

5.4.3 KnueHT

B cnyyae Bbibopa pexuma pabotbl KnveHT mogynb cBs3u cam Gyaet perynsipHo nbitaTbecs
YCTaHOBUTb COeAMHEHMNE C yNpaBnsoLwen NnporpaMmmMon. ATOT XKe PEXMM HacTpanBaeTCcs B Criydae
NOAKIMIOYEHUS K cepBepy Zproxy.

3agaHnio nognexar cnegyowme napameTpbi:

Knuent

Aapec cepaepa: (192.163.1.10

Mopr cepaepa: (25000
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3pech:

Appec cepBepa: |IP-agpec komnbioTepa, C KOTOPbIM YCTPOMUCTBO [OMMKHO YCTaHOBUTb
NoAKIIto4YeHne And CBA3W C ynpasnsaoLwen nporpaMmmon.

MopT cepBepa: IP-nopT, K KOTOPOMY JOIMKHO OCYLLIECTBNATLCA NOAKITHOYEHNE.

Mocrne HacTpoKrku Bcex NapamMeTpoB HEOBXOAMMO HaxaTb KHOMKY COXpPaHUTb.

5.4.4 ABTOHOMHbIN

HauanbHas HacTpouka CKY[, kotopasi, Hanpumep, Ha KoHTponnepe Z-5R BbINOMNHAETCA C
NOMOLLLbIO NepeMbIYeK, Ha JaHHOM YCTPONCTBE BbINOMHAETCA C NMOMOLLLIO pexxrma ABTOHOMHbIN.
OTOT pexum npegHasHadeH anst paboTbl CO CMMCKOM KIHoYer KoHTpornnepa 6e3 ncnonb3oBaHns
mMacTtep-kntova vyepes WEB-uHTepdenc. Takum obpasom, co3gaHme n pegaktupoBaHue 6asbl
AaHHbIX KrYen BO3MOXHO OCyLlecTBUTb ABYMsi crnocobamu: vepe3 WEB-uHTepdenc mn c
NOMOLLbIO crieumanbHON proximity-kapTbl, Ha3biBaEMOW MacTep-Ko4oM (NporpaMmmupoBaHue
KOHTpoOSnepa C NOMOLLbKD MacTep-knoda byaer paccmoTpeHo panee). Ona obecnedveHus
HacTPOMKM ©asbl KNHYEN MOXHO WCMONb30BaTb BCTPOEHHbLIA CYUTbIBATENb WAW BHELLHUMA
cynTbIBaTEnNb, NOAKMIOYEHHLIN K ycTponctBy Matrix-Il (moa. E K Wi-Fi) no npotokony iButton
(HacTpovika 6asbl KIto4er ¢ MOMOLLbIO CHUTBLIBATENS, NOAKYeHHOro no npotokony Wiegand, He
nogaepxusaetca!).

B cnyyae ynpaBneHusa paboton yctpounctea yepe3d WEB-uHTepdenc cneayet Boibpatb pexum
paboTbl ABTOHOMHbIN. Torga nHtepdenc ynpasneHmsi NpMMET CreayoLwmnmn Bua;:

ABTOHOMHNA
Pexam Accept: [

PexuM AoCTyna: |HopMa

Pantim aobasneHus Ksued:

Pesiam DU&EBJ'IEH“H MaCTEp‘FU'Ii-OIJE'&Z

Pasciam YaanaHWa HONROLET

Pexxum Accept: Bkntovaet pexxum Accept, B KOTOPOM BCE HEU3BECTHbIE Kntoum OyayT
3anuncbiBaTbCs B MaMATb Kak MPOCTble HOBbIE KITHOYW.

Pexum poctyna: BO3MOXHbIe 3Ha4YeHMs Hopma (LuTaTHbIN pexxuMm npoxoaa),

BnokupoBka (npoxoa no 6nokupyowmm kaptam), CBob6oaHbIN Npoxoa (Npoxon OTKPbIT),
OxunpaHue (yctaHaBnuBaeTcs Tonbko Yeped WEB-nHTepdenc ana cnyyas, korga B
KOHTPONMpPYEeMOW TOYKe A0CTyna YCTaHOBMEH pexum briokmpoBka Torga nepsasi NOAHECEHHAS
kapTa (npoctas unm brnokupyowas, Ho He macTep-kapTa!) nepeBeaeT pexum 4ocTyna B
nonoxeHve CBo6oAHLIN Npoxon,).

Pexxum poGaBneHuss KnrYen: NepeBOAUT YCTPOWCTBO B PeXMM [00aBneHMst NPOCTbIX W
BrnokupyoLmx Knoyen (nogpobHee cm. n.7.1).

Pexxum no6aBneHuss mactep-Knroyen: NnepeBoanT yCTPOUCTBO B peXuM JobaBneHns macrtep-
kntoyen (nogpobHee cM. n.7.2).

Pexum yaaneHus Knro4ven: yaanseT NoAHECEHHbIN K CHUTbIBATENIO MPOCTOM MU GNOKMPYOLLNIA
Knto4 13 6a3bl 4aHHbIX (NnogpobHee M. n.7.3). MacTep-Knio4vm B 3TOM peXnme He yaanstTCs.

[Mpun BKNOYEHUN peXnMoB «aobaBneHune knyeny, «gobaBneHme MacTep-Knven» n «yganeHue
KntoYen» Ha COOTBETCTBYIOLLEN KHOMKE MOSBUTCA Tanmep obpaTHOro OTcyéTa, NoKasbiBaloLwun
BpeMs, OCTaBLUeecs 40 aBTOMaTUYECKOro BbIKITHOYEHNS.
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5.5 Bknapgka HacTpounku KOHTponnepa ycTpoucTea
Bknagka HacTpowkn koHTponnepa no3BonsieT yCTaHOBUTbL MapaMeTpbl paboTbl KOHTpoepa
yctponcTtea Matrix-1l (mog. E K Wi-Fi):

HacTpoiikm Konrponnepa

Tun 3amKa; | InexTpOMBIHITHE
BryTpeHHWi sayK: [
HHgukauma Wi-Fr b
BpeMA oTKPETAA: |10 % 0.1s.
BpeMA KOHTPONA OTKPETAA: |30 x 0.15.
BpeMA KOHTPONA I3KpHTUAR: |0 x 0L1s.
CHHXPORWUIMDOBATD BPEMA No NTP: D
NTP cepeep;

Yacomon nonc:

Tun 3amka: BbIOOP TMNa 3amMKa AnekTpo3allénka, ONeKTPOMarHMTHbIN, ONEKTPOMEXaHNYECKUA.
Ecnu Tvn 3amka HacTpoOeH ynpaBnsatoLLen NporpaMmmon, To U3MeHeHNe TMna 3aMka HEBO3MOXHO
Ao cbpoca B 3aBOCKME HAacTponku ¢ nomoLubto Web-nHtepgenca nnu nepemblyvkm (NONOXeEHUE 2,
cMm. cTp. 50), anone “Tun 3amka” oTobpaxaeTca Ha3aBaHME HACTPOEHHON TOYKN NPoXoaa.
BHyTpeHHUI 3BYK: BKNIOYEHMNE/OTKNIOYEHME BCTPOEHHOIO MCTOYHMKA 3BYKa.

Mnaukauma Wi-Fi: BkrtoueHne/oTKioueHns oTobpaxxeHnsa coctosaHnA noakniodeHns k cetn Wi-Fi,
C NOMOLLIbIO BCMbILWEK CUHETO MHAMKATOpa. 3HAaYeHUs MHOMKALUNN: MOCTOAHHOE MUTaHWE - MOUCK U
nogkntodeHune k cetn Wi-Fi; muraHne no 3 BCMbILWKN - PEXUM KOHPUTYpUpOBaHUs (yCTaHOBNEHA
nepemblika CFG); muraHve no 2 BCMbIWKMA - YCTAHOBMEHO COEAWHEHME C YnpasnstoLwien
nporpaMmmon (CepBepoM); OAHOKpPaTHbIE BCMbIWKM - OXMAAHWE COeOMHEHUS C YynpasnstoLwen
nporpaMmmon (cepBepom).

Bpemsi OTKpbITUA: ONUTENBHOCTL UMMYNbCa, BblJAaBaeMOro Ha 3aropHoe YCTPOWCTBO, AJIS
pa3brnokMpoBkM Npoxoaa. B 3aBMCMMOCTM OT TMNa 3aMKa 3TO MOXET ObITb Kak CHATME HanpsihXeHus,
Tak n ero nogava.

Bpems KOHTpONA OTKPLITUA: BPEMS OXMAAHNA OTKPbIBaHWS OBEPU NMPU paspeLLEHHOM NPoxXoae.
OTKpbiBaHWE OBEPU NO UCTEYEHUN ITOrO BPEMEHWN KBanuduuupyeTcs kak B3nom. MNpu 3agaHum
3Ha4yeHus, MeHbluero 4Yem «Bpems oTkpbITUS», ANA AaHHOW dyHKUMM OygeT MCnonb30BaHO
«Bpemsa oTkpbITUSY.

Bpemsi KOHTpONSA 3aKpbITUSA: BPEMSI KOHTPOSISI OTKPbITOro COCTOSAHUA ABepwu. Ecnu 3a 3agaHHoe
BpeMsa OBepb He Oyger 3akpbita, T0 6yaetr cdopmmpoBaHo cobbiTve «[Bepb oOcCTaBneHa
OTKpbITON». 3Ha4YeHune, paBHoe «0», OTKNIOYaET KOHTPOSTb.

CuHxpoHusunpoBaTb Bpems no NTP: Paspeluaet obpawuartbcs k cepsepy BpemeHn (NTP) ons
CUHXPOHM3aLMN YacoB YCTPONCTBA.

NTP-cepBep: agpec cepsepa NTP, ncnosnb3ayemoro npu CUHXpPOHU3aLNN BPEMEHMN.

HacoBow nosic: 4acoBOW NOSAC, UCMONb3yeMbIN MPU CUHXPOHN3ALMN BPEMEHM.

OTKpbITb ABEPb: KHOMKWU, OTKPbIBAKOLLME MPOX0A Ha BXOA UMW Ha BbIXOA,

[Mocne HacTpoek Bcex napaMeTpoB HEOBX0AMMO HaxaTb KHOMKY CoxpaHUTb.

5.6 Bknapka PacwumpeHHble HaCTPOWUKKU

Bknagka PaclumpeHHble HacTponku nossonser O6HOBNATH nporpammHoe obecnedeHune ([10)
YCTPOWCTBA, CKayMBaTb W 3arpyxatb KOH(UrypaumoHHble dannbl, OOHOBMATb MPOLLMBKY
YCTPOMCTBA, BOCCTaHaBNMBaTb 3aBOACKME HACTPONKn 1 nepesarpyxatb Matrix-11 (mog. E K Wi-Fi):
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PacliMperbie HacTpoiku

BOCCTaHOBUTL 33BOACKHE HACTPOHKK:
Coxpamars xompypassoss o
3arpy3uTh KoHPUrypauMonssiin dain m

T
OEHOBNEHWE NPOWMBRM:

BoccTtaHOBUTbL 3aBOACKME HACTPOMKMU: BOCCTaHABNMBAET HACTPOMKN MO YMOMYaHUIO.
CoxpaHuUTb KOH(UrypaumMoHHbIN hann: COXpaHseT HaCTPOWMKM KOHTponsepa B hann Ha
YCTPOMNCTBE, C KOTOPOro NpoOn3BOANTCA HACTPOMKa.

3arpy3uTb KOHhUrypaumoHHbIn hann: 3arpy>kaet CoOXxpaHEHHbIE HACTPOMKM M3 dhanna Ha
YCTPOMWCTBE, C KOTOPOro NpoOn3BOANTCA HACTPOMKa.

MNMepe3arpy3ka KOHTpornnepa: BbiMOSHAET Nepesanyck yCTPONUCTBA, YTOObl YCTaHOBMNEHHbIE
N3MEHEeHNsA HaCTPOEK BCTYNUMAN B CUNY.

O6HoBRNEeHue NpoLwmnBKKU: No3sonseT 06HoBUTL 1O ycTponcTBa Kak KOHTponnepa, Tak u Mogyns
CBA3MN.

5.7 3aBepweHue paborbl WEB-uHTepcenca

[nsa 3aBepweHns pabotel ¢ WEB-uHTepdericom Heobxoanmo ybpaTtb nepemMblyKy 13 NONOXKeHUN
CFG, ecnu oHa Obina yctaHoBneHa, (cMm. n.6 «BknioyeHue ycTponcTBa M Hayano pabdoTbiy),
BblOpaTb BkMagKy PacluMpeHHble HAacTPOWKM M HaxaTb Ha KHOMKy «[lepesarpy3anTb» B MEHHO
«[lMepesarpyska KoHTpornnepa.

6. MEPBOE BKNIOYEHME YCTPONCTBA UHAYANO PABOTDI

[MogkniovnTe BHELLHME YCTPOMUCTBA K KOHTPOMSiepy B COOTBETCTBUN C pa3gernom 3.

HayvanbHble (3aBogckue) HacTporikn moayns cesasm Matrix-11 (mog. E K Wi-Fi):

Ha3BaHue ceTn: «mySSIDy»;

naponb: «WiFiPasswordy;

npotokon Wi-Fi pexum DHCP;

pexum yctaHoBneHna ceasn WEB, cepsep hw.guardsaas.com.

BHumaHue! U3ameHeHMe HACTPOEK MoayIisl CBA3M BO3MOXHO Tonbko Yyepe3 WEB-
MHTepdenc.

Ecnn npegnonaraetcsa ucnonb3oBaHWE YCTPOMUCTBA B CETEBOM pPeXUMeE MNpU OTIIUYHBIX OT
3aBOACKMX HACTPOEK NapaMeTPOB CETU, TO U3MEHUTE 3aBOACKNE HACTPOMKN B COOTBETCTBUM C N.5
HaCToSLLEro pykoBoACTBa.

C nomowbio WEB-nHTepderica Takke BO3MOXXHO 3a4aHne HacTpoek anst pabotbl u B ABTOHOMHOM
pexume. [Ana paboTbl yCTponcTBa B aBTOHOMHOM pexmume Heobxoammo vepe3 WEB-uHTepdenc
BblbpaTb Bknagky «Pexnm paboTbl», yCTaHOBUTb peXnm paboTbl «ABTOHOMHbIN» 1 CO34aTb XOTS
6bl 0gMH MacTep-kntod (cMm. 1.7).

[anee, coxpaHMB aBTOHOMHbIV pexmum paboThbl, BbinTu n3 WEB-nHTepdenca n cosgate Knoum ans
npoxopaa.

[Mocne nameHeHna HacCTpoeK BblkNoYnTe NuTaHme. CHUMUTE nepemblyky ¢ nonoxexHus CFG n
yCTaHOBUTE €€ B COOTBETCTBMM C UCMNOSMb3yeMbIM TUMOM 3amka. [oganTe nuTaHue. YCTPONCcTBO
roToBO K paboTe B BbIGpaHHOM Npu HAaCTPOMKaxX pexnme.

Ecnn yctponcTBO npepgnonaraeTcs UCMornb3oBaTh TOMbKO B aBTOHOMHOM pexume, TO AN ero
HaCTPOWKM UCMNONb3yeTCA pacrorioXXeHHas Ha nnaTte yCTpoMUCTBa NepembIvKa:
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OTa nepemMblyKa MOXET HAXOANTLCA B O4HOM U3 NATU MONOXEHU: CFG E'@
MonoxeHune Ne1 - BLIGOP anekTpoMeExaHNYEeCKOro 3amka
(B COCTOSIHMM «3aKPbITO» C 3aMKa CHATO HanpsXXeHue) Q
(cm. 3ameyanue 1). 2
MNonoxeHune Ne2 CLR (ouuncTka) - Ans ctupaHms namsatu (6asbl CLR
AaHHbIX) KOHTPONsiepa 1 BOCCTaHOBNEHUS 3aBOACKUX HACTPOEK

Moayns cea3un. [inga atoro cnegyeT BbIKNIOYUTL NUTaHKE, ADD
YCTaHOBUTb NepeMbIYKY 1 BKIIOYUTL NuTaHue. 1o 3aBepLueHunto

CTMpPaHUS - cepusi KOPOTKUX 3BYKOBbIX CUTHAmNOoB. Puc.7 MepeMbluka
CTupatoTcs Bce knoum (KapTbl) 1 3anporpaMmMmmupoBaHHoe

Bpems oTkpbiBaHMA ABepu (YCTaHaBNMBaETCA 3aBOACKOE 3HAaYeHue - 3 cek).

MonoxeHune Ne3 ADD (go6asneHue) - ons gobasneHms NpocTbixX U GIOKMPYIOLLMX KapT B NaMATb
KOHTponnepa 6e3 Mcnonb3oBaHMA MacTep-kapTbl. [ns 3TOro crnegyet BbIKNIOYMTb NUTaHMWE,
YCTaHOBUTb NEPEMBbIYKY U BKITHOUYUTL NUTaHue. [locne 3ByKOBOro curHana KOHTponnep HaxoauTca
B pexunme fobaBneHus NpoCTbiX KapT: MOXHO 006aBUTb NPOCTble (KOPOTKOE MOAHECEHME) U
onokupytowme (anIMHHOEe nogHeceHue) kapTbl ©6e3 nucnonb3oBaHMS MacTep-kapTbl. Yepes 16
CeKyHA nocne nocregHero nogHeceHUsl KapTbl KOHTPONSEP BbIXOAUT U3 pexuma gobasneHuns
NPOCTbIX N BrIOKMPYOLLMX KapT (MPO3BYYUT CEPUSA KOPOTKMX 3BYKOBbLIX CUTHANOB).

MonoxeHune N4 - BbIGOP 3NEKTPOMArHUTHOIO 3amka (B COCTOSIHUM «3aKpbITO» Ha 3aMOK NOAaHO
HanpseHue). Ecnu nepembiyka BoobLLEe He yCTaHOBIEHa, TO CYMTAETCSH, YTO OHA «yCTaHOBMNEHa»
B NnonoxeHue 4, T .e. BbIbpaHo NOAKNI0YeHNe SMeKTPOMarHMTHOro 3amka (cM. 3amevyaHmsa 1 m 2).
MonoxeHune Ne5- pexum “Tpurrep”. lNogkniodaemoe ynpasnseMoe YCTPOWUCTBO (Hanpumep,
3aMOK) C NnTaHneM He Bbiwwe 17B 1 notpebnsembim TokoM o 5A. [1ns yCTaHOBKM pexuma crnegyet
BbIKITIOYNTb NMUTAHWE, YCTAHOBUTb NEPEMbIYKY U BKITIOUYNTEL NUTaHue. B 3TOM pexnme KoHTponnep
MOXET HaxoOuTbCA B [OBYX MOMOXEHUAX: "BKIOYMEHO" (Ha 3aMOK NoJaHO HanpsikeHue) U
"BbIKNtOYEHO" (3aMok obecToueH). [Ins nepexoga n3 ogHOro NonoXeHus B apyroe Heobxoammo
NOAHECTN MPOCTOM UNN BNOKMPYIOLLMIA KoY, KOTOPbIN eCTb B 6a3e Knio4ven KoHTponnepa, unm
BOCMNOSb30BaTbCA KHOMKOW. Yrpasrsemoe YCTPOUCTBO (3aMOK) MOAKMIOYAETCHA K KOHTaKTam
"3amok" n "+12B". Npun BbIKIHOYEHUM NUTAHUA COCTOSIHME BbIXO4a KOHTpoOsiepa 3anoMMHaeTCA.
BHumaHue! B aTOM pexmme 3nekTpoMexaHWYeCKUrh 3aMOK [AOSKEH BblaepXuBaTb
AONroBpeMEHHY0 nogadvy HanpskeHusi. HecoBmectum ¢ pexxumom "CBoboaHbIM npoxoa” m
"BriokupoBka".

Ecnu nepemMbluka BooOLle He yCTaHOBMEeHa, TO CYUTaeTCs, YTO OHa “ycTaHOBneHa” B
nonoxeHue 4, 1.e. BbIOpaHO NOAKHOYEHUE INeKTPOMarHUTHOro 3aMKa.

NMonoxeHune Ne6 CFG npu nogaye nutaHWs YCTPOWCTBO 3aryCKaeTCs B pPeXuvMe HaCTPOMKU
napameTpoB CBA3M U Nogknto4aeMoro obopyagosaHust (CM. n.5). 3amMOK B 3TOM pexxume 06eCToYEH.
3ameyaHue 1. Ecnu HacTporka Tvna 3amka nposogunack ¢ nomowbio Web-nHtepderica mnm
ynpasnstowen nporpammel (Hanpumep, GuardLigth), To ycTtaHoBKa nepemMblykn B nonoxeHune 1
nnun 4 He okasblBaeT BIMSHUA Ha BbIOOP TUMa 3aMka 40 BOCCTAHOBIIEHUS 3aBOLACKUX HACTPOEK C
nomotubto Web-nHtepdenca nnm nepembivku (NonoxeHue 2).

3ameyaHne 2. Kak K3BECTHO O3NEeKTPOMAarHUTHbIX 3aMOK OTKpPbIBAETCS TOMbKO rMocne
npekpaLleHnsa Toka B ero KaTyLuke, 1 OT CKOPOCTU NafleHnsa ToKa 3aBUCUT 3aZepKKa OTKpbIBaHUS
asepu. [INa yMeHbLUEeHUs 3TOW 3aBUCMMOCTU B KOHTPOSIep BCTPOEHa CXema rawleHusa Toka,
KOoTOopas npeBpallaeT «JIULWHIOK» 3Hepro B OOMOTKE 3amka B Tensno, YTO CyLWeCTBEHHO
COKpaLlaeT Bpems cpabaTbiBaHUS 3aMKa.

OpnHako BO3MOXHOCTU cxeMbl He 6e3rpaHnyHbl, U Npu Tpaduke 6onee 25 npoxonos 3a 5 MUHYT OHa
MOXET BbINTU U3 CTPOS M3-3a neperpesa. [na 3awmnTbl CXeMbl ralleHns Toka Ong Taknx Todek
npoxoga HeobxoaUMO YCTAHOBUTL LUYHTUMPYIOLWMIA Anog napannenbHo obmoTtke 3amka. lNocne
3TOro Bpems cpabatbiBaHUA (OTKPbIBAHUA) 3NEKTPOMArHUTHOrO 3aMka MOXET Bo3pacTu Ha 1-3
CeKyHAbl N0 CpaBHEHMIO C paboTatoLLen CxeMou ralweHnd Toka. Ecnv Takoe yBenuyeHme BpeMexmn
HenpvemnemMo, TO peKoMeHAyeTcs nocnefoBaTenbHO C AMOAOM YCTaHOBUTbL BapuUCTOp Ha
HanpskeHne 0o 14 BonbT 1 paccensaemon aHepruen ot 0,7 [k (pekomeHayetca VBZA2P) (cM.bl
Puc.6).

—
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CBeToBas n 3ByKoBasi uHaukauusa padéotbl Matrix-Il (moa. E KWi-Fi)

B paboyemM COCTOSAHUM rOpUT KPACHbIN CBETOANO, CUTHANM3NPYS O HANUYUKN NMUTAHUS.

[Mpn nogHeceHnn KapTbl K CYATbIBATENO BO3MOXHbI CrieaytoLimMe BapuaHThbl:

- KapTa ecTb B 6a3e koHTponnepa Matrix-1l (mog. E K Wi-Fi) - muraet 3enéHbin ceetogmop, 3syyar
curHanbl 3ymMMepa, 3aMOK OTKPbIT Ha YCTAHOBMEHHOE BpeMSA OTKpbIBaHUA 3aMka (unuv go
cpabaTtbiBaHUSA faTynKa NONOXEHUS ABEPW);

- KapTbl HeT B 6a3e koHTponnepa Matrix-1l (mog. E K Wi-Fi) - muraeT ceetoaunop, (3enéHoim 1
KpacHbIM), pa3gatoTca iBa KOPOTKUX 3BYKOBbIX CUrHana.

Mpun BkntoyeHHon onuun “Unamkauma Wi-Fi” (cm. n.5.5.) onucaHHasa Bbiwe nHavkauusa Oyaet
npepbiBaTbCs BCMbILWKaMW CUHEro cBeToguoaa, otobpaxatowmMMn COCTOSHUE MOOKITOYEHUS K
cetn Wi-Fi.

7. HACTPOMKA YCTPOUCTBA C NOMOLLbIO MACTEP-KNIOYA

Ona ynpaBneHuss yCTPOWCTBOM (NepeBoda B HYXHbIA PEXUM MporpamMmmMmmpoBaHUS:
CosgaHuel/yganeHust npocTbIX U/Mnn BNOKUPYIOLWNX KapT, BKNOYEHUe pexnma «Accept» n 1.4.)
NCNONb3YTCHA KOPOTKUE (MeHee 1 cek) 1 AnnHHbIE (OKONo 6 cek) nogHeceHus (KacaHus) MacTep-
KapTbl (MacTep-kntoda) NMbo K BCTPOEHHOMY CUMTbIBaTENo, MO0 K BHELUHEMY CYUTbIBATEN!HO,
NnoaKsto4eHHoOMY No npoTokony iButton.

BHumaHue: Ons ynpaeneHusi, UK Kak 4acTO FOBOPAT - «NPOrpaMMMpOBaHUs», YCTPOWCTBA
cuyunTbiBaTenu, NnogknYeHHble no npotokony Wiegand, B cuny ocobeHHOCTeN NpoToKona
He noanepXXUBaKTCA.

Ha paboty B KaxgoMm pexume nporpaMMMpOBaHUS €CTb OrpaHW4yeHue Mo BpeMeHu Mochne
nocrnegHero NOAHeCeHUs KapTbl K cyuTbiBaTento (okosio 16 cek), nocrne KOTOPOro YCTPOWCTBO
BbIXOAMUT M3 peXnma nporpammMmmpoBaHnst, MHPOPMUPYS cepuen n3 4 KOPOTKUX CUTHAMNOB.
Bo3moxHbI criegytowme pexxmmMmbl NPOrpaMmMMpOBaHUS:

- lo6aBneHne NpocTbIX Kno4ven - 1 ANUMHHOE KacaHue.

- lo6aBneHne macTtep-knio4ven - 1 Kopotkoe u 1 onNUHHoe.

- YaaneHue npocTbIX KIno4ven - 2 KOPpoTkux u 1 aAnmHHoe.

- CTupaHue Bcex Krnto4ven (namaTu KoHTpornsnepa) - 3 KopoTkux 1 1 AnuHHoe.

- YcTaHOBKa BpeMeHU OTKpbIBaHUA ABEpU - 4 KOPOTKUX.

- NMepexop B pexum "Accept"” - 5 KOPOTKUX.

- BbiknroyeHue pexunma "Accept” 1 KopoTKoe.

7.1 [Job6aBneHune NpPocCTbIX KIno4ven

lMogHecuTe n yoepxuBamte MacTep-Krod (OnMHHOe KacaHue). B MOMEHT KacaHust KOHTponnep
YCTPOWCTBA (Qanee KOHTPOSep) BblAACT KOPOTKUM CUrHam, NOATBEPXAALWMA OMO3HaHWMe
MacTep-Kno4a, 1 Yyepes 6 cekyH - BTOPOW CUrHar, ykasbiBaloLLMA Ha nepexoq KOHTponrepa B
pexuMm pobaBrneHns npocTbiX Kroden. [locne atoro macTep-kntod cnegyet ybpatb. [Ons
Ao6aBneHns HOBLIX KITOYEN KacanTeCb MU MO OYepeamn CYNTbIBATENS C Nay30n MeXay KacaHUsiMn
MeHee 16 cekyHA. Ha kaxkgoe KacaHue HOBbIM KITHOMOM KOHTPOSNEp BblOAET NOATBEPXKOAKOLMI
KOPOTKUIM curHan. Ecnun HoBbIM KNKOY Nocne NoAHECEHWS yaepKUBaTb B Mosie cuuTbiBaTens bonee
3 cek, To OH ByaeT 3anucaH Kak 6noknpyoLwmin. Ecnn nogHEeCEHHbBIN KNIOY YXXe UMeEeTCs B NaMsTH,
TO KOHTpoOnnep u3gacT ABa KOPOTKUX curHana. Bbixog u3 pexuma npoucxogut nvbo
aBTOMaTmyeckn Yepes 16 cekyHa nocne nocrnegHero kacaHus, Mbo Npu KacaHUn MacTep-Krito4HOM.
O BbIxOAE 13 pexnma KOHTposnep MHPopMUpyeT cepnen ns 4 KOPOTKUX CUrHarNOB.

7.2 lo6aBneHue MacTep-Krno4ven

KpaTkoBpeMeHHO KOCHUTECb MacTep-KM4YoM cuuUTbiBaTens (KOpoTkoe kacaHue). B momeHT
KacaHWs KOHTpOsnep BblAACT KOPOTKUI CUrHar, nogTBepXaatoLLnin ono3HaHne Mactep-knioya, u
He boree YeM Yepes 6 CeKyH KOCHUTECH U yaepXXMBanTe MacTep-KnoY y cHnTbiBaTens (4nMHHoe
KacaHue).

17



B MOMeHT BTOpOro KacaHus KOHTponsep BblAacT ABa KOPOTKUX CUrHarna, ykasblBatoLLMX Ha BTOpoe
KacaHne MacTep-KMi4YoM B pexunme NporpaMMmMpoBaHusA, U Yepe3 6 CekyH - OOWH curHan,
yKa3blBaloLLMIA Ha Nepexoq KOHTponnepa B pexum gobasneHna mactep-kniodven. Nocne atoro
mMacTtep-kniod cnegyet ybpartb. [Ana gobaBneHns HOBbIX MacTep-Knio4ven KacamTecb MMWU Mo
ovyepean cuuTbiBaTens ¢ nay3on mexany kacaHusimm He bGonee 16 cekyHa. Ha kaxgoe kacaHue
HOBbIM KIHOYOM KOHTpOSep BblAaeT MNOATBEPXAAloLWMM KOPOTKUA curHan. Ecnn kniod yxe
nMeeTca B NaMsTM Kak MacTep-knoY, TO curHanos He Byget. Bobixog ns pexuma gobasneHus
MacTep-KnioYern npomcxoanT aBToMatmyeckn Yyepes 16 cekyHa nocrie nocnegHero kacaHumda. O
BbIXOe U3 pexrma KOHTpossiep MHPOPMUpyeT cepuen n3 4 KOpoTKUX CUrHaOoB.

7.3 YpaneHue npocTbIX KIoven

[1Ba pasa KpaTKOBPEMEHHO KOCHUTECb MacTep-KM4YOM CuYuTbIBaTens (KOpOTKMe KacaHus). B
MOMEHT MNEepBOro KacaHWsa KOHTPOMnep BblAacT OAMH KOPOTKUW CurHan, NOATBepXXAaloLwun
Ono3HaHue MmacTep-knoya. B MOMEHT BTOpPOro kacaHusi KOHTPONsiep BblAacT [Ba KOPOTKUX
curHana, ykasblBalwLmMx Ha BTOPOE KacaHne MacTep-Kio4oM B pexxumMe nporpaMMmnpoBaHus, U He
Gonee 4yem yepes 6 CekyH KOCHUTECb U yOepXXMBaNTe MacTep-KIitod y cumTbiBaTens (4nvHHOe
KacaHue). B MOMEHT TpeTbero KacaHusi KOHTpOnsep Bbl4AacT TPU KOPOTKUX CUrHana, n yepes 6
CEeKyH[ - OOMH CuUrHan, ykasblBaloLMi Ha Nepexon B PeXUM CTUpaHus NpocTbix Kroyen. MNocne
3TOro MacTep-krod cneagyet yopatb. [Ana cTupaHus npocTbiX U BrIOKMPYOLLNX KNIOYEn KacanTech
UMM NOOYEPELHO CUMTBIBATENS C Nay301 MexXay KacaHnamu He bonee 16 cekyHA.

Ha kaxgoe kacaHve cTUpaeMbiM KITHYOM KOHTPOMNep BblAacT NOATBEpXOatoLMW KOPOTKUMN
cvrHan. Ecnu kntova HeT B naMaTu, TO ABa KOPOTKUX curHana. Beixoa ns pexvma npovcxogut nmbo
aBTOMaTmyeckn Yepes 16 cekyHa nocne nocrnegHero kacaHus, nbo Npu KacaHUn MacTep-Krio4HOM.
O BbIxOAE 13 pexnma KoOHTpornep MHPOpPMUpPYyeT cepuer KOPpOTKUX CUTHANOB.

7.4 CtupaHue Bcex Knroyen (MamsaTu KOHTponnepa)

Tpn pasa KpaTKOBPEMEHHO KOCHUTECb MacCTep-KI4YOM cuuTbiBaTensa (KOpoTkue kacaHus). B
MOMEHT MNEepBOro KacaHWsa KOHTPOMnep BblAacT OAMH KOPOTKUW CurHan, NOoATBepXXAaloLun
Ono3HaHue macTtep-knioya. B MOMEHT BTOpPOro KacaHus cyuMTbiBaTeSb BblAACT ABa KOPOTKUX
curHana, ykasblBaloLwmx Ha BTOPOE KacaHWe MacTep-KIoyoM B pexmMMe nporpamMmmpoBaHund. B
MOMEHT TPETbLEro KacaHusi KOHTPOMNsep BblAACT TPU KOPOTKMX CUrHanNa, ykasblBaloLWnX Ha TpeTbe
KacaHue macTep-KnoyoMm, n He 6onee yem yepes 6 cekyHa KOCHUTECH M yaepXuBanTe macrtep-
KNtoY y cumTbiBaTena (4NMHHOE KacaHue). B MOMeHT 4eTBepToro KacaHus KOHTponsep BblaacT
YyeTbIpe KOPOTKMUX CUrHana, n yepes 6 CeKyH - Cepuo KOPOTKMX, YKasblBalOLMX Ha CTUpaHue
namaTU KOHTPONSepa U BbIXOA M3 pexuma nporpammumpoBaHus. [locne aTtoro macTtep-Knou
cnepyet ybpartb.

*-B MOMeEHT cTnpaHus Bcen 6a3bl C MOMOLLIbIO MacTep-KItoda He NPOMCXOaANT CTUPaHNS
3anporpaMmMMpOBaHHOIO BPEMEHN OTKPbIBAHMS 3aMKa.

7.5 YcTtaHOBKa BpeMeHU OTKpbIBaHUSA 3aMKa

UeTblpe pasa KpaTKOBPEMEHHO NOAHECUTE MacTep-KIod K cuuTbiBaTento. B MOMEHT Kaxaoro
KacaHusi KOHTPOMSiep BblAacT CUrHanbl, NoATBepXaaltwue Ono3HaHue MacTep-krwya, a ux
KonuyectBo OyOeT COOTBETCTBOBATb KOMMYECTBY KacaHUMW. B MOMEHT 4eTBepToro KacaHusi
KOHTpPOSSep Bbl4acT COOTBETCTBEHHO YETbIPE CUrHana u nepenaeT B peXxnm nporpaMmmMmmpoBaHuns
BPEMEHN OTKpbIBaHMSA. B TeuyeHun 6 cekyHO OT nocrnegHero kacaHusi HeobxoouMo HaxaTtb U
yAepXXnBaTb KHOMKY ABEPU Ha BpeMsi, Heobxoammoe Ang oTKpbiBaHMs. [Tocne OTnyckaHMs KHOMKK
KOHTPOSNEp BbI4ACT CUrHAS 1 3anuLET BpeMsl B NamMsaTb. [ TOMHOM HAacTPOMKM peKOMEHOYyeTCs
nonb3oBaTtbca WEB-uHTepdencom.
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7.6 BkniouveHue/BbiknoveHue pexuma «Accept»

Pexum "Accept" npumeHsieTcs onga 3anMcu BCex NOAHOCUMMBIX KIoYen B NaMATb yCTpoucTtea. B
AaHHOM peXnmMe OT KITo4a, NOAHOCUMOrO K CHUTBIBATESIO, MPOMCXOANT pa3brnoknpoBka npoxoaa, u
OQHOBPEMEHHO OH 3anuncbiBaeTCs B MaMATb KOHTPOMepa, ecnu ero Tam HeT. Pexxnm ucnonb3yeTcs
AN BOCCTaHOBIEHUs 0asbl AaHHbIX KOHTponnepa 6e3 cbopa knwoyen nonb3oBatenen. Onsa
BKIMIOYEHNA pexnma Heobxoamm mactep-kntod. [aTb pa3 KpaTKOBPEMEHHO NOAHECUTE MacTep-
KN4 K cyuTbiBatento. B MOMEHT KaXaoro KacaHusi cuMTbiBaTeSNb BblAAe€T CurHanbl,
noagTBepXKaarolime Ono3HaHWe MacTep-Knwya, a WX KonmmyectBo OyaeT COOTBETCTBOBATb
KonuyecTtBy KacaHun. B MOMEHT nATOro kacaHusi cyuTbiBaTeNb BblAACT COOTBETCTBEHHO NATb
CUrHanoB 1 Yepes HECKOSMbKO CEKYH[ - eLé OAUH ASIMHHbLIN CUrHan, noaTeepxgarLwmm nepexon B
pexum «Accepty.

[ns BbIKNOYeHUs pexxnuma «Accept» NogHecUTe MacTep-KIod, CUrHan o BbIXOAE - CEPUSA KOPOTKUX
CUrHanoBs.

*- [pu nponagaHnn HanpsKeHUst MUTaHUS yCTaHOBIEHHbIM paHee pexnm "Accept” coxpaHsaeTcs
nocre ero BOCCTaHOBMNEHUS.

7.7 Pexxumbl npoxoaa

KoHTponnep nogaoepxmnBaeT cnegyoLline pexumMbl npoxoaa:

- LUTATHbIN PEXMUM pa3peLLEH MPOX0A MO NPOCTbIM U BITOKMPYIOLLMM KIToYaM;

- peXnMm «BriokMpoBKa» - pa3peLUéH Npoxoa TONbKO Mo BrTIOKMPYIOLLNM KioYaM;

- peXUM «CBOBOAHbLIN NPOX0oa» - 3aNOpPHOE YCTPOMNCTBO pa3brioknpoBaHo.

Pexnmbl «bnoknpoBka» 1 «CBOGOAHbLIN NPOXo4» YCTaHaBMMBAKTCS C MOMOLLLI BNoKupytoLLero
kntoya (gobasrneHne Gnokunpyowux knoyen - n.7.1) nytem ygepxaHus Kntoya Ha cyuTbiBaTene
(BnNuHHOEe kacaHune) 6onee 3 cek. [Npun OTKPLITON ABEPU BKIOYAETCH PEXMM «CBOOOAHbLIV MPOX0A»,
npw 3aKkpbiTon «6nokMpoBkay». Ecnn yxe BKNIOYEH KaKOM-NMBO0 M3 yKa3aHHbIX PEXUMOB, TO NMpu
yaepxaHum Gnokupylowero Krnwova wunu nogHeceHuM MacTep-kroda Npou3onaET nepexon B
LUTATHbIN PEXMM Npu N0OOM NONOXEHUN ABEPW.

BaxHo! PasbnoknpoBka npoxoga npu Mofnb30BaHMM ONOKMPYIOLWMM KIHOYOM MPOUCXOAUT B
MOMEHT yOunpaHus Knroda ot cYMThIBaTENS.

B pexume «BGnoknpoBka» npu UCNONb30BaHWA NPOCTOrO Kntova pas3briokMpoBKM Mpoxoda He
NPONCXOOUT, a BblAAETCSA CepUsi KOPOTKUX CUTHASTOB.

B pexunme «cBO6OAHBIM NPOXOA» MPOMCXOAUT PErucTpaums BCeX NOOAHOCUMBIX KITOYen Ans
AanbHenwen o6paboTkm ynpasnsitoLLen nporpammMmon.

*- Tpu nponagaHun HanpskeHUst NUTaHUSA YCTaHOBMEHHbIM paHee pexum "bBrnokuposka"
COXpaHSAETCA U NOCe BKAYEHWS HAMPSKEHWS.

8. CBA3b MEXAY CETEBbIMU N ABTOHOMHbIM PEXXUMAMU PABOTbI

3ameuyaHme 1. lNpu nponagaHun NUTaHMA KOHTPONSEp BO3BPALLAETCA B pexum paboTbl,
npefwecTBYWNN BbIKITIOYEHNIO NUTaHUA. WCKNYeHMeM SBIISIOTCA pPeXumbl
AobasneHus/yaoaneHus Knoyen: B 3TOM criydae KOHTPOsep BEPHETCH B LUTATHbLIN PEXUM.
3ameyvaHue 2. Npun nepexofe ¢ aBTOHOMHOIO pexuma Ha CETEBOW ynpasnstoLllasa nporpamma,
3arpyasi cBoto 6asy Knwoven B KOHTpOMsep, Kak npaBuno, ygander umetowytocs. loatomy
pPEKOMEHOYEeTCs COXpaHATb Tekywyt 6asy Knwyen [0 NOOKMNIYEeHMSA KOHTponmnepa K
ynpaensoowen nporpamme ansa obecnevyeHns BO3MOXHOCTW BOCCTAHOBMEHMS MMM 3KcnopTa
TekyLen 6a3bl B ynpaBnsioLLyo Nporpammy.

3ameuanue 3. Ecnu npu pabote B ceTeBOM pexxume unu pexxume WEB koHTponnepy npegbsasuTb
MacTep-KrtoY, TO, CKOpee BCEro, HAYEro He MPON30NAET, Tak Kak CETEBbIE MPOrpamMMbl yaansitoT Bce
MacTep-Krio4vm 1 He NO3BONSAIOT UX 3anucbiBaTb. BBOA HOBOIO KIito4a B CETEBOW CUCTEME AOSMKEH
OCYLLECTBIATLCS C MOMOLLbIO yNpaBnsaoLWwen NporpaMmmbl.

3ameyaHue 4. Ecnu nocne HacTporkM B aBTOHOMHOM pexume npeanonaraetca AoCTyn K
KOHTponnepy m3 nporpamm (Hanpumep, GuardCommander), To Mogynb CBA3W KOHTponsiepa ¢
nomotbto WEB-uHTepderica Hy>kHO HAaCTPOUTb Ha paboTy B CETEBOM PEXMME.
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9. ObHOBJEHUE UMK BOCCTAHOBJIEHUE MNMPOLUMUBKU YEPE3 USB

Mpn HEeBO3MOXHOCTM OOHOBMNEHUs npowwunBkn 4epe3 WEB-uHTepdenc y KoHTponnepa
npegycMoTpeHa BO3MOXHOCTb MOAKMIOYEHUS K KOMNboTepy vepes nHtepdgenc USB. [ns atoro
Heobxo4nMO NOAKMYUTL YCTPOUCTBO K MEPCOHAaNbHOMY KOMMbIOTEPY € NoMoLbto kabens USB. B
3TOM pexume YCTPOUCTBO nNuTaeTcs oT wWwuHbl USB 1 OONonHUTENbHOE BHELLHee nuTaHue
noakntoyaTb HeobA3aTensbHO.

[Mocne noakntoyeHUs B cCUCTEME MOSBUTCA HOBLIM nocrefoBaTteribHbii MopT. Bo3amoxHo,
notpebyeTcsa ycTaHOBUTL ApanBepa, KOTOPbIe MOXHO CKadaTb C canTa www.ironlogic.ru. Takke Ha
caunTe MOXHO cKkavaTb yTUNUTY Ang obHoBneHna BcTpoeHHoro 0 KoHTponnepa.

10. KOMIMJIEKT MOCTABKU

- yctponcteo Matrix-1l (mog. E KWi-Fi)................. -1TwT
- KOMMEKT ANA KPEMMEHUS ... -1wr
- PYKOBOACTBO MO 3KCMNYATALMW ... -1wr

11. YCNOBUA SKCMNIYATALIUA

TemnepaTypa oKpyXatoLen CPeabl: ........cccee....... oT-40°C go +50°C.

OTHOCHTENbHAsA BNAXXHOCTb BO3AYXA: ......ccceevnn.... He 6onee 98% npun 25°C.

Mpn un3MeHeHWn YCroBUIM 3JKCNIyaTauum TEXHUYECKME XapakKTepPUCTUKN WU3Lenua  MoryT
OTNMYaTLCA OT HOMUHAITbHbIX 3HAYEHU.

KoHTponnep npegHasHayeH Ans aKkcniyaTaumm B yCNoBUAX OTCYTCTBUA: aTMOCHEPHbIX 0CaaKOB,
NPAMbIX CONHEYHBIX JTy4ein, necka, Mblnn 1 KoHAeHcauuy Bnaru.

12. NPABUNNA TPAHCNOPTUPOBAHUA U XPAHEHUA

N3genve B ynakoBaHHOM BMAE MOXET TPAHCMOPTUPOBATLCA B KPbITbIX TPAHCMOPTHBIX CpeacTBax
noboro Buga npu Temneparype ot -50°C go +50°C, ¢ 3awmTon ero oT HenocpeacTBEHHOro
BO3AENCTBUS aTMOCHEPHbLIX OCaAKOB, COMTHEYHOIO U3MYyYEHUSA N MEXaHUYECKUX MNOBPEXAEHUI, NO
npasunamMm NepeBO3KK rPy30B, LENCTBYHOLMX HA COOTBETCTBYOLWEM Buae TpaHcnopta no NOCT
23088-80.

N3nenve gomkHo xpaHntecs B yerosuax rpynnel J1 no FOCT 15150-69 (temnepatypa ot +5°C go
+40°C, oTHOCcUTEenbHas BriaxHocTb 40 80%). Cpok xpaHeHus 5 ner.

13. PEAJTIU3ALUNA NYTUITU3SALIUA

Peanusauusa. Peanusauna vsgenusa npovusBoguTca yepes TOproByto ceTb. [Mpu 3TOM Hanuyue
NULUEH3UM WU cneumnanbHblX paspelleHnin y npogasua Ha TOProsnto [aHHbIM TOBapoM He
TpebyeTca.

Ytunusauusa. OTcny>xusLune CBOW CPpOK U3genuvs cnegyet

cAaBaTb Ha 9KONOrMYECKN YACTYIO peKynepaLmo OTXOO0B.

He BbIGpacbiBanTe anekTPOHHbIE n3genna B 6bIToBon Mycop!

14. TAPAHTUMHbIE OBA3ATENILCTBA

apaHTUIHbINA CPOK AKCNyaTauum 12 Mecsaues Co AHS NPOLAXM.

OcHoBaHua onga npekpaweHns rapaHTUHbIX 00513aTenbCTB:

- HapyLeHune HacToswero PykoBoacTBea;

- HANM4YmMe MexaHN4YeCcKNX NOBPEXOEHNN;

- HanNM4Me crnegoB BO3OENCTBUSA Briarn N arpeCCUBHbIX BELLECTB;

- Hanuune CcrneaoB HEKBaNUMUMPOBAHHOIMO BMeLUATENbCTBA B OMEKTPUYECKYD CXEeMY
ycTponcTtBa. B TeyeHue rapaHTUHOro cpoka WsrotoBuTenb ©OecnnaTtHO YycCTpaHsaeT
HencnpaBHOCTU YCTPOWNCTBA, BO3HUKLLME MO ero BUHE, UMW 3aMEHSIET HeUCnpaBHOE n3aenue.

Cpok cnyx6bl nsgenunsa 6 ner.
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