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KoHTponnep
Z-5R (mopn. Wi-Fi)

1. OBLUWME CBEOEHUSA

KoHTponnep Z-5R (mog. Wi-Fi) npegHasHadeH Ona 1CNOnb30BaHUS B CUCTEMaX KOHTPONSA u
ynpasnenna goctynom (CKY[), n obecneunBaeT ynpasneHne O4HOM TOYKOW JOCTyna (TOYKOW
npoxona).

YnpaeneHue paboTon koHTponnepa (U3MeHeHne pexnmoB paboTbl 1 Basbl KIYern) BO3MOXHO
B @aBTOHOMHOM peXnme C NMOMOLLbI0 MacTep-Knoven unm Yyepes BCTPOEHHbIN web-uHTepdenc, a
TaKke C NOMOLLbIO BHELUHEWN yNpaBrnsiowen nporpaMmmbl B Tak Ha3blBAEMOM CETEBOM peXUME.
[ononHNTenbLHO, B CETEBOM peXMMe, BO3MOXHO MOMydYeHne ynpasnsaoLwen nporpaMmon nora
cobbITWIA KOHTPONNepa.

B 06oux pexxmumax pelueHme o paspeLleHmm 4oCTyna KOHTponnep NpMHMMaeT CaMOCTOATENbHO
Ha OCHOBE BHYTPEHHeN 6a3sbl KNtoYen 1 TEKYLLLEro pexnma paboTbl, BHE 3aBUCUMOCTM OT HanNn4yms
CBSA3K C yrpasnstoLlen nporpaMmmont. [1na paboTbl B CETEBOM peXnme Unm co BCTPOEHHbIM web-
NHTEpPdENCcoM KOHTponnep AomKeH ObiTb nogkntodeH Kk WillFi ceTw.

B pexnme KOHMUrypMpoBaHNSA KOHTPOMSIEP caM CTaHOBUTCA TOYKOW AoCTyna, obecneyvvBas
BO3MOXHOCTb CBSA3M C HWUM, Ond noAknoyeHna ero K umerowenca cetm Wi-Fi m HacTponku
ocCTarnbHbIX NapameTpoB.

[ocTyn yepes ToUKy Npoxoaa OCYLLECTBNAETCHA Ha OCHOBE NPOBEPKN CTaTyca NpeabaBAseMblX
noeHTndmrkatopos (proximity-kapT, kntoven Touch Memory unm pin-kogoB), KoTopble aanee éyaem
Ha3bIBaTb KMNto4YaMu.

Mo pyHKUMOHANBHOMY Ha3HaYeHUIO KOHTPOSNep pasnuyaeT Kio4vu, npeaHasHavyeHHble ans
npoxopaa, v KIouu, npegHasHavyeHHble ANns nporpaMMupoBaHUs KOHTponsepa.

Kntoun ans npoxoaa MoryT 6bITb IPOCTLIMU 11 6-IOKUPYHOLWMMU. BNoKMpyoLLme Koyn nMeroT
Bonee BLICOKMI CTaTyC.

B wTaTHOM pexXume KOHTpOnnep «paspeLlaeT» Npoxo4 U no NpoCTbiM, U N0 GNOKMPYOLWLMM
Krntoyam.

B pexnme «BnoknpoBka» Npoxof no 61oKMpyoLLMM KNoYam paspeLuén, HO 3aKpbIT MPoXog, No
NPOCTbIM KntoyaMm (Hanpumep, Npy Bblgave paboTHMKaM NPOCTLIX KITKOYEN, a COTPYAHMKaM OXpaHbl
— BnoknpyoLwmx Knoyen, B paboyee Bpems B LUTATHOM PEXMME MOXHO 06ecnednTb NPOXo4 BCEM
KaTteropnsm pabOoTHUKOB, @ B HOYHOE BPeEMS B pexume OnoknMpoBKM Mpoxofd byaer paspeLuéH
TOMbKO COTPYAHMKaM OXpaHbl).

Knioun pna nporpamMMmpoBaHWsA KOHTposnsiepa HasblBalTCcAa MacTep-knodamu. OHu
npegHasHavyeHbl TONbKO ANl MporpaMMMpoBaHUA KOHTponrepa 6e3 KomnbroTepa M He
npeaHasHavyeHbl Ana npoxopa. Macrtep-knoun no3sonstoT: AobaenaTb/yaanaTe NpPOCTbIE,
BGnokupyoLwme n mactep-knoyu, 3agaBatb BpEMS Nogayn OTKPbIBAKOLLErO CMrHana Ha 3anopHoe
YCTPOMCTBO (pa3peLleHuns 4OCTyna), BKNIoYaTb/0TKIIo4aTh pexxum npoxona «Accept».

B pexxume «Accept» ntodown knoy BOCNPUHUMAETCS Kak pa3peLlEHHbIN 1 3aHOCUTCS B NaMSATb
KOHTpOrfepa Kak MpocTomn KoY And npoxoga. Pexxum ncnonbayerca ansa opmmposaHns 6asbl
kntoden npu yctaHoBke CKY[l Ha obbekTe B crny4vae, Korga Knouu Ans npoxoda yXe BblaaHbl.
Toraga, HaxoOsACb B TEYEHNE HEKOTOPOro BpeEMeHU B pexnme «Accepty», KOHTponnep «cobupaeT»
NHopMaLnio 0 NpeabABMEHHbIX KtoYax, a Nocne BKAYEHNS LWTATHOrO pexxmma npoxog éyaet
OCYLLECTBIATLCS TOSbKO MO KrtovaMm, 3anncaHHbIM B ero namsiThb.

[na nony4YeHnsa KogoB KoYer KOHTPOsiep NoaaepXXmBaeT NoaKnoYeHne 2-x cumTbiBaTenemn
(ansa Bxoga v ons Bbixoga) no npotokonam Wiegand (26, 34, 42, 50) unu iButton (Dallas Touch
Memory). [locrne npoBepku npasB [AOCTyna KOHTPONMep BblOAeT CUrHan ynpasrneHus
(BKNOYEeHNE/BbIKNIOYEHNE CUMNOBOr0 TpaH3MCTOpa) Ha 3anopHoe YCTPOWCTBO
(3NeKTpoOMexXaHNYeCKUN 3aMOK, 3NEKTPOMAarHUTHbIM 3aMOK WU 3allénka, TypHukeT). Tun
3anoOpHOro YCTPOMCTBA M MPOTOKON MOAKMIOYEHUA CuYMTbIBATENEN BbIOMPAKOTCA B pexume
KOH(pUrypupoBaHUs KOHTposnrepa. ]
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KoHTponnep no3sonseTt coxpaHsaTb B namaTn 2048 cobbiTuin B Lmknmyeckom bydepe (nonyyeHue
Koaa, cpabatbiBaHue JaTymnka ABepw, Bblaadva ynpaBnsoLero curHananT.a.).
[ns nosblweHns QyHKUMOHaNbHOCTM paboTbl KOHTpoONep obecneyYnBaert:
* BO3MOXHOCTb MOAKIIOYEHNS AaTtymka aBepu - ana dukcaumm cobbitna "npoxoq coctosancsa” m
COKpaLLleHNa BpEMEHM 3BY4aHNA 3BYKOBOW CUrHanNu3aumm, UHOopMmpyroLen o pa3bnokmpoBke
ABepu (CoKpaLLeHNsa BpeMeHn Nogadn Ha 3anopHoe yCTPOMCTBO "oTKpbiBatoLLero curHana');
* BO3MOXHOCTb MOAKMOYEHNSA "KHOMKM Bbixoda" Onsi OTKpbiBaHWUS ABepwn 6e3 npoBepku npas
AocTyna;
* BO3MOXHOCTb MOMyYeHUS KOHTPOISIepoOM CUrHana OT BHELLUHEro UCTOYHMKA AS19 aBapUMHON
pa3bnokMpoBKN Npoxoaa.
[MporpammHoOe KoHUrypupoBaHue KOHTposnsiepa ocywectengerca depe3d MO  Guard
Light (TypHuKeT, W03, oxpaHa W gpyrue pexumbl). Cxema nNOAKMIOYEHUS HaxoauTcs B
nporpaMmmHoun KoHdurypauum koHTponnepa B 10O Guard Light.

2. TEXHUWYECKUE XAPAKTEPUCTUKU

KoHTponnep
NamaTb knto4yen, WrT. 2024
[MamaTb coObITUN, LUT. 2048
KonndectBo noaknoyaembix cuuTbiBaTenen | 2
(KOHTaKTOpPOB), HE bonee:
[MpoTOoKONbI NOAKNIOYEHUS:
cunTbiBaTENEN iButton, Wiegand
KOHTaKTOPOB iButton
YnpaBneHve uHAuKaunen cHUTbIBaTenen: ja
Bbixoa Ansg nogkntoYeHns 3aMKa: MOl T-Tpan3ncTop
ToK cnnoBoro Bbixoga, A: 5
Mepemblyka onga Bbibopa TMNa 3aMKa: 3NEKTPOMArHUTHbIN,
3NEKTPOME XaHUYECKUN
YcTaHoBKa OSIMTENBbHOCTU OTKpbIBaHMS 3aMka, | oT 0,1 go 6500 (3aBo-
cekK: JcKoe 3HaveHue - 3)
Moaynb cBsa3n no Wi-Fi
CtaHgaprhl: IEEE 802.11 b/g
JJnanasoH 4acTor: 2,4-24835 Ty,
CkopocTb nepegaun 119: oo 54 Méut/c
11b: po 11 M6ut/c
MowiHocTb 6ecnpoBOAHOIoO curHana: <20dBm (<100mW)
Pexxnmbl paborthbl: Toyka Jocryna, KIMeHT
3awwmTta 6ecnpoBogHOM CeTu: WPAMWPA2, WPA-
PSKWPA2-PSK
Uutepcenc USB
Pasbém: USB Twun micro A
Bepcus: USB 2.0
|_Pexxm: _ Device, Full/Low Speed
Ipyrve napameTpbl
CseTtoBas 1 3ByKOBasi MHOVKALIMS PEXMMOB €cTb
paboThl:
HanpspkeHne nutaHmus NOCTOSIHHOIO ToKa, B: 12 (gonyckaeTtca 9-24)
MakcumanbHbIi noTpebnsaembin Tok npu 12 B, | 100
MA:
3almTa OT HENnpPaBUIBHOMO BKITHOYEHUS: €eCTb
[abapuTbl, MM: 64x64x19
Macca, r, He bonee: 150
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3. NOAKNOYEHUE BHELLIHUX YCTPOUCTB
FabapuTHbIe pasmepbl U pacnonoXeHre KNeMm Ha nnaTte YCTPOWCTBa NpeACcTaBreHbl Ha

PUCYHKE!
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Puc.1 NabapuTHble pasmepbl U pacnonoXXeHne KIeMMm.

HA3HAYEHWE KJIEMM MNMPUBEOEHO B TABJIMLE

ZUMM | NopgkrnioveHne BHelHero symmepa. CrneayeT Ucnonb3oBaTb 3yMMEP CO BCTPOEHHbLIM
reHepaTopoM Ha HanpsbkeHne 12 BonbT M noTpebnsiembiMm TokoMm He 6onee 200 MA
MonoxuTenbHbI KOHTaKT NogknoyaeTcs K knemme + 12V, a oTpuuaTtenbHbii K 3TON
Knemme.

™ BHeLwWHMI cunTbiBaTeNb MM KoHTakTop, B pexxume Wiegand: curHan DATAO.

GND CurHanbHas 3emns. Ons noaknio4veHust obpmx npoBOAOB BHELLHErO CUYMTbIBATENS,
KOHTaKTOpa, AaT4YMKa NOIOXeHUs1 ABEPU N KHOMKN OTKPbIBAHUS ABEPW.

EXIT KHonka oTkpbiBaHMA ABepu. [NMapannenbHO MOXHO MOAKMYUTL BHYTPEHHUIW CUUTLI-
BaTenb UM KoHTakTop. B pexume Wiegand: curHan DATA1.

LED YnpasneHue 3enéHbiM CBETOAMOAO0OM BHELLHEID CHUT bIBATENS.

LOCK | Knemma Anst noaknoyYeHunsi ot puuaTeibHoro nposoga 0bMOTKM 3aMKa.

+12V +12 BOSbT.

[MogkntoyeHne nitoca 6roka NUTaHNs 1 NOSIOXUTENbHOrO NpoBoAa 0O6MOTKM 3aMKa.
GND CunoBag 3emng. [NogkntoyeHne MmHyca 6510ka NMTaHUA.
DOOR | Mogkrntoyenne gatumka nonoxeHunsa asepu. PekomeHayeTtcsa Butas napa. Cpabatbl-

BaHWe [atuuka Mnpy OTKPbIBAHUW ABEPU MO3BONSET AOCPOYMHO BbIKMHOYUTL 3BYK Ha
KOHTpPOMNepe, a Takke COKOHOMWUTb SHEPruto, BbIKMIOYMB 3NEKTPOMEXaHUYEeCKUn 3a-
MOK Cpa3y Mocrie OTKpbIBaHVSA OBEPU UM BKIHOYMB SNEKTPOMATHUTHBIA 3aMOK, TOMNbKO
KOor[a ABepb YXKe 3aKpbliach.
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Pwuc.4 MopkntoyeHne

BHELUHWX cYnTbIBaTEmNEen no npotokony iButton.
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Puc.5 MNogknioyeHne BHeLHUX cunTbiBaTenen no nportokony Wiegand.

Z-5R (mog. Wi-Fi)
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Puc.6 MNoakntoyeHne KOHTaKTopOB.

4. CMOCOBbI CETEBOIO NMOAKNKOYEHUA YCTPOUCTBA Z-5R (moa. Wi-Fi)

Mpn Mcnonb3oBaHMM YCTPOWCTBA B CETEBOM peXnme HeobXoaumMO HaCTpOUTb MNapameTpbl
cetesoro nogkntodeHna k Wi-Fi. IMpn aTom cnegyet yunTbiBaTh, YTO (PYHKLUMOHAMNBHO YCTPOMUCTBO
Z-5R (mog. Wi-Fi) coctont 13 gsyx y3anos: cobcTBeHHO KoHTponnepa CKY[ n moayns cBsAsu ¢
nokanbHOW KOMMNbTEPHOM ceTbio No npoTtokony Wi-Fi.

Mogynb cBA3n obecneymBaeT NOLKMAOYEHME YCTPOWCTBA K NOKaNbHOW CETU, UMEKOLLENCA Ha
obbekTe, no uHTepgency Wi-Fin yctaHoBneHue CBsiam C KOMMNbOTEPOM, HA KOTOPOM YCTaHOBIEHA
ynpasngaowasa nporpamma CKY[l, peanuaytowias dyHKLMM KOHTPONA AocTyna (3arpyska crnvcka
KapT, HacTpoWnka npaB JOCTyna, C4MTbiBaHMe cobbiTu n3 bycpepan .n.).

Mo cnocoby ycTaHOBMNEHMS CBA3M C yNPaBnsoLen MporpaMmmon BO3MOXHbI TPU peXmMMa:

- pexum cesasn WEB. B atom pexume mogynb CBA3M coeauHsieTcs ¢ ynpasnsiowum WEB-
CepBepoM B CETU MHTEPHET, W yrnpasBneHue YCTPOUCTBOM ocyulectBndetca depes WEBcaut
(Hanpumep, «obnadnaa» CKY[ - www.guardsaas.ru);
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WEB - cepBep

- pexum cBasn CepBep. B aTom pexnme moaynb CBS3M OXMAAET COEANHEHUSI MO NPOTOKONY
TCP/IP oT komnbioTepa, Ha KOTOPOM YCTaHOBMEHa ynpasngwowasa nporpamma (Hanpumep,
GuardLight, GuardCommander, ABaHrapg);

Ethernet

- pexum cBasn KnuneHT. B 3TOM pexnme Moaynb CBA3U NbITaeTCA caM YCTaHOBUTL COeMHEHUNE No
npotokony TCP/IP ¢ ynpasnsatowen nporpaMmmon. [na HacCTPOMKM 3TOro pexmma Heobxoanmmo
ykasatb |IP-agpec n TCP-nopT Ha yganéHHoM KoMmnbroTepe (Hanpumep, nporpammbl GuardLight,
ABaHrapg );

Wi-Fi
Wi-Fi 3)) /ff@

o O | i E
prmmmm—- >
§ N
Wi-Fi 3\ '
Wi-Fi 3))
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5. WEB-MUHTEP®ENC

Web-nHtepcenc wucnonbdyetrca OnNA HaACTPOMKU MNapamMeTpoB CBA3M U NOOKNHOYAEeMOoro
obopygoBaHus. [na BbINONMHEHUA MNEPBON HACTpomkn TpebyeTcss yCTPOWCTBO, CnocobHoe
nogkntoyatecs kK cetn no Wi-Fi (nnaHwert, HOyTOyK Mnn cmaptdoH), U nMmetolee BCTPOEHHbIN
nHTepHeT-6payaep (Internet Explorer, Firefox, Opera, Chroment.4.).

Ona poctyna k WEB-uHTEepency HacTpoek ycTponcTBa HY>KHO BbINOMNHUTL CrieaytoLne
JEencTBus:

1. YctaHoBUTb nepeMblyky B nonoxeHve CFG (cMm. n.6 «BknioveHue ycTponcTea 1 Havano
paboTbi»);

2. [NopaTtb nuTaHue;

3. YctaHoBUTb CBA3b € ycTponcteom no Wi-Fi:

- Doxpatbcsa noasneHuns Wi-Fi-cetn ¢ umeHem Z-5R WiFi XXXXXX;

- MoakntounTbea K aTon cetu (Nnaponb Anga nogkniodeHna AUTH_KEY);

3aBoackoe 3HavyeHune AUTH_KEY 13 BoCcbMK CMMBOOB NPUBEOAEHO Ha HAKMewnke,
pacrnonoXeHHon Ha obpaTHOM CTOPOHE Kopryca YCTPOMUCTBA UK B KOHLE HACTOSILLLEro
pykoBogcTBa (cobniogatb permctp Oyks!).

4. OTkpbITb Bpaysepom cTpaHuuy no agpecy http://192.168.10.1 (norunH: z5rwifi, naponb
AUTH_KEY);

5. Npoxoas no cTpaHuuam MeHI0, BbIMOMHUTL HACTPOWKY NapamMeTpoB, He 3abbiBas Ha KaXkaown
CTpaHuLe HaxxuMaTb KHOonky CoxpaHuTb.

Mocne 3aBeplleHns KoHUrypupoBaHusa criegyet ybpaTtb nepembluky u3 nonoxexHums CFG,
nepesarpy3umTb KOHTponnep U goxagarbcsa nogkntodeHus Z-5R (mog. Wi-Fi) kK nokanbHom ceTw.
Tenepb WEB-uHTepdenc 6yget goctyneH no IP-agpecy, KoTopbiin Obii1 Ha3Ha4YeH yCTPOMCTBY Npu
KOHburypmpoBaHum (byaet onucaHo Huxe B n.5.3) nnu nony4deH ot poytepa (DHCP-cepsepa) npu
perncTpauuu B noKarbHOMW CETMU.

5.1 BbiGop si3bika
Mpn nepsom BkntodeHnn B WEB-mHTEpdenice yCTaHOBNEH aHIMUACKNA A3bIK. [ns Bbibopa
PYCCKOro A3blka LWENKHUTE No Hagnucu Pycckuin B npaBoM BEPXHEM YIiy uHTepdenca:

irﬂn@Lagic@ Z-5R Wi-Fi Pycckmn @

SN:46-000001 English

5.2 Bknapgka crtatyc
Ha Bknagke Ctatyc oTtobpaxkaeTcs Tekyllee COCTOsiHUE YCTPOMNCTBA:

Pexam: WEB
NOAKAKMEHIE
NpogonsurensHocTs pabore: 0 days 00:01:01
Bepcwa MO KoWTponnepa: 2.22
Bepcun N0 moayna cenzw: 1.09

Nepaveiia CFG: On
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3pech:

Pexum: pexum pabotbl yctponctea (WEB, Cepsep, KnveHT, ABTOHOMHbIN).

MopkntoyeHune: B pexumax KnneHt n Cepsep otobpaxaet IP-agpec komnbtoTepa, ¢ KOTOpbIM
YCTaHOBIIEHO COeIHEHME.

MpoaomkuTenbHOCTbL PaboTbl: NPOAOIMKUTENBHOCTL PaboThl YCTPOMCTBA C MOMEHTA Nogayu
NUTaHUS.

Bepcus MO koHTponnepa: OTobpaxaeT TeKyLLy BEpPCUIO NPOLUMBKN KOHTpOMepa.

Bepcus MO moaynsa ceasn: OTtobpaxaeT TekyLlyo BEpCUO NPOLLMBKMA MOOYIS CBSA3N.
Mepembiuka CFG: oTtobpaxaeT Hannume nepemblivkn (okamnepa): On ycrtaHoBneHa, Off
CHATa.

5.3 Bknagka Hactpounkn CoegmnHeHus

Ha Bknagke Hactponku CoeguHeHus ycTaHaBnMBalOTCA CNocob M napameTpbl NOAKIIHYEHUs
MOAYNSA CBA3WM K NOKanbHOW ceTW. HacTpownka napameTpoB aHanormyHa HacTpouke UHTEepHeT-
poyTepa.

HacTpoRkn CoeMHEHnA
Wi-Fi
Cemn(SSID): |mySSD

Napons: |WiFiPassword

v cerei [l Tecr e |

Hcnonsaopare DHCP: B
PrkCWpoBaHHpia TP 192.168.1,128
Macka MoAceTH:  255.255.255.0
Wmoz: 92.163.1.1

Cepsep DNS: 6.8.8.8

CeTb (SSID): HazBaHue Wi-Fi-ceTu, k koTopor ByaeT nogknoyaTbCst YCTPOUCTBO.

Maponb: knto4 WndpoBaHus (Naponb), UCNoNb3yeMbIn B ykasdaHHoM Bbiwe Wi-Fi-cetn.

NMouck ceten: akTMBM3aLUMs MoOucCKa LOCTYMHbIX B AaHHbIn MomeHT Wi-Fi-ceten. [locne
3aBeplweHns noucka poctynHblx Wi-Fi-ceTeh noOABUTCA CNUCOK HaWAEHHbIX CceTen C
oTOoBpaXeHneM ypoBHS curHana:

HacTpoiKW CoefMHeHwn

Bocrynusie Wi-Fi carn
NET.111 ~90 d8m
ironlogic  -76 dBm
default  -88 dém

[nsa Beibopa cetn Heo6XoaMMO BbIAENUTL HYXKHYIO CETb U HaxaTb KHoMKy OK. Npn aTom Ha3BaHwue
Wi-Fi-ceTn aBTomatuyeckn otobpasatcs B HacTpomkax. Ecnn ceTb He BeAET BeLLaHUs CBOEro
UMEHN, TO UMs ceTu cnegyet BBecTu BpydyHyto B none Cetb (SSID). MNpu mcnonb3oBaHum
LndpoBaHNA HE0BX0AMMO BBECTU KNHOY LUINAPOBAHMUA.
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TecT ceTu: npoBepKa BO3MOXHOCTW NOAKMOYEHUS C TEKYLLUMK 3HadYeHuamu SSID n napongd. Tem
He MeHee, Npu NPaBUbHOM Naposie poyTep MOXET OTKa3aTb B NOAKITHOYEHUN, MOCKONbKY MOXET
ObITb HacTpoeH Ha npoBepky MAC-agpeca ycTponcTea.

Ucnonb3oBatb DHCP: npeanucebiBaet obpawatsbca kK DHCP-cepBepy ans aBTomMatmMyeckoro
nony4vexus IP-agpeca n octanbHbIX CETEBLIX MAapaMeTpoB, HEOOXOAMMBbIX s paboTbl B 4aHHON
NoKanbHOW CeTW.

B cny4yae otcytctBua DHCP-cepBepa He06X0ANMO KOPPEKTHO HAaCTPOUTb CrieaytoLine ceTeBble
napameTpsbl:

PukcupoBaHHbIn IP: yHuKkanbHbIN IP-agpec, obecneymBarowmi agpecaumio yCTponcTea B
nokanbHOWN ceTun.

Macka lNoaceTu: macka nogcetu, ucnosib3yemas B JaHHOW NOKanbHOW CETU.

LWnto3: IP-agpec wnto3a ansa cea3u ¢ gpyrumm ceTMn (B TOM YUCIIE U C UHTEPHETOM).

CepBep DNS: IP-agpec cepsepa DNS.

[na koppekTHoON paboTbl AOMKHbBI OblTb 3a4aHbl BCE YKa3aHHble napameTpbl. Ecnv HekoTopble
napameTpbl HEM3BECTHbI 0BPaTUTECH K CUCTEMHOMY aaMUHUCTPATOPY.

Mocne 3aBepLueHnst HACTPONKN HEOBXOAMMO HaxaTb KHOMNKY COXpaHUTb.

5.4 Bknapgka Pexum paboTbl

Ecnu npegnonaraetrca paborta Z-5R (moa. Wi-Fi) B ceTeBOM pexume, T.e. nog ynpasrneHuem
BHELLUHEN nporpamMMbl, TO MOCME€ HACTPOMKU MOOKIOYEHUST K NOKanbHOW ceTn Heobxoaumo
HaCTPOUTb PEXMM YCTaHOBINEHNSA CBA3M MEXAY yNpaBnstoLwen nporpammMon n mogynem ceasu. Ha
BKnagke Pexum paboTbl BeiGMpaeTca cnocob nogknioveHns K nporpaMmHomy obecnedeHmto npu
paboTe B CETEBOM peXUME:

Obwme HacTpolikyn
Ko ayTentwdmkaumm: |DEADBEEF

Pexgar PaboTw: |WEE

3pech:

Knou ayteHTUbmkauum: knwd ayTeHTUdukaumm Heobxogmm And noakroyeHus K obrnadyHomy
UHTepHeT-cepBepy B pexmnme WEB, npu pabote yepes cepBep, a Takke ans goctyna Kk WEB-
nHTepdency yctponctaa Z-5R (mog. Wi-Fi).

[MNepBOHa4anbLHO 30ecb OTOOpaXkaeTCcsa 3aBOACKOE 3HAYEHME, yKa3aHHOE Ha HaKmenke Ha Kopnyce
yctponcTtea (cm. AUTH_KEY). lNMpn HeobxogmMMocTn Ha JaHHOM Llare HaCTPOWKM ero MOXHO
N3MeHUTb (JoNycKakTCa LMdpbI U naTUHCKue BykBbl).

Pexum paboTbl: BbibOp ceTeBoro pexuma pabotel - WEB, CepBep, KnueHT nnm Boibop
aBTOHOMHOrO pexuma padoTbl ABTOHOMHbIW.
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5.4.1 Web
Pexxum WEB obecneumBaet cBA3b ¢ «0bnadHbiM» cepBucoM. [1ns HACTPOKKK pexnma padoThl
WEB Heo6xoamMmo yTO4HUTb y NOCTaBLLMKa YCNYrM U 3agaTh cnegytowme napameTpbi:

WEB
Appec cepaepa: |hw.guardsaas. ru
Menanbaosate HTTP npoxkew:
Appec npokcd cepeaepa: |192.168.10.1

3128
MopT NpoKox cepaepa;

NMapone: | ab974088d09d4dc3
WHTepsan coeguHenna; |10

Hucno cofutud: (1

Apnpec cepBepa: ums nnu IP-agpec WEB-cepBepa «obnadHoro» cepsuca, K KOTOPOMY AOSDKEH
Oyget noaknyaTbCst KOHTpoNnep.

Ucnonb3oBatb HTTP-npokcu: ykasaHne HeobxogmmocTun obpalleHms K cneymanbHOMY
cepBepy B ceTu And AOoCTyna K UHTEPHETY.

Apapec npokcu-cepBepa: CETeBOM afpec NPOKCU-cepBepa B NOKaribHOW CETH.

MopT npokcu-cepBepa: NOpT A58 NOAKMIOYEHUS K MPOKCU-CEPBEPY.

Maponb: naponb ana goctyna K gaHHbIM Ha WEB-cepBepe.

UHTepBan coeanHeHun: nHtepsan coegnHeHns ¢ WEB-cepBepom B cekyHaax.

Yucno cobbITUN: YNCNO COBLITUIN B KOHTPONIEpax, NPU KOTOPOM NPOMCXOAUT JOCPOYHAS
oTnpaska gaHHbIx Ha WEB-cepBep 00 UCTeYeHUs uHTepBara nepegayu.

[Mocne HacTpoek Bcex napaMeTpoB HEOBX0AMMO HaxaTb KHOMKY CoxpaHUTb.

5.4.2 CepBep

B sToM pexume moaynb CBA3W OXMAAET MNOOKIIOYEHUS YNpaBnslowWwen nporpaMmmbl K €ro
OTKPbITOMY floKansHoMy nopty. B criyyae Boibopa pexuma pabotel CepBep cneayet 3afathb:

Cepaep
Nowanthit nopT: (1000

PazpeuwéHmnit IP: |[255.255.255.255

3pech:

INokanbHbIK nopT: TCP-nopT, kK KOTOpOMY AOrmKkHa ByaeT OoCyLLeCTBNATb NOAKITYEHEe
ynpasnsioLas nporpamma.

PaspewéHHbIn IP: IP-agpec komnbloTepa, ¢ KOTOPOro ynpasnsoLLen nporpaMmmMme paspeLleHo
yCTaHaBnmBaTtb coefMHeHne ¢ KoHTponnepom (255.255.255.255 ana gonycka scex IP-
afpecos).

[Mocne HacCTpoONnKM BCex napaMeTpoB HEOBXOANMO HaxaTb KHOMKY CoxpaHUTb.

5.4.3 KnueHnt

B cnyyae Bblbopa pexuma pabotbl KnveHT mogynb cBA3u cam byaet perynspHo nbitarbecs
YCTaHOBUTb COeMHEHWE C YpaBristoLLen NporpaMmmMon.

3agaHuvio noanexart crnegyoLwne napameTpbl:

Knuent

Aapec cepaepa: (192.163.1.10

Mopr cepaepa: (25000

10
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3pech:

Appec cepBepa: |IP-agpec komnbioTepa, C KOTOPbIM YCTPOMUCTBO [OMMKHO YCTaHOBUTb
NoAKIIto4YeHne And CBA3W C ynpasnsaoLwen nporpaMmmon.

MopT cepBepa: IP-nopT, K KOTOPOMY JOIMKHO OCYLLIECTBNATLCA NOAKITHOYEHNE.

Mocrne HacTpoKrku Bcex NapamMeTpoB HEOBXOAMMO HaxaTb KHOMKY COXpPaHUTb.

5.4.4 ABTOHOMHbIN

HauanbHas HacTpouka CKY[, kotopasi, Hanpumep, Ha KoHTponnepe Z-5R BbINOMNHAETCA C
NOMOLLLbIO NepeMbIYeK, Ha JaHHOM YCTPONCTBE BbINOMHAETCA C NMOMOLLLIO pexxrma ABTOHOMHbIN.
OTOT pexum npegHasHadeH anst paboTbl CO CMMCKOM KIHoYer KoHTpornnepa 6e3 ncnonb3oBaHns
mMacTtep-kntova yepe3 WEB-uHTepdenc. [Ina obecneveHns HacTpomku 6Gasbl KNOYEN MOXHO
NCMonb3oBaTh BHELLUHWIA CYUTbIBATENb, MOLKMOYEHHBLIAM K ycTponctBy Z-5R (mog. Wi-Fi) no
npotokony iButton (HacTponka 6a3sbl Kn4Yern C MOMOLLBID CYUTbIBATENS, MOAKMIOYEHHOrO MNo
npotokony Wiegand, He nogaepxunsaetcs!).

B cnyyae ynpaBneHusa paboton yctponctea yepe3d WEB-uHTepdenc cneayet Bbibpatb pexunm
paboTbl ABTOHOMHbIN. Torga nHTepdenc ynpasneHnsa npuMeT CneayoLwmni Bua;:

ABTOHOMHNA
Pexam Accept: [

PexuM AoCTyna: |HopMa

Pantim aobasneHus Ksued:

Pesiam ﬂUﬁaBJ’IEHl‘H MaCrEp‘FU'Ii-OIJEﬁZ

Pasciam YaanaHWa HONROLET

Pexxum Accept: Bkntoyaet pexum Accept, B KOTOPOM BCE HEU3BECTHbIE Kntoun OyayT
3anucbiBaTbCs B NaMsATb Kak NPOCTbIE HOBbIE KIOYM.

Pexxum poctyna: BO3MOXHble 3Ha4YeHNa Hopma (LTaTHbIM pexnm npoxoaa),

BnokupoBka (npoxog no 6nokupytowmm kaptam), CBo60AHbIN Npoxon (NPoxXoa OTKPbIT),
OxunpaHue (yctaHaBnuBaetcs Tonbko Yeped WEB-nHTepdenc ana cnyyas, korga B
KOHTPOSNIMPYEMOKN TOYKE 4OCTyna YCTaHOBMNEH pexum brokmpoBka Torga nepsasi NnogHECEHHas
KapTa (npocTasa unu 6rnokupytoLlas, Ho He MacTep-kapTa!) nepeBeaeT pexnm gocTyna B
nonoxeHve CBo6o0AHLIN Npoxon,).

Pexxum poGaBneHust KnroYen: NepeBOAUT YCTPOWCTBO B PeXMM [00aBfeHMs NPOCTbIX W
BGnokupytoLmx knoyen (nogpobHee cm. n.7.1).

Pexum nob6aBneHnsa mactep-Knroyen: nepeBogmT YCTPONCTBO B pexuM gobasneHns macrep-
kntoyen (nogpobHee cm. n.7.2).

Pexxum yaaneHus Knro4ven: yganseTt NogHECEHHbIN K CYMTbIBATEMO MPOCTON U BrIOKMPYOLLNIA
Kntod 13 6a3bl faHHbIX (nogpobHee cMm. n.7.3). MacTep-kntoum B 3TOM pEXNME HE YOansaTCs.

[Mpun BKNOYEHUN pEXNMOB «aobaBneHne knyeny, «gobaBneHme MacTep-Knven» n «yganeHue
KMHOYen» Ha COOTBETCTBYIOLLEN KHOMKE NOSIBUTCA TarvMmep obpaTHOro OoTcYETa, NoKasbiBaloLMi
BPEMSI, OCTaBLUEECH A0 aBTOMATUYECKOrO BbIKITHOUYEHUS peXmma.

11
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5.5 Bknapgka HacTtpomnkm KoHTponnepa
Bknagka HacTpowkn koHTponnepa no3BonsieT yCTaHOBUTbL MapaMeTpbl paboTbl KOHTpoepa
ycTtponcTtea Z-5R (mog. Wi-Fi):

HacTpoiikm Konrponnepa

Tun 3amKa; | InexTpOMBIHITHE
BryTpeHHWi sayK: [
HHgukauna Wi-Fi
BpeMA oTKPETAA: |10 % 0.1s.
BpeMA KOHTPONA OTKPETAA: |30 x 0.15.
BpeMA KOHTPONA I3KpHTUAR: |0 x 0L1s.
CHHXPORWUIMDOBATD BPEMA No NTP: D
NTP cepeep;

Yacomon nonc:

Tun 3amka: BbIOOP TMNa 3amMKa AnekTpo3allénka, ONeKTPOMarHMTHbIN, ONEKTPOMEXaHNYECKUA.
Ecnu Tvn 3amka HacTpoOeH ynpaBnsatoLLen NporpaMmmon, To U3MeHeHNe TMna 3aMka HEBO3MOXHO
Ao cbpoca B 3aBOCKME HAacTponku ¢ nomoLubto Web-nHtepgenca nnu nepemblyvkm (NONOXeEHUE 2,
cMm. cTp. 50), anone “Tun 3amka” oTobpaxaeTca Ha3aBaHME HACTPOEHHON TOYKN NPoXoaa.
BHyTpeHHUI 3BYK: BKNIOYEHMNE/OTKNIOYEHME BCTPOEHHOIO MCTOYHMKA 3BYKa.

Mnaukauma Wi-Fi: BkrtoueHne/oTKioueHns oTobpaxxeHnsa coctosaHnA noakniodeHns k cetn Wi-Fi,
C NOMOLLIbIO BCMbILWEK CUHETO MHAMKATOpa. 3HAaYeHUs MHOMKALUNN: MOCTOAHHOE MUTaHWE - MOUCK U
nogkntodeHune k cetn Wi-Fi; muraHne no 3 BCMbILWKN - PEXUM KOHPUTYpUpOBaHUs (yCTaHOBNEHA
nepemblika CFG); muraHve no 2 BCMbIWKMA - YCTAHOBMEHO COEAWHEHME C YnpasnstoLwien
nporpaMmmon (CepBepoM); OAHOKpPaTHbIE BCMbIWKM - OXMAAHWE COeOMHEHUS C YynpasnstoLwen
nporpaMmmon (cepBepom).

Bpemsi OTKpbITUA: ONUTENBHOCTL UMMYNbCa, BblJAaBaeMOro Ha 3aropHoe YCTPOWCTBO, AJIS
pa3brnokMpoBkM Npoxoaa. B 3aBMCMMOCTM OT TMNa 3aMKa 3TO MOXET ObITb Kak CHATME HanpsihXeHus,
Tak n ero nogava.

Bpems KOHTpONA OTKPLITUA: BPEMS OXMAAHNA OTKPbIBaHWS OBEPU NMPU paspeLLEHHOM NPoxXoae.
OTKpbiBaHWE OBEPU NO UCTEYEHUN ITOrO BPEMEHWN KBanuduuupyeTcs kak B3nom. MNpu 3agaHum
3Ha4yeHus, MeHbluero 4Yem «Bpems oTkpbITUS», ANA AaHHOW dyHKUMM OygeT MCnonb30BaHO
«Bpemsa oTkpbITUSY.

Bpemsi KOHTpONSA 3aKpbITUSA: BPEMSI KOHTPOSISI OTKPbITOro COCTOSAHUA ABepwu. Ecnu 3a 3agaHHoe
BpeMsa OBepb He Oyger 3akpbita, T0 6yaetr cdopmmpoBaHo cobbiTve «[Bepb oOcCTaBneHa
OTKpbITON». 3Ha4YeHune, paBHoe «0», OTKNIOYaET KOHTPOSTb.

CuHxpoHusunpoBaTb Bpems no NTP: Paspeluaet obpawuartbcs k cepsepy BpemeHn (NTP) ons
CUHXPOHM3aLMN YacoB YCTPONCTBA.

NTP-cepBep: agpec cepsepa NTP, ncnosnb3ayemoro npu CUHXpPOHU3aLNN BPEMEHMN.

YacoBom nosic: 4acoBOW MNOKAC, UCNOMNb3yeMbIN MNP CUHXPOHU3ALUN BPEMEHN.

OTKpbITb ABEPb: KHOMKX, OTKPbIBAOLLME MPOX04 Ha BXOA UITM Ha BbIXOA.

[Mocne HacTpoek Bcex napaMeTpoB HEOBX0AMMO HaxaTb KHOMKY CoxpaHUTb.

5.6 Bknapka PacwumpeHHble HaCTPOWUKKU

Bknagka PaclumpeHHble HacTponku nossonser O6HOBNATH nporpammHoe obecnedeHune ([10)
YCTPOWCTBA, CKayMBaTb W 3arpyxatb KOH(UrypaumoHHble dannbl, OOHOBMATb MPOLLMBKY
YCTPOMCTBA, BOCCTaHaBNMBaTb 3aBOACKME HACTPONKn 1 nepesarpyxatb Matrix-11 (mog. E K Wi-Fi):
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PacliMperbie HacTpoiku

BOCCTaHOBUTL 33BOACKHE HACTPOHKK:
Coxpamars xompypassoss o
3arpy3uTh KoHPUrypauMonssiin dain m

T
OEHOBNEHWE NPOWMBRM:

BoccTtaHOBUTbL 3aBOACKME HACTPOMKMU: BOCCTaHABNMBAET HACTPOMKN MO YMOMYaHUIO.
CoxpaHuUTb KOH(UrypaumMoHHbIN hann: COXpaHseT HaCTPOWMKM KOHTponsepa B hann Ha
YCTPOMNCTBE, C KOTOPOro NpoOn3BOANTCA HACTPOMKa.

3arpy3uTb KOHhUrypaumoHHbIn hann: 3arpy>kaet CoOXxpaHEHHbIE HACTPOMKM M3 dhanna Ha
YCTPOMWCTBE, C KOTOPOro NpoOn3BOANTCA HACTPOMKa.

MNMepe3arpy3ka KOHTpornnepa: BbiMOSHAET Nepesanyck yCTPONUCTBA, YTOObl YCTaHOBMNEHHbIE
N3MEHEeHNsA HaCTPOEK BCTYNUMAN B CUNY.

O6HoBRNEeHue NpoLwmnBKKU: No3sonseT 06HoBUTL 1O ycTponcTBa Kak KOHTponnepa, Tak u Mogyns
CBA3MN.

5.7 3aBepweHue paborbl WEB-uHTepcenca

[nsa 3aBepweHns pabotel ¢ WEB-uHTepdericom Heobxoanmo ybpaTtb nepemMblyKy 13 NONOXKeHUN
CFG, ecnu oHa Obina yctaHoBneHa, (cMm. n.6 «BknioyeHue ycTponcTBa M Hayano pabdoTbiy),
BblOpaTb BkMagKy PacluMpeHHble HAacTPOWKM M HaxaTb Ha KHOMKy «[lepesarpy3anTb» B MEHHO
«[lMepesarpyska KoHTpornnepa.

6. MEPBOE BKNIOYEHME YCTPONCTBA UHAYANO PABOTDI

[MogkniovnTe BHELLHME YCTPOMUCTBA K KOHTPOMSiepy B COOTBETCTBUN C pa3gernom 3.

HavanbHble (3aBogckue) HacTponku moayns cesasm Z-5R (mog. Wi-Fi):

Ha3BaHue ceTn: «mySSIDy»;

naponb: «WiFiPasswordy;

npotokon Wi-Fi pexum DHCP;

pexum yctaHoBneHna ceasn WEB, cepsep hw.guardsaas.com.

BHumaHue! U3ameHeHMe HACTPOEK MoayIisl CBA3M BO3MOXHO Tonbko Yyepe3 WEB-
MHTepdenc.

Ecnn npegnonaraetcsa ucnonb3oBaHWE YCTPOMUCTBA B CETEBOM pPeXUMeE MNpU OTIIUYHBIX OT
3aBOACKMX HACTPOEK NapaMeTPOB CETU, TO U3MEHUTE 3aBOACKNE HACTPOMKN B COOTBETCTBUM C N.5
HaCToSLLEro pykoBoACTBa.

C nomowbio WEB-nHTepderica Takke BO3MOXXHO 3a4aHne HacTpoek anst pabotbl u B ABTOHOMHOM
pexume. [Ana paboTbl yCTponcTBa B aBTOHOMHOM pexmume Heobxoammo vepe3 WEB-uHTepdenc
BblbpaTb Bknagky «Pexnm paboTbl», yCTaHOBUTb peXnm paboTbl «ABTOHOMHbIN» 1 CO34aTb XOTS
6bl 0gMH MacTep-kntod (cMm. 1.7).

[anee, coxpaHMB aBTOHOMHbIV pexmum paboThbl, BbinTu n3 WEB-nHTepdenca n cosgate Knoum ans
npoxopaa.

[Mocne nameHeHna HacCTpoeK BblkNoYnTe NuTaHme. CHUMUTE nepemblyky ¢ nonoxexHus CFG n
yCTaHOBUTE €€ B COOTBETCTBMM C UCMNOSMb3yeMbIM TUMOM 3amka. [oganTe nuTaHue. YCTPONCcTBO
roToBO K paboTe B BbIGpaHHOM Npu HAaCTPOMKaxX pexnme.

Ecnn yctponcTBO npepgnonaraeTcs UCMornb3oBaTh TOMbKO B aBTOHOMHOM pexume, TO AN ero
HaCTPOWKM UCMNONb3yeTCA pacrorioXXeHHas Ha nnaTte yCTpoMUCTBa NepembIvKa:
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CFG |[+©

O0
CLR 1@
ADD Puc.7 MNepemblyka.

OTa nepemMblyka MOXET HaxoAnTbCA B OAHOM U3 MATU NONOXEHWUN:

MonoxeHune Ne1 - BLIGOP anekTpoMexaHM4YecKoro 3aMka (B COCTOSIHUM «3aKpbiTO» C 3amMKa
CHATO HanpshkeHue) (cM. 3ameyaHue 1).

MonoxeHne Ne2 CLR (ouuctka) - gnda ctmpaHua namatn (6asbl gaHHbIX) KOHTponnepa u
BOCCT@HOBMEHUS 3aBOACKUX HACTPOeK Moaynsa cBA3n. [ns aToro cneayet BbIKNOYNTbL NUTaHKE,
YCTaHOBUTb MEPEMbIYKY M BKMOYUTL NuTaHue. Mo 3aBepLlleHnto CTUPaHUS - Cepusi KOPOTKMX
3BYKOBbIX curHanoB. CTupatoTcs BCe Knouun (KapTbl) U 3anporpaMMnpoBaHHOE BPEMSI OTKPbIBAHNS
ABepu (yCTaHaBNUBaEeTCH 3aBOACKOE 3HaYeHue - 3 ceK).

MonoxeHune Ne3 ADD (go6asneHue) - ons gobasneHms NpocTbiX U GIOKMPYIOLLMX KapT B NaMATb
KOHTponnepa 6e3 mMcnonb3oBaHWUs MacTep-kapTbl. [ns 3Toro crieqyer BbIKMAYUTL MUTaHKE,
YCTaHOBUWTb NEPEMbIYKY M BKITHOUUTbL NUTaHue. [locne 3ByKOBOro CUrHamna KOHTponnep Haxoantca
B pexume [o06aBneHns npocTbiX KapT: MOXHO A06aBUTb NpocTble (KOPOTKOE MO4HECEHUE) U
Gnokupylowme (oNUHHOE nogHeceHwe) kapTbl 6e3 ucnonb3oBaHUA MacTep-kapTbl. Yepes 16
CeKyHA nocrne nocrnegHero NoAHEeCEeHUst KapTbl KOHTPONEP BbIXOAUT U3 pexuma fobasneHuns
NPOCTbIX 1 BrIOKMPYOLLMX KapT (MPO3BYYUT CEPUSA KOPOTKMX 3BYKOBbBIX CUTHASOB).

MNMonoxeHune N4 - BbIGOp 3NEeKTPOMarHUTHOIoO 3amMka (B COCTOSIHUM «3aKpbITO» Ha 3aMOK NogaHo
HanpshkeHue). Ecnu nepembivka BoobLLe He YCTaHOBIEHA, TO CYMTAETCS, YTO OHA «yCTaHOBMNEHa»
B NonoxeHue 4, T .e. BbIbpaHo NOAKNIYEHNE 3NIEKTPOMArHMTHOro 3amMka (cMm. 3amevaHua 1 m 2).

NMonoxeHune Ne5 CFG npu nogaye nutaHWs YCTPOWCTBO 3aryCKaeTCs B peXuvMe HaCTPOMKU
napameTpoB CBA3M 1 Nogknto4aemoro obopyagosaHust (CM. n.5). 3amMoOK B 3TOM pexxume 06eCTouEH.

3ameuaHue 1. Ecnu HacTponka Tuna 3amka nposogunacb ¢ nomoubto Web-nHtepdenica nnum
ynpasnsoLen nporpammel (Hanpumep, GuardLigth), To ycTaHOBKa nepemblykn B NosioxeHune 1
nUnu 4 He okasbIBaeT BNMsHUSA Ha BbIGOp TUNa 3aMKa 4O BOCCTAHOBMEHMS 3aBOLCKNX HACTPOeEK C
nomouybto Web-nuHTepdenca nnu nepemMblyku (MonoxeHue 2).

3ameyvaHue 2. [pu 6onbLIOM Yncne Npoxodos (Hanpumep kaxable 10 cekyHA) BbIXoAHas cxema
MOXET BbIUTU U3 CTPOSA M3-3a neperpeBa. [ns 3awmTbl CXemMbl AN TakMx TOYeK npoxoga
HeobX0AMMO YCTaHOBUTL LUYHTUPYIOLWNI Anoa napannensHo obMoTke 3amka. lNocne aToro Bpemsi
cpabaTtbiBaHUS (OTKPbIBAHUA) 9NEKTPOMAarHUTHOrO 3aMKa MOXET BO3pacTu Ha 1-3 cekyHabl. Ecnn
Takoe yBennyeHne BPEMEHU HenpuemsremMo, TO pekoMeHAyeTcs nocrnefoBaTenbHO C ANoO0M
YCTaHOBUTb BapuUCTOp Ha HanpskeHue o 14 BonbT U paccemBaemMon aHepruen ot 0,7 [k
(pexomeHpyetcs VBZA2P) (cm. Puc.3).
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CBeToBas 1 3ByKoBasi uHagukKauusa pad6otbl Z-5R (moa. Wi-Fi)

B paboyemM COCTOSAHUM rOpUT KPACHbIN CBETOANO, CUTHANM3NPYS O HANUYUKN NMUTAHUS.

[Mpn nogHeceHnn KapTbl K CYATbIBATENO BO3MOXHbI CrieaytoLimMe BapuaHThbl:

- KapTa ecTb B 6a3se koHTponnepa Z-5R (moa. Wi-Fi) - muraet 3enéHbii cBetoamoa, 3Bydar
curHanbl 3ymMMepa, 3aMOK OTKPbIT Ha YCTAHOBMEHHOE BpeMSA OTKpbIBaHUA 3aMka (unuv go
cpabaTtbiBaHUSA faTynKa NONOXEHUS ABEPW);

- KapTbl HeT B 6a3e koHTponnepa Z-5R (moa. Wi-Fi) - muraet ceetogunop (3en€HbIM 1 KpacHbIM),
pasfgalTcs ABa KOPOTKUX 3BYKOBbIX CUrHana.

Mpun BkntoyeHHon onuun “Unamkauma Wi-Fi” (cm. n.5.5.) onucaHHasa Bbiwe nHavkauusa Oyaet
npepbiBaTbCs BCMbILWKaMW CUHEro cBeToguoaa, otobpaxatowmMMn COCTOSHUE MOOKITOYEHUS K
cetn Wi-Fi.

7. HACTPOMKA YCTPOUCTBA C NOMOLLbIO MACTEP-KNIOYA

Ona ynpaBneHuss yCTPOWCTBOM (NepeBoda B HYXHbIA PEXUM MporpamMmmMmmpoBaHUS:
CosgaHuel/yganeHust npocTbIX U/Mnn BNOKUPYIOLWNX KapT, BKNOYEHUe pexnma «Accept» n 1.4.)
NCNONb3YTCHA KOPOTKUE (MeHee 1 cek) 1 AnnHHbIE (OKONo 6 cek) nogHeceHus (KacaHus) MacTep-
KapTbl (MacTep-Kroya) K BHELUHEMY CYMTbIBaTENO, MOAKITHOYEHHOMY MO NPoTOoKony iButton.
BHumaHue: Ons ynpasreHus, UM Kak 4acTO FOBOPAT - «MNPOrpaMMuMpoBaHuUs», YCTPOWCTBaA
cuyunTbiBaTenu, NoaknYeHHbIe no npotokony Wiegand, B cuny ocobeHHoOCTen npoToKona
He noanepXUBalTCA.

CyLiecTByeT orpaHuyeHne no BpeMeHn Ha paboTy B KaXaoM pexMme NnporpamMmmMmpoBaHnst (OKOo
16 cek nocne nocnegHero NOAHECEHUS KapTbl K cHUTbIBaTENo). [lanee ycTpOMCTBO BbIXOAMUT U3
pexuma nporpaMmMmnpoBaHns, UHPOPMUPYSA cepuen n3 4 KOPpoTKNX CUTHANOB.

Bo3aMOXHbI criegyrowme pexmMbl NPOrpaMmMmMpOBaHUS:

- Jo6aBneHue NpPoCcTbIX KNoYen - 1 ANMHHOE KacaHue.

- o6aBneHne macTtep-knio4ven - 1 Kopotkoe u 1 onNUHHoe.

- YaaneHue npocTbIX Kno4ven - 2 KOPpoTkux u 1 AnmMHHoe.

- CTupaHue Bcex Krnio4ven (namaTu KoHTponnepa) - 3 KopoTkux u 1 AnuHHoe.

- YcTaHOBKa BpeMeHU OTKpbIBaHUA ABepU - 4 KOPOTKUX.

- NMepexop B pexum "Accept"” - 5 KOPOTKUX.

- BbiknroyeHue pexnma "Accept” - 1 kopoTkoe.

7.1 [Job6aBneHune NpPocCTbIX KIo4ven

lMogHecuTe n yoepxuBamte MacTep-Krod (OnMHHOE KacaHue). B MOMEHT KacaHust KOHTponnep
yCTpPOWCTBa (Qanee KOHTponsep) BblAACT KOPOTKAA CUrHan, noaTBepXXAaaroLlivi OnosHaHue
MacTep-Kno4va, 1 Yyepes 6 CekyH - BTOPOW CUrHars, ykasblBalOLMN HA Nepexon KoOHTponnepa B
pexuMm pobaBreHns npocTbiX Kroden. [locne atoro macTep-kntod cnegyet ybpatb. [Ons
Ao6aBneHns HOBLIX KITOYEN KacanTeCb MMM MO OYepeamn CYNTbIBATENS C Nay301 MeXay KacaHUsiMn
MeHee 16 cekyHA. Ha kaxxgoe KacaHue HOBbIM KITHOMOM KOHTPOSNep BblOaeT NOoATBEpXaatoLwmm
KOPOTKUIM curHan. Ecnun HoBbIV KNIOY Nocrne NoAHECEHWS yaepKMBaTb B Nnosie cuuTbiBaTens bonee
3 cek, TO OH ByaeT 3anucaH kak 6rnoknpyrowmin. ECnm NogHECEHHLIN KINOY Y)Ke MMEETCS B NaMsTH,
TO KOHTpoOnnep u3gacT [ABa KOPOTKUX curHana. Bbixog uv3 pexuma npoucxogut nubo
aBTOMaTtmyeckn Yyepes 16 cekyH nocne nocregHero kacaHus, mbo Npu KacaHn MacTep-Kro4YOM.
O BbIxOAE 13 pexnma KOHTporinep MHPopMUpyeT cepnen ns 4 KOPOTKUX CUrHarOoB.

7.2 [lo6aBneHue macTep-Krno4ven

KpaTKoBpeMEHHO KOCHUTECb MacTep-KI4YOM CcUMUTbIBATens (KOpoTkoe KacaHue). B MomeHT
KacaHWs KOHTpOsnep BblAACT KOPOTKUI CUrHar, nogTBepXaatoLLnin ono3HaHne Mactep-knioya, u
He Boree YeM Yepes 6 CeKyH KOCHUTECH U yaepXXuBanTe MacTep-KnoY y cHnTbiBaTens (4nMHHoe
KacaHue).
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B MOMeHT BTOpOro KacaHus KOHTponsep BblAacT ABa KOPOTKUX CUrHarna, ykasblBatoLLMX Ha BTOpoe
KacaHne MacTep-KMi4YoM B pexunme NporpaMMmMpoBaHusA, U Yepe3 6 CekyH - OOWH curHan,
yKa3blBaloLLMIA Ha Nepexoq KOHTponnepa B pexum gobasneHna mactep-kniodven. Nocne atoro
mMacTtep-kniod cnegyet ybpartb. [Ana gobaBneHns HOBbIX MacTep-Knio4ven KacamTecb MMWU Mo
ovyepean cuuTbiBaTens ¢ nay3on mexany kacaHusimm He bGonee 16 cekyHa. Ha kaxgoe kacaHue
HOBbIM KIHOYOM KOHTpOSep BblAaeT MNOATBEPXAAloLWMM KOPOTKUA curHan. Ecnn kniod yxe
nMeeTca B NaMsTM Kak MacTep-knoY, TO curHanos He Byget. Bobixog ns pexuma gobasneHus
MacTep-KnioYern npomcxoanT aBToMatmyeckn Yyepes 16 cekyHa nocrie nocnegHero kacaHumda. O
BbIXOe U3 pexrma KOHTpossiep MHPOPMUpyeT cepuen n3 4 KOpoTKUX CUrHaOoB.

7.3 YpaneHue npocTbIX KIoven

[1Ba pasa KpaTKOBPEMEHHO KOCHUTECb MacTep-KM4YOM CuYuTbIBaTens (KOpOTKMe KacaHus). B
MOMEHT MNEepBOro KacaHWsa KOHTPOMnep BblAacT OAMH KOPOTKUW CurHan, NOATBepXXAaloLwun
Ono3HaHue MmacTep-knoya. B MOMEHT BTOpPOro kacaHusi KOHTPONsiep BblAacT [Ba KOPOTKUX
curHana, ykasblBalwLmMx Ha BTOPOE KacaHne MacTep-Kio4oM B pexxumMe nporpaMMmnpoBaHus, U He
Gonee 4yem yepes 6 CekyH KOCHUTECb U yOepXXMBaNTe MacTep-KIitod y cumTbiBaTens (4nvHHOe
KacaHue). B MOMEHT TpeTbero KacaHusi KOHTpOnsep Bbl4AacT TPU KOPOTKUX CUrHana, n yepes 6
CEeKyH[ - OOMH CuUrHan, ykasblBaloLMi Ha Nepexon B PeXUM CTUpaHus NpocTbix Kroyen. MNocne
3TOro MacTep-krod cneagyet yopatb. [Ana cTupaHus npocTbiX U BrIOKMPYOLLNX KNIOYEn KacanTech
UMM NOOYEPELHO CUMTBIBATENS C Nay301 MexXay KacaHnamu He bonee 16 cekyHA.

Ha kaxgoe kacaHve cTUpaeMbiM KITHYOM KOHTPOMNep BblAacT NOATBEpXOatoLMW KOPOTKUMN
cvrHan. Ecnu kntova HeT B naMaTu, TO ABa KOPOTKUX curHana. Beixoa ns pexvma npovcxogut nmbo
aBTOMaTmyeckn Yepes 16 cekyHa nocne nocrnegHero kacaHus, nbo Npu KacaHUn MacTep-Krio4HOM.
O BbIxOAE 13 pexnma KoOHTpornep MHPOpPMUpPYyeT cepuer KOPpOTKUX CUTHANOB.

7.4 CtupaHue Bcex Knroyen (MamsaTu KOHTponnepa)

Tpn pasa KpaTKOBPEMEHHO KOCHUTECb MacCTep-KI4YOM cuuTbiBaTensa (KOpoTkue kacaHus). B
MOMEHT MNEepBOro KacaHWsa KOHTPOMnep BblAacT OAMH KOPOTKUW CurHan, NOoATBepXXAaloLun
Ono3HaHue macTtep-knioya. B MOMEHT BTOpPOro KacaHus cyuMTbiBaTeSb BblAACT ABa KOPOTKUX
curHana, ykasblBaloLwmx Ha BTOPOE KacaHWe MacTep-KIoyoM B pexmMMe nporpamMmmpoBaHund. B
MOMEHT TPETbLEro KacaHusi KOHTPOMNsep BblAACT TPU KOPOTKMX CUrHanNa, ykasblBaloLWnX Ha TpeTbe
KacaHue macTep-KnoyoMm, n He 6onee yem yepes 6 cekyHa KOCHUTECH M yaepXuBanTe macrtep-
KNtoY y cumTbiBaTena (4NMHHOE KacaHue). B MOMeHT 4eTBepToro KacaHus KOHTponsep BblaacT
YyeTbIpe KOPOTKMUX CUrHana, n yepes 6 CeKyH - Cepuo KOPOTKMX, YKasblBalOLMX Ha CTUpaHue
namaTU KOHTPONSepa U BbIXOA M3 pexuma nporpammumpoBaHus. [locne aTtoro macTtep-Knou
cnepyet ybpartb.

*-B MOMeEHT cTnpaHus Bcen 6a3bl C MOMOLLIbIO MacTep-KItoda He NPOMCXOaANT CTUPaHNS
3anporpaMmMMpOBaHHOIO BPEMEHN OTKPbIBAHMS 3aMKa.

7.5 YcTtaHOBKa BpeMeHU OTKpbIBaHUSA 3aMKa

UeTblpe pasa KpaTKOBPEMEHHO NOAHECUTE MacTep-KIod K cuuTbiBaTento. B MOMEHT Kaxaoro
KacaHusi KOHTPOMSiep BblAacT CUrHanbl, NoATBepXaaltwue Ono3HaHue MacTep-krwya, a ux
KonuyectBo OyOeT COOTBETCTBOBATb KOMMYECTBY KacaHUMW. B MOMEHT 4eTBepToro KacaHusi
KOHTpPOSSep Bbl4acT COOTBETCTBEHHO YETbIPE CUrHana u nepenaeT B peXxnm nporpaMmmMmmpoBaHuns
BPEMEHN OTKpbIBaHMSA. B TeuyeHun 6 cekyHO OT nocrnegHero kacaHusi HeobxoouMo HaxaTtb U
yaepXKnBaTb KHOMKY OTKpPbIBAaHWSA OBEpPUM Ha BpeMmsi, Heobxogumoe Ans oTkpbiBaHus. [locne
OTNYCKaHWA KHOMKM KOHTPOMfep BblgacT CUrHanm M 3anuweT BpemMs B namsatb. Ona TO4HOM
HaCTpPOKKM pekomeHayeTcs nosnib3dosaTbesd WEB-uHTepdencom.
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7.6 BkniouveHue/BbiknoveHue pexuma «Accept»

Pexum "Accept" npumeHsieTcs onga 3anMcu BCex NOAHOCUMMBIX KIoYen B NaMATb yCTpoucTtea. B
AaHHOM peXnmMe OT KITo4a, NOAHOCUMOrO K CHUTBIBATESIO, MPOMCXOANT pa3brnoknpoBka npoxoaa, u
OQHOBPEMEHHO OH 3anuncbiBaeTCs B MaMATb KOHTPOMepa, ecnu ero Tam HeT. Pexxnm ucnonb3yeTcs
AN BOCCTaHOBIEHUs 0asbl AaHHbIX KOHTponnepa 6e3 cbopa knwoyen nonb3oBatenen. Onsa
BKIMIOYEHNA pexnma Heobxoamm mactep-kntod. [aTb pa3 KpaTKOBPEMEHHO NOAHECUTE MacTep-
KN4 K cyuTbiBatento. B MOMEHT KaXaoro KacaHusi cuMTbiBaTeSNb BblAAe€T CurHanbl,
noagTBepXKaarolime Ono3HaHWe MacTep-Knwya, a WX KonmmyectBo OyaeT COOTBETCTBOBATb
KonuyecTtBy KacaHun. B MOMEHT nATOro kacaHusi cyuTbiBaTeNb BblAACT COOTBETCTBEHHO NATb
CUrHanoB 1 Yepes HECKOSMbKO CEKYH[ - eLé OAUH ASIMHHbLIN CUrHan, noaTeepxgarLwmm nepexon B
pexum «Accepty.

[ns BbIKNOYeHUs pexxnuma «Accept» NogHecUTe MacTep-KIod, CUrHan o BbIXOAE - CEPUSA KOPOTKUX
CUrHanoBs.

*- [pu nponagaHnn HanpsKeHUst MUTaHUS yCTaHOBIEHHbIM paHee pexnm "Accept” coxpaHsaeTcs
nocre ero BOCCTaHOBMNEHUS.

7.7 Pexxumbl npoxoaa

KoHTponnep nogaoepxmnBaeT cnegyoLline pexumMbl npoxoaa:

- LUTATHbIN PEXNM paspeLLéH NPOXOA No NPOCTbIM 1 BITOKMPYHOLLMM KITo4aMm;

- peXnM «BrioKMpoBKay - pa3peLUéH NPOXOA TONBLKO NO BIOKMPYIOLLIMM KitoYaM;

- peXUM «CBOBOAHbLIN NPOX0oa» - 3aNOpPHOE YCTPOMNCTBO pa3brioknpoBaHo.

Pexnmbl «bnoknpoBka» 1 «CBOGOAHbLIN NPOXo4» YCTaHaBMMBAKTCS C MOMOLLLI BNoKupytoLLero
kntoya (gobasrneHne Gnokunpyowux knoyen - n.7.1) nytem ygepxaHus Kntoya Ha cyuTbiBaTene
(BnNuHHOEe kacaHune) 6onee 3 cek. [Npun OTKPLITON ABEPU BKIOYAETCH PEXMM «CBOOOAHbLIV MPOX0A»,
npw 3aKkpbiTon «6nokMpoBkay». Ecnn yxe BKNIOYEH KaKOM-NMBO0 M3 yKa3aHHbIX PEXUMOB, TO NMpu
yaepXaHuv B6rnokuMpyloLwero Kniova unu nogHeceHUn macTtep-kniova npou3onaéTr nepexoq B
LUTaTHbIV PEXMM MpK SII0OOM NONOXEHUM ABEPW.

BaxHo! Pa3pelueHve npoxoga npu nNonb3oBaHMM BNOKMPYIOLLUM KITHOHOM NPOUCXOOUT B MOMEHT
ybupaHus Krtoda ot cunTbiBaTens.

B pexume «BGnoknpoBka» npu UCNONb30BaHWA NPOCTOrO Kntova pas3briokMpoBKM Mpoxoda He
NPONCXOOUT, a BblAAETCSA CepUsi KOPOTKUX CUTHASTOB.

B pexunme «cBO6OAHBIM NPOXOA» MPOMCXOAUT PErucTpaums BCeX NOOAHOCUMBIX KITOYen Ans
AanbHenwen o6paboTkm ynpasnsitoLLen nporpammMmon.

*- Tpu nponagaHun HanpskeHUst NUTaHUSA YCTaHOBMEHHbIM paHee pexum "bBrnokuposka"
COXPaHSIETCA 1 MOCHE BKITHOYEHNS HAaNPsXKEHNS.

8. CBA3b MEXAY CETEBbIMU N ABTOHOMHbIM PEXXUMAMU PABOTbI

3ameyaHme 1. [llpu nogaye nUTaHMS KOHTPOMSEpP BO3BpaWaeTca B pexum paboThl,
npefwecTBYWNN BbIKITIOYEHNIO NUTaHUA. WCKNYeHMeM SBIISIOTCA pPeXumbl
AobasneHus/yaoaneHus Knoyen: B 3TOM criydae KOHTPOsep BEPHETCH B LUTATHbLIN PEXUM.
3ameyvaHue 2. Npun nepexofe ¢ aBTOHOMHOIO pexuma Ha CETEBOW ynpasnstoLllasa nporpamma,
3arpyasi cBoto 6asy Knwoven B KOHTpOMsep, Kak npaBuno, ygander umetowytocs. loatomy
pPEKOMEHOYEeTCs COXpaHATb Tekywyt 6asy Knwyen [0 NOOKMNIYEeHMSA KOHTponmnepa K
ynpaensoowen nporpamme ansa obecnevyeHns BO3MOXHOCTW BOCCTAHOBMEHMS MMM 3KcnopTa
TekyLen 6a3bl B ynpaBnsioLLyo Nporpammy.

3ameuanue 3. Ecnu npu pabote B ceTeBOM pexxume unu pexxume WEB koHTponnepy npegbsasuTb
MacTep-KrtoY, TO, CKOpee BCEro, HAYEro He MPON30NAET, Tak Kak CETEBbIE MPOrpamMMbl yaansitoT Bce
MacTep-Kro4vm 1 He NO3BONSAIOT UX 3anncbiBaTb. BBOA HOBLIX KITlOYEN B CETEBOW CUCTEME A0SMKEH
OCYLLECTBATLCS TONMbKO C NOMOLLLHO YPaBsoLLE NPorpaMmmbi.

3ameyaHue 4. Ecnu nocne HacTporkM B aBTOHOMHOM pexume npeanonaraetca AoCTyn K
KOHTponnepy m3 nporpamm (Hanpumep, GuardCommander), To Mogynb CBA3W KOHTponsiepa ¢
nomotbto WEB-uHTepderica Hy>kHO HAaCTPOUTb Ha paboTy B CETEBOM PEXMME.
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9. ObHOBJEHUE UMK BOCCTAHOBJIEHUE MNMPOLUMUBKU YEPE3 USB

Mpn HEeBO3MOXHOCTM OOHOBMNEHUs npowwunBkn 4epe3 WEB-uHTepdenc y KoHTponnepa
npegycMoTpeHa BO3MOXHOCTb MOAKMIOYEHUS K KOMNboTepy vepes nHtepdgenc USB. [ns atoro
Heobxo4nMO NOAKMYUTL YCTPOUCTBO K MEPCOHAaNbHOMY KOMMbIOTEPY € NoMoLbto kabens USB. B
3TOM pexume YCTPOUCTBO nNuTaeTcs oT wWwuHbl USB 1 OONonHUTENbHOE BHELLHee nuTaHue
noakntoyaTb HeobA3aTensbHO.

[Mocne noakntoyeHUs B cCUCTEME MOSBUTCA HOBLIM nocrefoBaTteribHbii MopT. Bo3amoxHo,
notpebyeTcsa ycTaHOBUTL ApanBepa, KOTOPbIe MOXHO CKadaTb C canTa www.ironlogic.ru. Takke Ha
caunTe MOXHO cKkavaTb yTUNUTY Ang obHoBneHna BcTpoeHHoro 0 KoHTponnepa.

10. KOMIMJNEKT MNOCTABKMU
-yctponcTtBo Z-5R (mog. Wi-Fi)..........ccoovvvveeinnnn, -1TwT
- PYKOBOACTBO MO 3KCMNYATALMW ... -1wr

11. YCNOBUA SKCMNIYATALIUA

TemnepaTypa oKpyXatoLen CPeabl: ........cccee....... oT-40°C go +50°C.

OTHOCHTENbHAsA BNAXXHOCTb BO3AYXA: ......ccceevnn.... He 6onee 98% npun 25°C.

Mpn un3MeHeHWn YCroBUIM 3JKCNIyaTauum TEXHUYECKME XapakKTepPUCTUKN WU3Lenua  MoryT
OTNMYaTLCA OT HOMUHAITbHbIX 3HAYEHU.

KoHTponnep npegHasHayeH Ans aKkcniyaTaumm B yCNoBUAX OTCYTCTBUA: aTMOCHEPHbIX 0CaaKOB,
NPAMbIX CONHEYHBIX JTy4ein, necka, Mblnn 1 KoHAeHcauuy Bnaru.

12. NPABUNNA TPAHCNOPTUPOBAHUA U XPAHEHUA

N3genve B ynakoBaHHOM BMAE MOXET TPAHCMOPTUPOBATLCA B KPbITbIX TPAHCMOPTHBIX CpeacTBax
noboro Buga npu Temneparype ot -50°C go +50°C, ¢ 3awmTon ero oT HenocpeacTBEHHOro
BO3AENCTBUS aTMOCHEPHbLIX OCaAKOB, COMTHEYHOIO U3MYyYEHUSA N MEXaHUYECKUX MNOBPEXAEHUI, NO
npasunamMm NepeBO3KK rPy30B, LENCTBYHOLMX HA COOTBETCTBYOLWEM Buae TpaHcnopta no NOCT
23088-80.

N3nenve gomkHo xpaHntecs B yerosuax rpynnel J1 no FOCT 15150-69 (temnepatypa ot +5°C go
+40°C, oTHOCcUTEenbHas BriaxHocTb 40 80%). Cpok xpaHeHus 5 ner.

13. PEAJTIU3ALUNA NYTUITU3SALIUA

Peanusauusa. Peanusauna vsgenusa npovusBoguTca yepes TOproByto ceTb. [Mpu 3TOM Hanuyue
NULUEH3UM WU cneumnanbHblX paspelleHnin y npogasua Ha TOProsnto [aHHbIM TOBapoM He
TpebyeTca.

Ytunusauusa. OTcny>xusLune CBOW CPpOK U3genuvs cnegyet

cAaBaTb Ha 9KONOrMYECKN YACTYIO peKynepaLmo OTXOO0B.

He BbIGpacbiBanTe anekTPOHHbIE n3genna B 6bIToBon Mycop!

14. TAPAHTUMHbIE OBA3ATENILCTBA

apaHTUIHbINA CPOK AKCNyaTauum 12 Mecsaues Co AHS NPOLAXM.

OcHoBaHua onga npekpaweHns rapaHTUHbIX 00513aTenbCTB:

- HapyLeHune HacToswero PykoBoacTBea;

- HANM4YmMe MexaHN4YeCcKNX NOBPEXOEHNN;

- HanNM4Me crnegoB BO3OENCTBUSA Briarn N arpeCCUBHbIX BELLECTB;

- Hanuune CcrneaoB HEKBaNUMUMPOBAHHOIMO BMeLUATENbCTBA B OMEKTPUYECKYD CXEeMY
ycTponcTtBa. B TeyeHue rapaHTUHOro cpoka WsrotoBuTenb ©OecnnaTtHO YycCTpaHsaeT
HencnpaBHOCTU YCTPOWNCTBA, BO3HUKLLME MO ero BUHE, UMW 3aMEHSIET HeUCnpaBHOE n3aenue.

Cpok cnyx6bl nsgenunsa 6 ner.
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