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KoHTponnep
Z-5R (moa. Web)

1. OBLWME CBEOEHUA

KoHTponnep Z-5R (moa. Web) npegHasHadeH gnsg UCMOnb30BaHUSA B CUCTEMaX KOHTPOMs U
ynpaenenusa goctynom (CKY), n obecnednBaeT ynpasneHMe ogHOM TOYKOM SOCTyna (TOYKON
npoxopaa).

KoHTponnep nogaepxuBaet paboTy B aBTOHOMHOM M CETEBOM peXMMaX.

3anonHeHne 6aHKOB KMoYen B aBTOHOMHOM pPEXMME OCYLLECTBNSAETCS C NOMOLLBbIO MacTep-
Knoya.

B ceteBOM pexvme paboTa KOHTponnepa n 3anonHeHne BaHKOB KroYen OCcyLLEeCcTBNAETCH MNo
CETU C MOMOLLbI BHELLUHEW ynpaenswowen nporpammbl. Kpome 3aHeceHus KapT B CETEBOM
peXNUME MOXHO CYMTbIBATb COOLITUS, YCTaHaBNUBATb TeKyllee BpeMsi B KOHTposnnepe u
HacTpanBaTb BpeMeHHbIe 30HbI 41151 NPOX0oAa MO KaXK4ou KapTe.

Ana peanusauum ceTeBoro pexuma paboTbl KOHTpornnep obecnevMBaeTr BO3MOXHOCTb
NoAKITOYEeHUs K NIokanbHom cetn Yepes Ethernet unu no Wi-Fi, a Takke ¢ nomowsto USB-mogema
3Gnnn4aG.

[Mpwn noTepe cBA3M C ynpasnsoLen NporpaMmmMon B CETEBOM PEXUME KOHTPOIep NpoaorikaeT
paboTaTb aBTOHOMHO, HaKkannneas cobbITus B bydepe cobbIThiA.

[ocTyn yepes ToUKy NPOXo4a OCYLLECTBNSETCS HA OCHOBE NPOBEPKM cTaTyca NpeabaBnsieMbiX
noeHTudgmkatopos (proximity-kapT, kntoven Touch Memory unu pin-KoaoB), KOTopble Aanee byaem
Ha3bIBaTb KNOYaMu.

Mo dyHKUMOHANBHOMY HAa3HAYEHWUIO KOHTPOMMEp pasnuyaeT KIoun, npegHasHavyeHHble ans
npoxoaa, v KIo4un, npegHasHayveHHble Ang NporpaMmMmMpoOBaHUS KOHTponepa.

Kntoun ansa npoxoaa MoryT 6b1Tb NPOCTLIMU 1 6N1IOKUPYHOLWUMU. BRoknpytoLLne Ky UMeroT
Boree BbICOKWI CTaTyC.

B wraTHOM pexume KOHTPOMep «paspeLuaer» Nnpoxod U No NpocTbiM, U N0 GNOKMPYOLLMM
Knovam.

B pexume «BnoknpoBka» Npoxoz no 6r1oKMpyHLLUMM KItodam paspeLLéH, HO 3aKpbIT MPOXOA4 Mo
NPOCTbIM KNtoYaM (Hanpumep, Npv Bblgave paboTHMKaM NPOCTbIX KITHOYeEn, a COTPYAHMKaM OXpaHbl
— BnokMpyoLLKX KNtoYen, B pabovee BpeMsi B LUTATHOM peXnUMe MOXXHO 06ecnevnTb Npoxon BCEM
Kateropmsam paboTHUKOB, @ B HOYHOE BpPeEMS B pexume OrnoKMpoBKM npoxon OyaeT paspeLuéH
TONbLKO COTPYAHMKAM OXpPaHbl).

Kntoun pns nporpammMmpoBaHWSA KOHTposfiepa HasbliBaloTcs MacTep-kndamu. OHu
npeaHasHavYeHbl TONbKO ANA NPOrpaMMMpPOBaHUA KOHTponfepa 6e3 KomnbkTepa M He
npeagHasHavyeHbl AnA npoxopa. MacTtep-knoum no3BonsT: AobaBnaTb/yaanaTb NpOCTble,
BnokupyoLmne n MactTep-knym, 3agaBatb BpeMS Nogayn OTKPbIBAKOLLEro CMrHana Ha 3anopHoe
YCTPOWCTBO (pa3peLleHuns 4OoCTyna), BKNovaTb/0TKNo4aTh pexxmm npoxona «Accepty».

B pexume «Accept» ntobon Koy BOCNPUHUMAETCA KakK pa3peLLlEHHbIN U 3aHOCUTCS B NaMATb
KOHTpOrepa Kak MpocToun KnkoY Ans npoxoga. Pexxum ncnonbadyerca Ansg oopmmpoBaHus 6asbl
kntoden npu yctaHoske CKY[l Ha obbekTe B cnyyae, Korga Krouu Ans npoxoda yXe BblAaHbl.
Toraa, Haxo4saCh B TEYEHNE HEKOTOPOro BPEMEHU B pexnme «Accepty», KOHTponnep «cobnpaet»
NMHpopMaUUIo O NpeabaABNEHHbIX KMtoYax, a NOCne BKMNYEHUS WTATHOrO pexuma npoxoa byaet
OCYLLIECTBATLCA TOMbLKO MO KIK4aMm, 3anmcaHHbIM B €ro NnamsTh.
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[nsa nonyyeHnss KOQOB KIOYEN KOHTPOMep NoaaepKMBaeT NogkItodeHne 2-x cHnTbiBaTenen
(ans Bxoga v ansa Beixoga) no npotokonam Wiegand (26, 34, 42, 50) vnu iButton (Dallas Touch
Memory). [Ina kaxgoro cuvTbiBaTeNA NamMATb KOHTpPOMfepa CoaepXuT no otaenbHoMy 6GaHKy
knoden. [locne npoBepku npaB [[OCTyna KOHTponnep BblAaeT curHan ynpasneHus
(3aMblkaHue/pa3MblkaHne CUMOBOro TpaH3ucTopa) Ha 3anopHOe YCTPOWCTBO
(3aneKkTpoMexaHNMYeCKM 3aMOK, JIIEKTPOMAarHUTHbLIM 3aMOK WKW 3allénka, TypHuKeT). Tun
3arnopHOro YCTPOWCTBA W MPOTOKON MNOAKMIOYEHUA CYMTbIBaATENEN BbIOMPAKOTCA B pexume
KOH(MrypmpoBaHUs KOHTponsepa.

KoHTponnep nosBonsetr coxpaHaTb B namatn 8192 cobbitms B uuknudeckom Oydepe
(nonyyeHue koaa, cpabatbiBaHMe faTyvKa ABepu, Bblgada ynpasnsioLero curHananT.4a.).

[nsa noBbIWeHNs PyHKUMOHaNbHOCTM paboTbl KOHTpoNep obecneynsaet:

* BO3MOXHOCTb NOAKNIYEHNSA faTuMKa ABepu - ons omkcaumm cobbiTus "npoxog coctosnca" u

COKpalleHNs BpeMeHM 3By4YaHWs 3BYKOBOW cCUrHanmsauumu, uHOpMUpyowen o

pa3bnoknpoBke ABepu (COKpaleHUsi BpPeMeHW roJayM Ha 3anopHOe YCTPOMUCTBO

"OoTKpbIBatoLLero curHana");

* BO3MOXHOCTb NOAKNIOYEHMSA "KHOMKM BbixoAa" Anga oTKpbliBaHMsS ABepu 6e3 NnpoBepku npas
AocTyna;

* BO3MOXXHOCTb MOMy4YeHUs KOHTPOSIIEPOM CUrHana oT BHELLHEro UCTOYHMKA AN aBapunHoOn
pa3bnoknpoBKm Npoxoaa.

2. XAPAKTEPUCTUKU

MamATb KAtouen, Wr. 2 6aHKa no 8168
MamATb COBbITUN, LUT. 8192
Konnyectso nogkno4vyaemMbiX CuMTbl- | 2

BaTenemn

MpoTOKO Ibl cCYUTbIBATENEN Wiegand (26, 34, 42, 50) niButton

YnpaBneHve WHAMKAUMEN CYUTbIBA- | KPaCHbIW, 3eNEHbIN U 3BYK
Tenemn

3alumMTa NMTAHNA CYUT biBaTeNEN 200 mA
TOK CMIIOBOro BbIX0OAa 5A
CurHanbHbIA Bbixoa ALARM KommyTauma 50B, 100mA, 35Q);
nsonauma 1,5 kB
Tamnep ONTUYECKN
Ethernet
NHTepd eic RJ45 (10/100BASE-T) Auto MDI/MDIX
CoBMEeCTUMMOCTb Ethernet Il n IEEE802.3
MpoToKko /bl IP, ARP, TCP, SSH,ICMP, UDP, DHCP,
HTTP
Wi-Fi
CraHpgapThbl IEEE 802.11 b/g/n
[AnanasoH yactot 2,4-2,4835 [Ty,
CkopocTb Nepenayu 11n: o 150 M6uT/c

11g: no 54 MéuT/c
11b: po 11 M6uT/c

MouwHocTb 6e cnp oBOAHOTO CUTHAa <20dBm (<100mW)
Pe mMmbl paboTbl Touka A,0CTyna, KANEHT
3awmTa 6ecnpoBoAHO W ceTh 64/128/152-6utHblit W EP,

WPA/WPA2, WPA-PSK/WPA2-PSK
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USB
Pazbém USB Tun A
Bepcusa USB 2.0
P exxum Host, High/Full Speed

AOpyrme napameTpbl

Macca, r, He bonee 150

a6apuTbl, Mm 105x116x38

Kpennenue HacTeHHoe nau DIN-perika (TH35)
HanpsaxeHune nutaHua, B oT 880 24

Motpebnsembiit ToK (npu 12B DC), mA

00300 (be3 y4éTa cumTbiBaTENEN)

www.ironlogic.ru

3. NOAKNMIOYEHUE KOHTPOJIJIEPA
abapuTHbIe pa3mepbl KOHTPONepa npeacTasneHbl Ha PUCYHKE:
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BaxHo! Bo n3bexaHne TpaBM M3-3a OCTPbIX KPAEB B KPbILUKE KOHTpOsepa OTBEPCTUSA ANns
NPOKNaaKv NPOBOAOB PEKOMEHOYETCS BbINUNBATbL, a HE BblflaMbIBaTb.

Pa3mMepbl Ans MOHTaXa KoHTpornnepa:
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PacnonoxeHue kKrnemMmm Ha nnarte KoHTposnepa:
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Brok knemm @[ O |oaa0 ALARM| O gJ B10OK
ann QL O |+12v ALARM| O] nHdopma-
NOAKOYEHUA LIMOHHbIX
cunTbiBaTENEN Knemm

HasHaveHue knemm npmBeageHo B Tabnuue:

Brnok cunoBbIX KNemm

Ne | O603HauyeHue Ha3Ha4yeHue

1 | GROUND Toyka MNOAKNIOYEHUA OTpuLaTeNbHOro nposofa OT 6/0Ka
NUTaHUA, @ TaK Ke BTOPOTo NpoBOAa OT KHOMKM BbIXoAa.
BxogHOM curHan — KHoOMKa Bbixoda. KOHTaKkT sABsseTcs

2 BUTTON MHOTOQYHKUMOHANbHBIM M AO0MNYCKaeT nepeHasHayeHue

BbINOIHAEMOM QYHKLMW.

Mo aKNoUYeHWE MOJIOMKUTENbHOIO NPOoBOAA OT 6/10Ka NMUTAHWA.
3 | +12V Tak e ctofa NOAKNOYAETCA MOJIONKUTENbHBIA NPOBOA,
VUAYLMIA K 3aMKy.

CunoBoli  BbIxogAHOW  curHan.  MoakntoveHWe  BTOPOro
4 | LOCK (oTpuuaTenbHOro) NpoBoAa K 3aMKy. Bbixod ABNAETCA CTOKOM
Nno/IeBOro TpaH3MCTopa.

Bnok knemm OaT4YnKoB
Ne | O603HayeHue Ha3HauyeHue
BxofiHOM cMrHan — sBaKyaumaA. 3aMblKaHWe 3TOro CUTHafa Ha
1 | EX.OPEN
GROUND nepeBoANT KOHTPOAEP B PEXUM 3BaKyaLUN.
2 | crOUND Obwuii («3emnsHoi») nposon AnAa curHanos EX.OPEN wu
DOOR.
BxoAHOM curHan - patuvMk asepu. [Npu 3aKpbiTo ABepu
3 | poor OO/MKeH OblTb 3aMKHYT Ha GROUND. KoHTakT sBnseTca
MHOTOQYHKLMOHAAbHBIM M [0MNYyCKaeT nepeHasHayeHne
BbINO/IHAEMOWN GYHKUM K.

Bnok tHopMaunoHHbIX KNemMm

Ne | O6o3HaueHue HasHaueHue

1 ALARM BbIXOLI,HO[/'I CUTHan. KoHTaKTbI raJibBaHNYeCcKun
M30/IMPOBAaHHOTO pene, UCMOJ/Ib3YeMOro ANA BKAOYEHUA B

2 | ALARM CUCTEMbI OXPaHbl KaK 4acCTb OXpaHHOrO LWeida.
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Bnok knemm anga nogknioYeHns cHUTbiBaTENEN

Ne | O603HauyeHue Ha3HauyeHue

B pexkume Wiegand: curHan DATALl pgnsa cumTbiBaTena Ha
Bxoze n cmrHan DATAQO gns cunTbIBATENA HA BbIXOAE.

B pexume iButton: cwurHanbHbit nposog (TM) ans
CYMTbIBATENA HA BbIXOZE.

2 | GROUND Mo axntoueHne obLero NpoBoaa CYUTbIBATENA

B pexume Wiegand: curHan DATAO ans cuutbiBaTens Ha
Bxoae n curHan DATAL gna cunTbiBaTeNa Ha BbIXoAe.

1 | DATA1

3 | DATAO . o
B pexume iButton: curHanbHbit nposog (TM) ans
CcYMTbIBaATENA HA BXOAE.

4 | +12v Mopaya nuTaHMA Ha cuuTbiBaTenu. Bbixog 3awuuieH ot

KOPOTKOro 3amblkaHuA g0 200 mA.

Brnok knemm ynpasneHna nHgukaumen cianTbliBaTenem

Ne | O603HaueHue HasHauyeHue
BbIXOZAHOM cUrHan AnA ynpaBieHWA 3BYKOBOW MHAMKaumen
1 BEEP cynTbiBaTeNEe. AKTMBHbIM  SBAAETCA  HU3KUI  YpOBEHb
CUrHana.
BbIXOA4HOW CUrHan ANA yrnpaB/ieHUA KPAacHbIM CBETOAMOAOM
2 RED cynTbiBaTeNE. AKTMBHbIM  SBAAETCA  HU3KUI  YpOBEHb
CcUrHana.
BbIXOA4HOW CUTHAN ANA yrnpaBAeHUA 3e/leHbIM CBETOAMOAO0M
3 | GREEN cynTbiBaTeNEeN. AKTMBHbIM  SIBNAETCA  HU3KUIM  YpOBEHb
curHana.

MpumeyaHune: oba cumTbiBaTENSA AOMKHBI ObITH MOAKITOYEHDBI MO OOHOMY M TOMY e MPOTOKOIY.
YnpasneHue nHavkaumnen onsa obomnx cumTbiBaTenemn siBnseTcs ooLwmm.

MoaknioyeHne BHELWHNX cYMTbIBaTenen no npotokony iButton:
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MogknoyeHne BHeLWHMX cuuTbiBaTenen no npotokony Wiegand:

MoaknioueHne cunTbiBaTEnen

KoHtponnep

CuuTbiBaTENb
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CurHan ot noxapHou
curHanmsaumm

OxpaHHasi
cuctema

PacnonoxeHvne HAMKATOPOB Ha nnarte KoOHTposnnepa:

MHaukaTop
WIFI

f
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NHpukatop
LINK/ACT

7
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NHpmkaTop
MODE

Pojuof mmm//:dny 8 3

>

MHaukaTop
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ALARM| O |@
ALARM| O |@
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HasHayeHne nHOMKaToOpOB NpMBEeAEHO B Tabnumue:

0O603HavyeHune User HasHaueHue
OTobparkaer coctoaHue cetu Wi-Fi.
WIFI CuHUM [OpUT NOCTOAHHO — eCTb MOAK/IHOYEHME K CETH.

MuraHue — nepesaya gaHHbIX.

Otobparkaert coctoaHue USB.

usB 3enéHbl | FopUT NOCTOAHHO — MOAK/IHOHEHO YCTPOMCTBO.

MuraHve — 06 MeH LaHHbIMMU.

OTobparkaeT cocToAaHMe noakaodeHus Ethernet.

FOpUT MOCTOAHHO — HanuuMe GU3MYECKOTO COeMHEeHUA
LINK/ACT 3enéHbl | Ethernet mexxay Z-5R Web 1 ycTpoiicTBOM Ha Apyrom KoHLe
Kabena Ethernet (06bI4HO KOHLLEHTPATOPOM).

MwuraHue — nonyyeHve nakeTos no Ethernet.

OTobparkaeT cBA3b C yNpaBAAOLLEN NPOTrPAMMON.

MODE éntbin | FTopuT noctosHHO — ycraHoBneHo TCP-coeauHeHwe
ynpasBasoLwWwen nporpammo.

OTobparkaeT BHelHMe cobbITUA.

BCMbIWKM — W3MEHEHWA COCTOAHWMA AATYMKOB: ABEPM,
Tamnepa, KHOMKM W aBapuiMHOM pPa3b/NOKMPOBKM, a TaKkKe
nosy4YeHue Koga Karua.

OT0b6parkaeT COCTOAHNE MOAYNA CBA3W.

YacTto muraeT — MoAy/b CBA3M 06eCTOUEH.

PenKko muraet — MAET 3anyck MOAY /s CBA3M.

FOPUT NOCTOAHHO — MOAY/1b CBA3M aKTUBEH.

OTob6parkaeT MnosydeHMe 3anpocoB OT  ynpasastowWwei
nporpammbi.

BerbllwKkn — obpalieHus ynpasadtowein nporpammbl K
KOHTpOANEpYy.

STATUS KpacHbliit

CONN 3enéHbii

OPER eénTtbin

4. KOH®PUTYPUPOBAHUE KOHTPOIJIJIEPA

BaxHo! Npu koHurypuposaHumn koHTposnnepa Z-5R (moa. Web) crneayeT yuntbiBaTh, YTO
OH COCTOUT M3 ABYX (PYyHKUMOHambHbIX Y3Mn0B: cobcTBEHHO KOHTponnepa CKYL n moaynsa ceaAsu
C NoKanbHOW KOMMbIOTEPHOW CETLIO.

Mogaynb cBsi3u obecnevnBaer:

1) nogknoyeHne KOHTponnepa K JIokanbHOM CETU, UMEtoLLENCs Ha 06bekTe, No
nHTepdencam Ethernet nnn Wi-Fi, a Takke k cetam obuwero goctyna ¢ nomouibio USB-
MoAaema;

2) yCTaHOBIEHMNE CBSA3N C KOMMNbIOTEPOM, Ha KOTOPOM YCTaHOBIEHA yNpaBnsioLas
nporpamma CKY[], peanuaytowias ynpasneHne yHKLUSMU KOHTPOSS 4OCTyna (3arpyska
CMMCKa KapT, HacTpomka  npaB 4OCTyna, CYMTbiBaHMe cobbiTnin n3 bydepa u T.n.).

Mo cnocoby ycTaHOBNEHUS CBA3M C yNpPaBsoLWEen NporpaMmmMon BO3MOXHbI TPU pexnma:

* pexum ceasm Web. B aTom pexunme moaynb CBA3M COEAUHSETCHA C ynpasndalowmm web-
CEpBEPOM B CETU MHTEPHET, U ynpaBrneHue KOHTPOSMNepoM OCYLLECTBISeTCA Yyepe3 web-cant
(Hanpumep, oHNanH-cepBnC www.guardsaas.com);

-
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[}
1]
Q.
[
(3]
f
[ai]
w
S




Z-5R (mopg. Web) iron@Logic www.ironlogic.ru

* pexum ces3n CepBep. B aTom pexume mMoaynb CBS3U OXMOAET COeQUHEHMS MO MPOTOKONY
TCP/IP oT komnbloTepa, Ha KOTOPOM YCTaHOBMEHa ynpaenswwas nporpamma (Hanpumep,
GuardLight, GuardCommander, ABaHrapg);

*  pexum cBsasu KnueHT. B aToM pexxrme Mmogyrb CBA3W NbITAETCA CaM YCTaHOBUTb COEANHEHNE
no npotokony TCP/IP ¢ ynpasnsitowen nporpaMmmoi. [15sa HAaCTPOMKM 3TOro pexmnma Heobxoammo
ykasatb IP-agpec n TCP-nopt Ha yaanéHHom KomnbioTepe (Hanpumep, nporpammbl GuardLight);

Ethernet

Ethernet

* pexumceas3v Web-JSON

OT0T pexxum aHanorn4veH pexxumy Web, Ho oTnuvaeTca npotokonoM obmeHa ¢ web-cepsepom. OH
paccynTaH Ha CaMOCTOATENIbHOE HanucaHue cepBepHon Yactu. OnucaHme NpoToKona MOXHO
HanTW Ha canTe www.ironlogic.ru B pasgene “UiHterpauus’.

Mpn oTCyTCTBUM CBA3XM C YNpaBnslOWEn MporpaMMon KOHTponnep MOXeT pabotatb B
ABTOHOMHOM pexume.
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[ns ynpaBneHuns paboTon KOHTponnepa UCnonb3yeTcsa pacnonoXeHHas Ha nnarte ycTponcTea
nepemblyka:

;

OI4ANOO<
AVINYON<
MO0O1<

KOTOpas MOXeT HaXOAUTbCS B O4HOM U3 TPEX MONOXEHUM:

e CONFIG - npu nogaye nnuTaHnsa KOHTPOSNEP 3anyckaeTcs B peXXMMe HaCTPOMK/ napaMeTpoB
CBS31 U NoAKIIto4aeMoro obopyaoBaHus;

* NORMAL - «OOGbl4HbIN pexXnm» YHKLUMOHUPOBAHUA: MOAYMb CBSA3W MOAKMYAEeTCs K
NoKanbHOM CeTu B BblIOPAHHOM peXuMe, KOHTPONep OCYLWEeCTBASET (YHKUUU yrpaBneHus
poctynom. [lo nokanbHomy |P-agpecy [OOCTYNHO M3MEHeHuMe napamMeTpoB CBA3U U
noakntoyaemoro obopyaoBaHus;

* LOCK - byHKUMOHMpPOBaAHME aHaNOrM4yHO «0DObIYHOMY PeEXnmy», HO 3abnokmpoBaH web-
UHTEpPdENC HaCTPOMKM CBA3U M NOAKNYaemMoro obopyaoBaHUs, a Takke 3abnokMpoBaHO
oOHoBreHMe AaHHbIX B pexume cesasn Web.

5. WEB-UHTEP®ENC

Web-nHtepcenc wucnonbsyerca OnNs HaACTPOMKW MNapamMeTpoB CBA3W W NOLKNHOYAEMOro
obopynoBaHus. [1ns BbINONTHEHUSA HACTPONKN TpebyeTcst yCTPONCTBO, CNOCOBHOE NOAKMYAaTLCS K
cetn no Wi-Fi (nnaHwert, HOyTOYK nnn cMapTdoH), 1 UMetoLLLee BCTPOEHHbIV UHTEPHET-6pay3ep
(Internet Explorer, FireFox, Opera, ChromeunT.4.).

[na pgoctyna kK web-uHTepdency HacTpoek KOHTpOmfepa HYXXHO BbIMNOMHUTL CcregyoLlime
AEeNCTBUS:

1. YcTaHoBuUTb NnepeMblyky B nonoxeHne CONFIG.

2.MogaTtb NnuTaHme.

3. YcTaHOBUTbL CBA3b C KOHTporiepom rno Wi-Fiunu Ethernet:

1. Tlo cetn Wi-Fi:

1.1. Joxpatbes (go 45 cek) nosienexnns Wi-Fi-cetn ¢ umeHem ZSRWEB_XXXXXX.
1.2. Tlogknio4umTbCs K 3TOM ceTu (Naponb ANS MOAKITHYEHUS HE HYXEH).

2. Yepes Ethernet:

3.2.1. CoeanHnTb KOMNbIOTEP U KOHTpOnnep kabenem Ethernet ¢ pasbémom RJ-45.

3.2.2. loxpgaTtbCs OT KOMMbOTEPA COOOLLEHMST O MOAKNIOYEHNN K NOKaNbHOM ceTn (ao 45 cek).
4. OTKpbITb Bpay3epom cTpaHuuy no agpecy http://192.168.10.1, aBTopnsaumna He TpebyeTcs.
5. lMpoxoas no cTpaHUuamM MeH, BbINOMHUTE HACTPOKMKY NapaMeTpoB, He 3abbiBas Ha Kaxaown
CTpaHuLe HaxXmmaTb KHONKy CoOXpaHUTb.

B panbHenwem, nocne 3aBepLUeHNs KOHPUIypMpoBaHUS U MOLKITHOYEHNS
Z-5R (moa. Web) k nokanbHou ceTn (C nepeMbl4kon, ycTaHoBneHHon B nonoxeHns NORMAL
nnun LOCK), web-uHTepdenc HacTponku Takke byget goctyneH no IP-agpecy, kotopbin byaet
Ha3Ha4YeH KOHTPOMNepy Npu KoOHdurypmposaHum (GyaeT onmcaHo Huxe) unm nonyyeH ot DHCP-
cepsepa npu peructpauunm B nokanbHoW cetu. [pu oTKpbITUKM web-nHTepdenca no
nony4yeHHoMy IP-agpecy nosiBUTCA OKHO aBTOpu3aLmu, B KOTOPOE HYXXHO BBECTU: JTIOMMH
«z5rweby, napons AUTH_KEY. 3aBogckoe 3HavyeHne AUTH_KEY 13 BoCbMU CMMBOSOB
npvBegeHo Ha HakKnewnke, pacrnoroXeHHOoM Ha obpaTHOM CTOPOHE Koprnyca yCTPoNCcTBa Unun B
KOHLIE HacTosILEero pykoBoacTBa (cobnroaaTtb pernctp 6yks!).

3.
3.
3.
3.
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5.1 Bblbop fA3bIka
Mpy nepBOM BKNHOYEHUN B web-mHTepdhence ycTaHOBNEH aHMmUACKU A3blk. [Ons Bbibopa
Pycckoro a3blka LWENKHUTE No Haanucu PyccKum B NpaBoM BepXHEM Yy uHTepderica:

. . Z5-R WEB E= < Fnglish
Iron@LoglC SN: 50000 =y oo

5.2 BknapkacraTtyc
Ha Bknagke CtaTyc oToOpaxaeTcs TEKyLLEee COCTOSAHNE YCTPOWNCTBA:

. . ® Z5-R WEB SN2 nglish
".OHQLOg]c SN: 40001 2@;00}{%

MpoAcnUTENbHOCTE paboTel: 0 AHel, O Yyacoe, 55 MUHYT
CoeanHeHue: ETH
Pexiim: SERVER
CoeawHéH c: 192.168.201.1:11160
MpoAon#WTenbHoCTb: 00h 04m 39s
MpuHATO: 31.3 KiB
OTnpaeneHo: 120.6 KiB
MonoxeHne Nepemblidri: NORMAL
Bepcua FW koHTponnepa: 3.10

Bepcua FW moayns ceazu: 1.0.85

HEI-:::TFIOI:H-CM NoaknoYeHKA

3 Pexuim paboThl

HacTpoliky KoHTponnepa

PaclypeHHble HACTPOWKK

3pech:
MpoaonmknUTenbHOCTb PaboTbl: NPOOOMKUTENBHOCTL PAaboTbl YCTPOMCTBA C MOMEHTa nogauyn
nuTaHus.
CoeaunHeHume: kpaTkoe 0603HavYeHme TekyLero cnocoba noakntoyeHns K nokaneHom cetn (ETH —
CoKkpaLleHHo oT Ethernet—nt.4.).
Pexxum: Cnocob nogkntoyeHnst mogynsa cBs3u K nporpammHomMy obecneveHunto (Web, Cepsep,
KnneHt, ABToHOMHbIN, Web-JSON).
CoepuHeH c: B pexumax KnmeHt n Cepsep otobpaxaet IP-agpec komnbioTepa, ¢ KOTOPbIM
YCTaHOBIEHO COeAMHEHME.
MpoaonKUTENbHOCTb: NPOAOSMKUTENBHOCTL TEKYLIEro COoeanHeHuUst B pexumax KnueHT wu
Cepsep.
MpuHATO: OTOGPaXKaeT KONNYECTBO NPUHATBIX AAHHbIX B TEKYLLIEM COEAUHEHNN.
OTnpaBneHo: oTobpaxaeT KoNM4ecTBo NepefAaHHbIX AaHHbIX B TEKYLLEM COEANHEHUMN.
MonoxeHue nepemMbiyku: otobpaxkaeT nonoxeHme nepembivkn CONFIG, LOCK unn NORMAL.
Bepcusa FW koHTponnepa: otobpakaeT TEKYLL Y0 BEPCUIO NPOLLNBKN KOHTPOMepa.
Bepcusa FW moayns cBs3u: oTobpakaeT TEKYLLYI0 BEPCUIO NPOLLUMBKN MOAYNS CBA3W.

10
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5.3 Bknapgka Hactpowku nogknioyeHns
Ha Bknagke HacTpouMku noaknwYeHUA YycTaHaBnuBakwTcad cnocod W napameTpsbl
NOAKITOYEeHUS MogYyNA CBA3M K NoKanbHOM ceTu. HacTporka napameTpoB aHanornyHa Hactpomke
WHTEepHeT-poyTepa.
5.3.1 Ethernet
B cnyyae Bbi6opa cnocoba nogkntodeHns Ethernet nHtepdeinc npuHmaet cnegyrowmm Bua;:

HacTpoiKn NOAKNIOUYEHHA

@ Ethernet @ wi-Fi © 36 ©4G

WcrnonbzoeaTs DHCP:
DUKCUPOBAHHBIA IP:
CeTeean Macka:
Wnwoz:

DNS cepeep:

CoxpaHuTb

B cnyyae ncnonb3oBaHusa B iokansHon cetn DHCP-cepBepa ceTeBble HAaCTPOWMKM NoyyatoTcst
KOHTPOSIEpOM aBTOMaTUYECKM.
Ucnonb3oBatb DHCP: paspewaetr wucnonb3oBatb obpaweHne k DHCP-cepsepy ans
aBTOMaTM4eCcKoro nony4yeHus IP-agpeca n octanbHbIX CETEBbLIX NAapaMeTpoB, HEOOXOAMMbIX AN
paboTbl B AAHHOW NTOKanbHOW CETU.
Be3z DHCP: Heobxogmmo camMOCTOATENbHO 3anmMcaTb BCE MNapaMeTpbl, COOTBETCTBYHOLLME
KOH(pUrypaumm nokanbHOM CETU, K KOTOPOW ByaeT NOAKNHYEHO YCTPOMCTBO:

HacTpoikn nogknioyeHna

@ Ethernet © wi-Fi © 36 046G

WcnonbzoeaTe DHCP: [C]
DUKCMPOBAHHBIA TP: 192.168.1.100

Ceteean Macka: 255.255.255.0

Wnwo=: 192.168.1.1

DNS cepeep: 8.8.8.8

COXPaHWTE

dPukcupoBaHHbIn IP: yHukanbHbin IP-agpec, obecneuvBatolmin agpecaumio ycTponcTeBa B
noKarnbHOM CeTH.
CeteBas Macka: macka nogcetu, ucnonb3yemMas B JaHHOWN JTOKanbHOW CETH.
LLnto3: IP-agpec wnto3a ans cessu ¢ ApYrMMmn ceTsiMm (B TOM YUCHE U C UHTEPHETOM).
DNS cepBep: IP-agpec cepsepa DNS.

[Ons koppekTHoM paboTbl OOMKHbI ObITb 3agaHbl Bce napameTtpbl. Ecnv HekoTopble Bam
HEen3BeCTHbl 0BpaTUTECH K CUCTEMHOMY aiMUHUCTPATOPY.

Mocne HacTpoek Bcex napaMeTpoB HEOOXOAMMO HaxaTb KHOMKY CoXpaHUTb.

11
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5.3.2 Wi-Fi
B cnyyae Bbi6opa cnocoba nogkntodeHnsa Wi-Fi nHTepdenc BeirmsaanT crnegyrowmm obpasom:

HacTpoiku NogKNIOUSHHA

© Ethernet @ wi-Fi ©3c © 4G

— Wi-Fi
SSID: ZSRWEB_D00001
LWwibposaHme: none

Knou:

NoWck ceTel

—IP
Wcnonbzoeats DHCP:

DUKCUPOBAHHbIA IP:

Cetepan Macka:

Wnwos:

DNS cepeep:

CoXpaHWTE

SSID: HasBaHue Wi-Fi-ceTu, K KOTOpOor He06X0AUMO MNOAKMIOYNUTE YCTPONCTBO.
WundpoBaHue: TN wungposaHms B Wi-Fi-ceTn, K KOTOpPOM MOAKMOYAETCA KOHTpomnnep
(Bo3amoxHble 3HaveHns WPA, WPA2, none nT.n.).
Knrou: kntod wndposaHms (naponb), ucnonb3yembiin B gaHHon Wi-Fi-ceTtu.
Mounck ceTen: akTnBM3aumnsa Noncka AOCTYMNHbIX B AaHHbIN MOMeHT Wi-Fi-ceTen.
IP: HacTpolikK ceTeBbIX NAapaMeTPOB (aHaNorM4yHo HacTponke noakntodeHns no Ethernet).

lMNocne 3aBepleHns noncka goctynHoelx Wi-Fi-ceTen nosasuTca gnanor Co CNUCKOM HangeHHbIX
ceten ansa Bblbopa Heobxogmmon cetn. Paoom c HasBaHueM cetn oTobpakaeTcsi YpOBeEHb

curHana:

© Ethernet @ wi-Fi ©3c © 46

—Wi-Fi

SS5ID: Z5RWEB 000001

NMounck ceTei i

YpoBeHb
CHrHana

S5ID

ironlogic 47%
ironlogic 32%

default 34%

Buibpats WcKaTb cHoEa
2aKpLiTh

I I |

CoxpaHnTb

12
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[na Bbibopa noKanbHOW CeTU HeOBXOAMMO BbILENUTb HYXHYK CETb W HaXaTb KHOIMKY
Bbi6paTtb. [1pn atom Ha3BaHne Wi-Fi-ceTn n Tun wmnpoBaHnsa aBToMaTtuyeckm otobpassaTtca B
HacTponkax. [lpu wucnonb3oBaHUU LWKUPPOBAHUSA HEOOXOAUMO BpPYYHYKO BBECTU KIIHOM

LWwnpoBaHnS:

D Ethernet @ wi-Fi © 3G © 4G

— Wi-Fi

SSID:  ironlogic
Wuipoeanne: mixed WPA/WPAZ PSK

Knwou:  123mYKEY321

MoucK ceTed

WcnonszosaTe DHCP: [
DUKCHWPOBaHHLIA IP: 10.10.1.100
CeTeean Macka: 255.255.255.0

Wnwos: 10.10.1.1

DNS cepeep: 8.8.8.8

CoxpaHuTe

Hanee B cnyyae otcytctBus DHCP-cepBepa HeobxooMMO KOPPEKTHO HacTpOuUTb CETEBbIE
napameTpbl.

[Mocne HacTpoek Bcex napameTpoB HEOBXOANMO HaXKaTb KHOMKY COXpaHUTb.

5.3.3 3G moaem
B cnyyae BbiGopa cnocoba noakntoyeHns yeped 3G mogem UMHTepdenc npuHUMaet

cnegyroLwmm Bua;

© Ethernet © wi-Fi @36 © 46
3G

YcrpolcTeo: /dev/ttyUSBO -

APN: internet
Norwu:

Maponb:

CoxpaHuTb

30ech:
YcTponCcTBO: BbiNagatLmMin CUCOK NMOPTOB AOCTYMHbLIX MOAEMOB, MOAKIMIOYEHHbLIX B [AaHHbIV
MoMeHT K USB-nopTy ycTponcTBa.

OcTtanbHble NapameTpbl HEOOXOAMMO YTOYHUTb B AOKYMEHTaumm Ha mogem wunu y GSM-
oneparopa CBA3u:
APN: nms Toukm focTyna oneparopa CBA3W.
JloruH: norvH ong goctyna K ycnyram cBasu onepaTopa.
Maponb: naponkb 4ns ocTyna K ycnyram CBA3u onepartopa.
Mocne HacTpoek Bcex napameTpoB HeOBXoANMO HaXKaTb KHOMKY CoXpaHUTb.

13
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5.3.4 4G mopem
B cnyuyae BbiGopa cnocoba noakntoveHna yepes 4G mogem uHTEpdENC NpUHMMaET
cnepyroLwmmn Bna;

J Ethernet © Wi-Fi ©3G @4G

4G
YcTpolcTeo: Jdev/ttyUSBO -

APM: internet

CoxpaHnTb

30ech:
YcTponcTBO: BbiNnagatoLlmnin CAMCOK MOPTOB AOCTYMHbIX MOAEMOB, MOAKMIOYEHHbIX B AAHHbLIN
MomeHT Kk USB-nopTy ycTponcTaa.
APN: nms ToukM gocTyna onepaTtopa CBs3n: HeOBXOANMMO YTOYHUTBL B JOKYMEHTaLMM Ha MogeM
nnuy oneparopa.

lMocne HacTpoek Bcex napameTpoB HEOBXOANMO HaXKaTb KHOMKY COXpaHUTb.

5.4 Bknagka Pexxum paboTbl

Ecnun npegnonaraetca pabota Z-5R (mog. Web) B ceteBoM pexume, T.e. nog ynpasreHnem
BHELUHEN nporpaMMbl, TO MOCIe HACTPOWMKX MOAKMYEHMS K JOKanbHOW CeTn Heobxoaumo
HaCTPOUTb PEXMM YCTaHOBINEHNS CBSA3M MeXAY YNpaBnsaioLLen NporpaMmmon 1 Moaynem ces3u. Ha
Bknagke Pexum pabotbl BbiGMpaeTca cnocob nogknoveHns Mogynsi CBsS3M K NporpammMHOMY
obecneyeHunto npu paboTe B CETEBOM pPEXMME:

— OBLwre HaCTpoRKK
Kntou ayTeHTudukaumm: 92554EFF
Pexuwm paboTel:  WEB -

McnonezoBate NTP AnA CUHXpOHUZaLMK
BpEMEeHM:

¥l

Anpec NTP cepeepa: pool.ntp.org

YacoeoW noAc: |

3pece:

Knrou ayteHTudpmkaumm: Kniou ayteHTudmnkauum Heobxoamm ans NOAKMYEHNa K obnayHomy
NHTepHeT-cepBepy B pexume Web, a Takke ans goctyna Kk web-nHtepency koHtponnepa Z-5R
(mog. Web). NepBoHavanbHO 30ecb oTobpaxkaeTcs 3aBoACKOE 3HAYEHME, yKa3aHHOE Ha HaKnenke
Ha kopnyce yctponcTtea (cMm. AUTH_KEY). Npu Heo6xoanmMoCcTn Ha JaHHOM Luare HacTPOWKK ero
MOXHO M3MEHUTb (0NyCcKaTCa LMdpbI 1 NaTUHCKME DYKBbI).

Pexxum pabotbi: Beibop ceteBoro pexuma pabotsl - Web, CepBep, KnueHt, Web-JSON unnu
BbIOOP aBTOHOMHOTO pexnma paboTel ABTOHOMHbIN.
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Ucnonb3oBatb NTP ana cuHxpoHu3aumum BpeMeHU: paspeLlaeT UCnonb3oBaTb TEXHOMOMMI0
NTP ons CMHXpoHM3auMm YaCcoB B KOHTPOSEPE C YKa3aHHbIM CEPBEPOM TOYHOIO BPEMEHMN.
Apnpec NTP cepBepa: agpec NTP-cepBepa, cnonb3yemMoro A1 CUHXpOHM3aL MM Yacos.

YacoBou nosic: 4acoBoK NOSAC, UCMONb3yeMbI 4151 KOPPEKTUPOBKM FTOKarbHOro BpeMeHU npu
CUHXPOHM3aLNN YacoB.

5.41 Web

Pexxum Web obecneunBaeT cBs3b ¢ «00navyHbIM» cepBUcoM. [1ns HACTPOWKM pexmuma paboTbl
Web Heo6x0aMMO yTOMHUTB Y NOCTaBLLMKA YCIyr U 3agaTh CrieayoLne napaMmeTpbl:
Appec cepBepa: nvsa unu IP-agpec web-cepeepa «obnadHoro» cepsuca, K KOTOPOMY OOSTKEH
OyOeT NoaKIoYaTbCA KOHTPOrnep.
MopT: nopt web-cepsepa.
MyTb: nyTb K panny o6paboTkm JaHHLIX web-cepBepa.
Maponb: naponb Ang 4ocTyna K AaHHbIM Ha web-cepBepe.
MHTepBan nepeaaun: nHTepBan coeaMHeHns c web-cepBepom B CEKyHAaX.
Yucno coObITUI: YMCNO COOLITMIA B KOHTpOMsiepax, npuM KOTOPOM MNPOMCXOOAMT OOCPOYHas
OTnpaBKa JaHHbIX Ha Web-cepBep [0 UCTeYeHUs UHTepBara nepegayu.
[MNocne HacTpoek Bcex napameTpoB HEOHX0ANMO HaxaTb KHOMKY CoXpaHUTb.

—ODwWMe HacTpoRKK

Kntou ayTeHTuduKaumn: 92554EFF

Pesxkum paboTel:  WEB -

Mcnonezoeate NTP AnA CMHXpPOHWZAUMK
BpEMEHN:

=

Anpec NTP cepeepa: pool.ntp.org

Yacoeoi noAc: ;L

—WEB
Apnpec cepeepa: hw.guardsaas.com

Mopt: 80

MyTb: |/data.php
WcnonbzoeaTs HTTP npokcn:  [C]
Afpec npokcw cepeepa: [192.168.1.1
MopT Npokck cepeepa: |3128
Mapons: ab974088d09d4dc3
MHTepean nepengaun: 10

Yucno cobbimmia: 1

CoxpaHnTo
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5.4.2 CepBep
B atom pexume Moaynb CBSI3M OTKPbIBAET 3adaHHbIN OKanbHbIA MOPT U OXuaaet

NOAKITIIOYEHUS K HEMY yrnpaBnsitoLwen nporpammel. B cnyyae Bbibopa pexnma pabotel CepBep
cnepnyer 3agathb:

—OBWWe HACTPORKK

Koy ayTeHTUdrKaLm:

Pexum paboTsl:

Mcnonbzoeate NTP AN CMHXpOHWZAUMK
BpeMeHK:

Anpec NTP cepeepa:

Yacoeold noAc:

92554EFF

pool.ntp.org

UTC+32 -

—Cepeep
NokanoHblid MopT:

PazpelléHHblii IP:

1000

255,255,255.255

{CoxpanuTe:

30ech:
NokanbHbIM nopT: TCP-nopT, K KOTOpOMY [ofmkHa OyaeT OcCywecTBAsATb NOAKNIYEHME
ynpasngioLasa nporpamma.
PaspeweéHHbIin IP: IP-agpec komnbioTepa, ¢ KOTOPOro ynpaensioLwen nporpammMme paspeLleHo
yCTaHaBnNuBaTb COeAUHEHME C KOHTponnepoM (255.255.255.255 gns gonycka Bcex IP-agpecos).
lMocne HacTponkun BCcex napaMeTpoB HEOOXOANMO HaxaTb KHOMKY CoOXpaHUTb.

5.4.3 KnueHT

B cnyuyae Bbibopa pexvma paboTtbl KnueHT moaynb cBA3n cam GyaeTt nbiTaTbCA YCTaHOBUTL
coeuHeHue C ynpasndaLLen NporpaMmmon no ykasaHHbIM IP-agpecy n nopry.
3apaHuto nognexar cnegyowue napameTpbl:

—OblwKe HACTPONKK

Koy ayTeHTudukaumm:  92554EFF

Pesxam paboTel:  KnnenT -

Mcnonbzoeate NTP ANA CUHXPOHW23LIMK
BpEeMeHM:

Apnpec NTP cepeepa: pool.ntp.org

Yacoeol noAc: UTC+3 -

—KnuenT

Appec cepeepa: 192.168.100.111

MopT cepeepa: 25000

3pech:

A.qpec cepBepa: 3necb YKa3blBaeTCA IP-a,u,pec KOMMbKOTEPA, C KOTOPbIM MOAYJ1b CBA3W OOJDKEH
YCTaHOBUTb coeanHeHne ana cBA3n C ynpaBnmou_\eVl HpOFpaMMOIZ.
FlopT cepBepa: |P-I'IOpT, KKOTOPOMY AOOJTKHO OCYLLECTBINATLCA NOAKITHOHEHUE.

Mocne HacTponkn Bcex NnapaMeTpPOB HEOOXOAMMO HaXxaTb KHOMKY CoOXpaHUTb.
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5.4.4 ABTOHOMHbLIN

HauyanbHas HacTtponka CKY[], koTopas Ha ApyrMx KOHTpoOnsiepax BbIMNOMHAETCA C NOMOLLbIO
nepemMblyek, Ha JaHHOM KOHTPOSSiEpPe BbINOSHAETCS C MOMOLLBbI pexnMa ABTOHOMHBLIW. JTOT
pexuMm npegHasHadeH ana paboTbl CO CNUCKOM Kroyen KOHTporsiepa 6e3 ucnonb3oBaHus
MacTep-knova 4vepes web-uHtepdenc. Takum obpasom, cosgaHve M pegakTupoBaHue 6asbl
AAHHbIX KMHYen BO3MOXHO OCYLLIECTBUTbL ABYMS cnocobamu: yepes web-nHTepdeinc n ¢ nomoLLbo
crneunarnbHOW proximity-kapTbl, Ha3biBaeMOW MacTep-Ko4oM (MporpaMmMupoBaHne KOHTponnepa
C MOMOLLbID MacTep-krntoda byaet paccmotpeHo ganee). Ana obecneyeHns HacTponkn 6asbl
KINOYEn K KOHTponnepy HeobxoaumMo MNOAKMOYUTb CYMTbIBATENU. YNpaBneHne B aBTOHOMHOM
peXxnmMme OCyLLIECTBNAETCA OAHOBPEMEHHO ABYMS GaHKaMu namaTu.
B cnyyae koHdurypupoBaHusa 6asbl JaHHbIX Kioven Yyepes web-uHtepdenc crneayet Bblbpatb
pexum paboTbl — ABTOHOMHBIW. Torga uHTepdenc ynpasneHns npuMeT cneayowmmn BUa;:

—OBLWe HACTPORKK

Kniou ayTeHTudukaumn: 92554EFF

Pexwum paboTsl:

McnonbzoBaTe NTP ANA CMHXPOHW3ALIMK
EpEMEHW:

Anpec NTP cepeepa: pool.ntp.org

YacoeoW noAc: UTC+3 -

— ABTOHOMHbIRA

Pexnm Accept: [

PexuM 0oDaBneHWs Knodei: | BrAKYWMTb

PexuM AoGaENeHWA MacTep-KnodYeid: | BRIKYMTD
PexMM YOANEHWA KNoYei: | BKAKYUTH
COXpaHuTL Knioun B dain: | CoXpaHuTb

. 0bsop... | ®ain +
3arpysuTe KoUK uz faina: —————
3arpyautb

Pexxum Accept: BknoyaeTr pexum Accept, B KOTOPOM BCe€ HEWU3BECTHblEe KIllouM OyayT
3anuncbiBaTbCs B NaMATb Kak MPOCTble HOBbIE K14y (nogpobHee cM. n.7.6).

Pexum pobGaBrneHusi Krro4ven: MnepeBoanT KOHTPONSiep B pexum [obaBneHWs npocTbiX Y
Gnokupyomx knoder (nogpobHee cm. n.7.1).

Pexum nobaBneHuss MacTep-KIOYen: nepeBoanT KOHTPOInep B pexum gobasneHns macrep-
kntoyen (nogpobHee cm. 1.7.2).

Pexnm ypaneHus Knwoyen: yaandeT MNOAHECEHHbIN K CYATbIBATENO KoY M3 Gasbl JaHHbIX
(nogpobHee cm. 1.7.3).
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BHumaHume! lNpu BbibOpe aencteumn «gobaBneHune knoyeny», «aobaBneHne Mactep-Kndeny u
«yganeHue Krnwo4ven» nosiBUTCA AOMNOMHUTENbHOE OKHO C npeaynpexaatolen nHgpopmaumen o
TOM, 4YTO KOHTPONSEp aBTOMATUYECKM BbINOET U3 3STOr0 pexuma, €ecnv naysa mexay
npeabsBnsieMbiMu Krtodamm byaet 6onee 16 cekyHa,.

CoxpaHuTb Knouu B pann: Mo3BONsieT COXpaHUTb 6Gasdy [AOaHHbIX KIYen M3 namsTu
KOHTponmepa B charin Ha yCTPONCTBE, C KOTOPOro NPON3BOAUTCSA HACTPOMKa.

O630p: No3BondeT BblbpaTb hann Ha yCTPOMUCTBE, C KOTOPOro NPOU3BOAUTCS HAcTpoKKa, Ans
BbINONIHEHNA AENCTBUS «3arpy3unTb KITOUM U3 panna.

3arpy3uTtb knioum u3 danna: sarpyxaet 6asy knioven M3 ganna Ha YCTPOWCTBE B NaMATb
KInoden KoHTponnepa. 3anncb NONTHOCTHH OOHOBMASET NAaMSATh KITHOYEN.

5.5 BknapgkaHacTtponku KOHTponnepa
Bknagka HacTpouMku KoHTponnepa rMo3BOSfiFdeT YCTaHOBUTb MapamMeTpbl paboTbl

KOHTponnepa:

Twn 3aMKa: 3NeKTpo3alWeEnka -
MpOTOKON CUMTHIBATENEI: iButton @ Wiegand
Bxog noxapHoil Tpeeori:
BHYTPEHHUA 2BYK: v
Bpemsa oTKpoITWA: 10 x 0.1c.
Bpemsa KOHTpONA OTKPLITUA: 30 x 0.1c.
Bpema KOHTpONA 3aKpoiTUA: 0 x 0.1c.

OTKpbITh ABEPb: | Bxog ” Bbixog

| CoxpaHuto ‘

Tun 3amka: Bbibop Tvna 3amka OnekTposalwénka*, QnekTpoMarHuTHbIN™™,
ONEeKTPOMEXaHNYECKNIN***,
*OneKTpo3aLyérnka - OTKpbIBaeTCAa nogaden Hanps>keHns Ha HeorpaHUYeHHoe BpeMs.
**ONeKTpOMarHUTHbIN - OTKPbIBAETCA CHATUEM HaMNpPsHKEHUS.
***ONeKTpoMexaHNYeCKnin - OTKPbIBAETCA Nodadven HanpsbkeHnsa B BUAE KOPOTKOro MMnyrbca.
MpoTokon cuutbiBaTenen: Bolbop npoTokosna nepegayn koga knwoda. Npu Beibope npoTokona
Wiegand pasmep nocbisiku (26, 34, 42 vnun 50) koHTponnep onpegenser asToMaTu4ecku.
Bxopn noxxapHoun TpeBOru: paspeLleHme aBapuinHon pasbrnokMpoBK/ Npoxoga npy NOCTynneHnn
curHana Ha Bxoa EX.OPEN.
BHyTpeHHUN 3BYK: BKITOYEHME/OTKITIOYEHE BCTPOEHHOIO MCTOYHMKA 3BYKA.
Bpems OTKpbITUA: ONMTENBHOCTb MMMYNbCa, BblAaBaeMOro Ha 3arnopHoe YCTPOWCTBO, AN
pa3bnoknpoBkn Npoxoaa. B 3aBUCMMOCTM OT TMMa 3aMKa 3TO MOXKET ObITb Kak CHATUE HanpsiXKeHus,
Tak un ero nogava.
Bpems KOHTpONs OTKPbITUSA: BPEMSA OXMAAHUA OTKPbIBAHUS OBEPU MPU paspeLlEHHOM Npoxoae.
OTKpbITME ABEPU NO UCTEYEHUN ITOrO BpeMeHu KBanuduumpyeTtcs kak B3rom. [pu 3agaHum
3Ha4yeHus, MeHbllero 4Yem «Bpemsi OTKpbITUSI», ONS AaHHOW (YHKUMKM OyaeT MCcnonb3oBaHO
«Bpems oTkpbITUS».
Bpems KOHTpONA 3aKpbITUA: BpeMSsI KOHTPOIS OTKPLITOrO COCTOSIHMA ABepy. Ecnn 3a 3agaHHoe
BpemMsi ABepb He Oyger 3akpbita, TO OygeT copmupoBaHO cobbiTve «[lBepb oOcTaBneHa
OTKPbITONY. 3Ha4YeHune, paBHoe «0», OTKNKYAET KOHTPOSb.
OTKpbITb ABepb: Web-kHOMKM, OTKpbIBalOLME Npoxod n oopMupytolme cobbiTua 0 KomaHae
orneparopa, paspeLuaroLen BXo Unn BbIXOA.

[Mocne HacTpoek Bcex napameTpoB HEOBX0ANMO HaXKaTb KHOMKY COXpaHUTb.
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5.5.1 Bknapaka PaclumpeHHble HacTPOMNKHK
Bknagka PacwmpeHHble HacTPOUKM NO3BONsiET 0OHOBNATL NporpammHoe obecneveHue (MO)
KOHTpoOnmnepa, ckauvMBaTb M 3arpyxaTb KOHUrypauuoHHble arnbl, OOGHOBNATL MPOLUMBKY
KOHTpoOnsepa, BOCCTaHaBNMBaTb 3aBOACKNE HACTPOVKM U Nepe3arpyxaTb KOHTponnep:

PacumpeHHble HACTPOHKH
COXpaHWTb KOHMKWMYpaUWoHHbIA dain: COXpaHUTb

0bzop...
3arpy=nTbh KOHOWINYPaUWOHHbLIA dann: ——————
3arpysvTb

06zop...
OBGHOBNEHWE NPOWWBKW: ————————
OBHOBWTHE

BOCCTAHOBWTL 33B0ACKME HaCTPOWKM: BOCCTaHOBWTL
Mepezarpy=Ka KOHTpOnnepa: MepezarpyuTh

CoxpaHuUTb KOHPUrypaLMOHHbIN pann: COXpaHSIET BbIMOSTHEHHbIE HACTPOWMKM KOHTpOsnepa B
doann Ha yCTPOMCTBE, C KOTOPOro NPOM3BOANTCHA HACTPOMKA.

3arpy3uTb KOH(UrypauumoHHbIn hann: 3arpy>xaeT COXpaHEHHble HACTPoOWKM M3 danna Ha
YCTPOWCTBE, C KOTOPOro Npomu3BOAUTCA HacTporka. dann npegBapuTenNbHO HYXXHO BbiOpaThb,
HaxkaB KHomMKy « O630p...».

O6HoBNeHue npowWMUBKU: no3Bondetr O6HoBUTbL MO KOHTpOMNEpHOW 4YacTwu
Z-5R (mopg. Web). ®ann ¢ npowwmMBKOW NpeaBapuUTENbHO HYXHO BblOpaTb, HaXaB KHOIMKY
«O630p...».

BoccTtaHoBUTbL 3aBOACKME HACTPOMKU: BOCCTaHaBNNBAET HACTPOWMKM.

MNMepe3arpy3ka KOHTposnsepa: BbIMNOMHAET nepesanyck KOHTposinepa, YTobbl YCTaHOBMEHHbIEe
N3MEHEeHNs HaCTPOWKM CETU BCTYMNUNN B CUNY.

5.5.2 3aBepweHune paborbl Web-nHrepdcenca
Ona 3aBepweHns paboTtbl ¢ web-nHTepdencom HeobxooMMO YCTaHOBUTb MEPEMbIYKY M3
nonoxeHns CONFIG B8 NORMAL wnun LOCK, BbibpaTb Bknagky PaclimMpeHHble HaCTPOMKMU Wt
nepesarpy3uTtb KoHTponnep. [ns Bbixoga M3 web-nHtepdenca HeobxoamMmo 3akpbiTb BKIAAKy
Opaysepa.

6. BKITKOYEHUE KOHTPOINEPA UHAYANO PABOTDI

MoaknounTe BHELLHME YCTPOMCTBA K KOHTPOMepy B COOTBETCTBMM C pa3genom 3. HayanbHble
(3aBoackue) HacTporku moayns ceasn Z-5R (mog. Web):

—npotokon Ethernet— pexxum DHCP;

— Wi-FinpoTokon — He HacTpoeH (MMs CETU He 3a4,aHo0);

— peXum yctaHoBneHus cessn — Cepsep, nokanbHbin nopt —1000.

BHumaHue! UameHeHMe HacTpoek Moayns CBA3U BO3MOXHO TonbKo Yepe3s Web-uHtepdenc.

M3meHeHMe 3aBOACKMX HaCTpPOeK OnuMcaHo B MN.5 HaCTOSAWero pykoBoacTBa. MameHuTte
3aBOACKME NapaMeTpbl B 3aBUCUMOCTM OT BbIBPaAHHOIO pexxmma.

Boikntounte nutaHue. MNepectaBbre nepemblyky B norioxeHne NORMAL vnn LOCK v nogante
nutaHme. KoHTponnep rotos k paboTte B BbIOpaHHOM pexume.

[nsi paboTbl C KOHTPONNEPOM B aBTOHOMHOM pexnme Heobxoammo (Yepe3 web-nHTepdgeric)
BblGpaTb BKNaaKky «Pexxum paboTbly», yCTaHOBUTb PeXnM paboTbl «k ABTOHOMHbIM» 1 CO34aTb XOTS
Obl oguH MacTep-knwd. [lanee, coxpaHMB aBTOHOMHbIN PEXUM paboTbl, BbINTU K3 web-
NMHTepdenca n cosgaTb Kym Ang npoxoaa.
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7. HACTPOMKA KOHTPOJINEPA C MOMOLLbIO MACTEP-KITIOYA
[na ynpaBneHuMs KOHTponnepomMm (Ona nepeBoda KOHTPoOMMepa B HYXHbIA pPeXnm

nporpaMMnUpoOBaHus: co3daHue/yganeHus npocTbiX W/MNn OGNOKMPYIOWNX KapT, BKIIHOYEHUEe
pexuma «Accept» 1 T.4.) MCNONb3YITCA KOpPOTKME (MeHee 1 ceK) U AnMHHbIE (OKOMO 6 Cek)
nogHeceHns (KacaHusl) MacTep-knwyva K cuuTbiBaTento. Ha paboTy B KaXaom pexume
nporpaMMnpoBaHUs eCTb OrpaHNYeHne Ha BpeMs rnocre nocnegHero kacaHus (okono 16 cek),
nocrie KOTOPOro KOHTPOSEP BbIXOAUT U3 peXxmMa NporpaMMnpoBaHms, MHPOPMUpPYs cepuen ns 4
KOPOTKUX CUrHarnoB.
BHumaHue! KoHTponnep nmeet aea 6aHka gaHHbIX KIlOYEN, KOTOpble B aBTOHOMHOM peXxunme
ynpaBnaTCcA (3anosHATCSA/CTUPaKoTCsl) 04HOBPEMEHHO.
BHumaHue! [1na nporpaMmmMmnpoBaHnsa C MOMOLLBIO MacTep-Knda CcYMThiBaTeENN OOSMKHbI ObITh
noakKsitodeHsbl No npoTtokosny iButton.

Bo3moXHbI crnegytoLme pexxmmMbl NporpamMmmMmMpoBaHuS:

* [o6aBneHue NPOCTbIX KNO4Yen - 1 ANMHHOE KacaHue.

* [o6aBneHune macrtep-kno4ven - 1 Kopotkoe u 1 ANMHHOe.

* YpaneHue npocTbIX KNKYen - 2 KOPOTKUX U 1 AnNnHHoe.

e CTupaHue Bcex Krnro4veun (mamaTu KoHTpornnepa) - 3 KopoTkux u 1 anuHHoe.

* YcTtaHOBKa BpeMeHU OTKpbIBaHUsI ABEPU - 4 KOPOTKUX.

* lMepexopn B pexum "Accept” - 5 KOPOTKUX.

* BbiknroyeHue pexunma "Accept” - 1 KopoTKoe.

7.1 [JoGaBneHue NpPOCTbIX KNKO4en

MogHecuTe n yaepxuBanTe MacTep-Knod (4SIMHHOE KacaHue). B MOMEHT kacaHns KOHTpornnep
BblJACT KOPOTKU CUrHamn, noaTBepXaatrowui Ono3HaHMe mMacTep-kntoda, U Yyepes 6 CekyH[ -
BTOPOW CUrHar, ykasblBaloLLMii Ha Nepexod KOHTposnepa B pexmm gobaBneHns NpocTbiX KIYen.
[Mocne atoro mactep-kntod cnenyet yopatb. [Ins aobaBneHns HOBbIX KoYer kacanTecb MMM No
oyepeau cuMTbIBaTENS C Nay3on Mexay kKacaHusaMm meHee 16 cekyHa. Ha kaxgoe kacaHue HOBbIM
KITIO4OM KOHTPOSfep BblAaeT MOATBEPXKAAKLMA KOPOTKUA curHan. Ecrnn HOBLbIM KoY nocne
nogHeceHns yaepXuBaTb B Mone cuutbiBatens 6Gonee 3 cek, To OH OydeT 3anmcaH Kak
Gnokupyrowmn. Ecnv nogHECEHHBIN KIOY YXXe MMEETCHA B NaMATH, TO KOHTPOMNep nsgact asa
KOPOTKMX curHana. Bbixogd 13 pexunma npoucxogut nnbo aBTomaTndeckn yepes 16 cekyHa nocne
nocrnegHero KkacaHums, nmbo npu kacaHum mactep-knovom. O BbIXOAE M3 pexuma KOHTponnep
NHJOpMUpPYET cepmnen U3 4 KOPOTKNX CUTHANMOB.

7.2 [oGaBneHune mactep-kKno4yen

KpaTKkoBpeMeHHO KOCHUTECb MacTep-KIo4OM CuYMTbIBATENs (KOpOTKoe kKacaHue). B MoMeHT
KacaHWsi KOHTPOSNep Bbl4ACT KOPOTKUN CUrHAM, NoATBEPXOAtoLWNIMA ONO3HaHME MacTep-Krya, n
He B6onee yeM Yepes 6 CeKyH KOCHUTECH U yAepXXMBaNTE MacTep-KIoY y cHnTbiBaTens (AnnHHoe
KacaHue). B MOMEeHT BTOPOro KacaHust KOHTPOSSep BblAacT ABa KOPOTKMX CUrHaANa, yKasblBatoLLmX
Ha BTOpPOE KacaHwe MacTep-Kn4YoM B pexmnmme nNporpaMmMmpoBaHnd, U Yyepes 6 CekyHa - OauH
CUrHan, ykasblBaloLMii Ha nepexon KoHTpornnepa B pexum gobasneHns mactep-kntoyen. Nocne
3TOro MacTep-KntoY cnegyet yopatb. [ns gobasneHnst HOBbIX MacTep-Ko4yemn Kacantecb MU Mno
ovepeaun cumTbiBaTeENS C Nay3on Mexay KacaHusamu He Gonee 16 cekyHa. Ha kaxpoe kacaHue
HOBbIM KIHOYOM KOHTPOSMSEp BblAaeT MNOATBEPXOAKLWMN KOPOTKMM curHan. Ecnu knwoy yxe
NMEETCS B NaMSATM KaKk MacTep-KrtoY, TO CUrHanoB He byaer.
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Bbixoa 13 pexxuma gobasneHns mactep-Knioyern NnpomcxoanT aBToMaTmyeckn Yyepes 16 cekyHa
nocne nocnegHero kacaHumsa. O BbIXO4E M3 pexuMma KOHTponnep UHdopMupyetr cepuen us 4
KOPOTKUX CUrHaroB.

7.3 YpaneHue npocCTbIX KIo4ven

[1Ba pa3sa KpaTKOBPEMEHHO KOCHUTECb MacTep-KNYOM cYMTbIBaTENs (KOpOoTkue KacaHus). B
MOMEHT MEePBOro KacaHusi KOHTPOSfep Bbl4ACT OAWH KOPOTKUM CuUrHan, noaTBepKaaroLimin
OMo3HaHWe MacTep-krwya. B MOMEHT BTOPOro KacaHusi KOHTpomnfnep BblOacT ABa KOPOTKUX
cuUrHana, ykasblBaloLmMx Ha BTOPOE KacaHMe MacTep-KYOM B PEXMME NMPOrpamMmMmMpoBaHuns, N HE
bonee yeM yepes 6 CekyHA KOCHUTECHb M yAEepXXMBaNTe MacTep-KioY y cunTbiBaTens (AnuHHoe
KacaHue). B MOMEHT TpeTbero KacaHusi KOHTPOnep BblAACT TPU KOPOTKMX CUrHana, n yepes 6
CEKYH[, - OOMH CuUrHan, ykasblBaloLmMi Ha Nepexos B PeXMM CTUPaHUS NpoCTbIX Kntoden. MNocne
3TOro MacTep-KnoY crneayet yopatb. [Ana cTupaHms NpocTbiX U GrOKUPYHOLLMX KIToYen KacanTech
UMM NOOYEPEQHO CHUTLIBATESSA C Nay30M Mexay KacaHusamMu He 6onee 16 cekyHa,.

Ha kaxpoe kacaHne CTUpaeMbiM KITHO4OM KOHTPOSEP Bbl4ACT NOATBEPXAAKOLLUNN KOPOTKUI
curHan. Ecnu kntoya HeT B namMATh, TO ABa KOPOTKMX curHana. Beixog ns pexxunma npovcxogmt nnbo
aBTOMaTU4eckn 4epe3 16 cekyH nocre nocrnegHero KacaHus, nmbo npu KacaHuM macTtep-
kntodom. O BbIXOAE U3 peXnma KOHTpOonep MHPOPMUPYET CepUen KOPOTKMX CUTHAOB.

7.4 CtupaHue Bcex Knroyen (namaT KOHTpornsepa)

Tpu pasa KpaTKOBPEMEHHO KOCHUTECb MacCTep-KIto4OM cuuUTbiBaTeENS (KOPOTKMe kacaHus). B
MOMEHT MepBOro KaCaHWs KOHTPOSSiep BblOACT OAWH KOPOTKUM CUrHas, nogTBepXXaatoLuun
OMNo3HaHWe MmacTep-knoya. B MOMEHT BTOpPOro KacaHusi CcuMTbiBaTeNb BblAAcT ABa KOPOTKUX
curHana, ykasblBaloLLMxX Ha BTOPOE KacaHne MacTep-Knio4oM B pexxnme NporpaMmmMmpoBaHus.

B MOMeHT TpeTbero kacaHusi KOHTpOmnnep Bbl4ACT TPU KOPOTKUX CUrHana, ykasblBatoLmx Ha
TpeTbe KacaHue MacTep-KIodoM, U He Bonee Yem Yepes 6 CeKyH KOCHUTEChb U yaepXuBanTte
MacTep-KinoY y cunTbiBatens (4nnHHOe KacaHue). B MOMEHT 4YeTBepToro KacaHusi KOHTponnep
BblAAcCT YeTblpe KOPOTKMUX CUrHana, n 4yepes 6 CekyHA - Ceputo KOPOTKUX, YKasblBalOLMX Ha
CTUpaHWe NamMsiTM KOHTponsiepa 1 BbIXod U3 pexnma nporpammmpoBaHus. [locne atoro macrtep-
Kntod criegyet yopatb.

* B MOMEHT cTupaHusa Bcern 6a3sbl C NOMOLLLI0 MacTep-KapTbl HE MPOUCXOOUT CTUPaHUSA
3anporpaMmMMpOBaHHOIO BpeMEHU OTKPbIBAHUS 3aMKa.

7.5 YcTaHOBKa BpeMeHM OTKpbIBaHUA 3aMKa

UeTbipe pasa KpaTKOBPEMEHHO NogHEeCUTe MacTep-KoY K CHUTbIBATEN0. B MOMEHT Kaxgoro
KacaHuUsi KOHTpOmnsiep BblAacT CUrHanbl, NogTBepXXAarloline Ono3HaHuMe MacTep-Krya, a ux
KonnyectBo OyaeT COOTBETCTBOBATb KOMMYECTBY KacaHwi. B MOMEHT 4eTBepToro KacaHus
KOHTpOIep BblAACT COOTBETCTBEHHO YETbIPE CUrHana u nepenaeT B peXmm nporpaMmMmnpoBaHus
BPEMEHN OTKpbIBaHUS. B TevyeHunM 6 cekyHO OT nocregHero KacaHusi HeobxoauMO HaxaTb U
yaepXunBaTb KHOMKY ABEpU Ha BpeMsi, HeobxoamMmoe Ang oTKpbiBaHUS. [locne oTnyckaHns KHOMKK
KOHTPOSep Bbl4ACT CUrHAS 1 3anuiieT BpeMs B NamMsaTb. [Ns TOYHOW HACTPOMKM peKoMeHayeTCs
nons3oBaTtbcsa Web-uHtepdencom.

7.6 BknioueHune/BbiknO4YeHMe pexuma «Accept»
Pexxnm "Accept” npumeHsieTcst 4na 3anmcu Bcex No4HOCUMbIX KIHoYen B NamMsiTb yCTpoucTsea. B
AAHHOM peXnme OT Krtoya, MOAHOCUMOTO K CYUThIBATESNO, NPOUCXOAUT pa3bnokMpoBka npoxoaa, U
OOHOBPEMEHHO OH 3anncbIBaeTCs B NaMATb KOHTpossiepa, eCriv ero TaM Her.
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Pexxum ncnonb3yeTtcs Ansg BoCcCTaHOBNEHUSA 6a3sbl JaHHbIX KOHTponnepa 6e3 cbopa knroven
nonb3oBarenen. [ins BKIOYEHNS pexrma Heobxoanm macTtep-kntod. MaTb pa3 KpaTkoBpeMEHHO
nogHecuTe MacTep-Knd K cyMTbiBaTento. B MOMEHT KaXadoro KkacaHus cumTbiBaTernb BblAaeT
cvrHanbl, nogTBepXaatoLLme Orno3HaHne MacTep-KniYa, a Ux KonmyecTBo ByaeT CoOoTBETCTBOBATb
KONn4ecTBy KacaHuin. B MOMEHT NATOro KacaHus cuMTbiBaTeNb BblAAaCT COOTBETCTBEHHO MNATb
CUrHanNoB 1 Yepes3 HECKOMbKO CEKYHS, - eL€ OAWNH ANWHHBLIN CUrHan, NnogTBepXXKAatoLLnn nepexos B
pexum «Accepty.

[Ana BbikntodeHUs pexunma «Accept» nogHecute MacTep-Kio4, CcurHan o BbiXode - cepus
KOPOTKUX CUrHaroB.

*INpn nponagaHnun HanNpsKeHUs1 NUTaHUS YCTAHOBMNEHHbIN paHee pexnm "Accept" coxpaHsieTcs
nocrie ero BOCCTaHOBIEHWS.

7.7 Pexumbl npoxoaa
KoHTponnep nogaepXxunBaeTt cnegyoLine pexxuMbl Npoxoaa:
* LUTATHbIN PEXUM — paspeLLEH NPOXOA MO NPOCTbIM 1 GIIOKMPYIOLLMM KItoyamMm;
* pexunm «bnoknpoBka» —paspeLléH NPoxos TONbKO NO 6rOKMPYOLLMM KoyaMm;
e  pexunm «CBOBOAHbIN NPOXoa» —3anopHoe YCTPONCTBO pa3bnokmpoBaHo.

Pexumbl «BrnokupoBka» n «CBobofHbIN NPOXOA» YCTaHaBAMBAKTCA C MNOMOLLbIO
BrokupytoLlero knova (gobasneHne 6NoKUpPYOLLNX KItoden - N.7.1) nyTemM yaep>xaHus Krnodya Ha
cyuTbiBaTene (OsvMHHOe KacaHue) bornee 3 cek. [lpy OTKPbITOM OBEPU BKITHOYMAETCA PEXUM
«CBobOgHbIN nNpoxoay», Npu 3akpbiTon — «brnokvpoBka». Ecnu yxe BKIOYEH Kakomn-nmbo u3
YKa3aHHbIX PEXUMOB, TO NPWU yaep>KaHUn GNOKMPYIOLLIEro KNkoYva UM NogHeCEeHUN MacTep-Knoya
NPON3oNAET NEPEXOA B LUTATHbLIV PEXUM Npu NTto60M NOMOXEHUN OBEPU.

BaxHo! PasbnokupoBka npoxoga npw nonb30BaHUM GAOKMPYHOLLMM KIHOYOM NPOUCXOaUT B
MOMEHT yOnpaHus Knrova oT cYMThbIBaTENS.

B pexume «bnokupoBka» npu nMcrnonb3oBaHUM NPOCTOro Knda pasbriokMpoBKM Npoxoda He
NPONCXOOUT, a BblAAETCSA Cepusi KOPOTKUX CUTHASTOB.

B pexume «CBoBoAHbLIN NPOXOA» MPOMCXOAUT PErncTpaumnsa BCex NOAHOCUMBbIX Kntoven Ans
AanbHenwen o6paboTkm ynpasnsioLLen NporpammMon.
*Mpn nNponagaHun HanpsbkeHUs MUTaHUA YCTAHOBIIEHHbIN paHee pexum "brnokupoBka"
COXPaHSIETCA 1 MOCIE BKITIOYEHNS HAaNPsXXEHNS.

8. CBA3b MEXAOY CETEBbIMU ABTOHOMHbIM PEXKUMAMUW PABOTDI

3ameuvaHue 1. lNpu nponagaHuM NUTaHUSA KOHTPOSNEP BO3BpaLLAETCS B pPeXum paboThbl,
npefwecTBYOWNN BbIKITIOYEHNIO NUTaHUA. WCKNIYeHUEM SABIISIOTCA pPeXUMbl
nobasneHnsa/yganeHus KnoYen: B 3TOM Criyvae KOHTPOIep BbINAET U3 PEXUMA HACTPONKN.
3ameyvaHue 2. [Npn nepexone C aBTOHOMHOIO pexuma Ha CETEBOW yrnpasnstowasi nporpamma,
3arpyxasi cBowo 0asy Kr4yen B KOHTpOnnep, Kak npasuno, yaanseT umetowyrocs. Moatomy
pekoMeHOYyeTCA COXpaHATb Tekywyw 6asy Krwyern [0 MNOOKMKYEHUS KOHTpornnepa K
ynpaengawowen nporpamme ans obecnevyeHns BO3MOXHOCTW BOCCTAHOBMEHUA UMM dKCrnopTa
TekyLen 6a3bl B ynpaBnsioLLyo NporpaMmmy.

3ameuanue 3. Ecnv KoHTponnep pabotaeT nog ynpasneHnem nporpammMbl B CETEBOM peXUME, TO
pobaBrneHne KapT B KOHTPOSEp BO3MOXHO TOMbKO C MOMOLLBI YNpaBndaoLwen nporpaMmebl,
MOCKOMbKY MacTep-KapTbl nporpaMMaMn He MNOAOEPXUBAKOTCA W CTUPaTCA M3 NamaTu
KOHTpornnepa cpasy nocre nogknioveHns KoHTpornnepa Kk nporpamme. [lobaerneHne HOBOM KapTbl C
NMOMOLLbIO MpOrpamMmmbl MNO3BOSISIET YKasaTb UMA NONb30BaTenNs, Ha3Ha4YMTb eMy npasBa 4ocTyna
(BpeMeHHbIe 30HbI) 1 3aHeCTU KO KapTbl BO BCe 0OCNYXMBaeMble KOHTPOIepPbl, YTO HEBO3MOXHO
caenatb npu gobasneHnn kapT B aBTOHOMHOM PEXMME.
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Ecnun BCé xe, nepeBeasa KOHTPoONNep B aBTOHOMHbIA pexuM, 406aBuUTb HOBYHO KapTy, TO nocne
BOCCTaHOBIIEHMSI CETEBOIO pexuMma nporpamma, obHapyXmB HesansaHMPOBaHHbIE U3MEHEHMS,
nnbo cpasy, Nnnbo Npu nocneayrLnX o6HOBNEHUSX yAANUT 3Ty KapTy U3 NaMsaTu KOHTponsepa.
3ameuyaHue 4. Ecnu nocne HacTpoWKnm B aBTOHOMHOM pexume npegnosiaraetcs OocTyn K
KOHTpONnepy u3 ynpaenstowien nporpammel (Hanpumep, GuardCommander), To MOAySb CBA3N
KOHTponnepa c nomoLbio Web-nHTepderica Hy>kHO HAaCTPOUTbL Ha paboTy B CETEBOM peXnme.

9. KOMIMJIEKT MOCTABKU

- KoHTponnep Z-5R (mog. Web) -1 Wt
- KOMMAEKT NS KpenneHms -1 wr
- PYKOBOACTBO MO 3KCnnyaTaunm -1 wr

10. YCITOBUA IKCMNNYATALIUU

TemnepaTtypa okpyxatoLien cpeabl: ot +5°C po +40°C.

OTHOocuTenbHas BNaxHoCTb Bo3ayxa:  He 6onee 80% npu 25°C.

Mpn WU3MEHEHWWN YCNMOBWUA 3JKCMyaTauum TEXHUYECKNE XapakKTEPUCTUKM M3Oennusa MoryT
OTNMYaTLCA OT HOMUHATbHbIX 3HAYEHWI.

KoHTponnep npeaHasHayeH Ansi 3KCnnyataumm B yCrOBUSAX OTCYTCTBUSA: aTMOCEepHbIX OCaaKoB,
NPSIMbIX CONTHEYHbIX JTy4Yein, necka, Nbinn 1 KOHAEeHcaumMy Bnaru.

11. NMPABUJTATPAHCNOPTUPOBAHUA U XPAHEHUSA

M3genve B ynakoBaHHOM BMAE MOXET TPaAHCMOPTMPOBATLCA B KPbITbIX TPAHCMOPTHBLIX
cpeactBax nwboro Buga npu Temnepatype ot -50°C pgo +50°C, ¢ 3awuton ero ot
HenocpeacTBEHHOrO BO34eWCTBUA aTMOCKEPHbLIX OCafKOB, COSIHEYHOrO W3NyyYeHus W
MexXaHU4yeCcKuX MOoBpexneHun, Nno npasBuram nepeBO3KU Trpy30B, AENCTBYHOWMUX Ha
cooTBeTcTBYyloLEeM Buae TpaHcrnopta no FOCT 23088-80.

N3nenue pomkHo xpaHutees B yeriosuax rpynnel J1 no FOCT 15150-69 (temnepatypa ot +5°C
0o +40°C, oTHocuTenbHas BriaxxHocTb 40 80%).
Cpok xpaHeHus 5 net.

12. PEANTIU3ALUUNA N YTUNTN3ALINA

Peanusauus. Peanusauusa nsgenns Npon3BOAMTCS Yepes TOProsyto ceTb. [1pn aTom Hanu4dmne
NUUEH3MM UNU cheuunanbHbIX paspeLlleHnin Yy npodaBua Ha TOProB AaHHbIM TOBApOM He
Tpebyetcs.

Yrunusauma. OTcnyxmBLUMe CBOW CPOK U3genus criegyet caaBaTb Ha 9KONOMMYEeCKn YUCTYHO
peKynepaumio OTXOA0B.

He BbiGpacbiBanTe anekTpoHHbIE N3aenus B 6bIToBon mycop!

13. TAPAHTUUHbIE OBA3ATENIbCTBA
[apaHTUIHBIM CPOK AKcnyaTauum 12 MecsiLeB CO AHA MPOAaXM.
OcHoBaHuA Ans NpekpaLleHnst rapaHTUHbIX 0083aTenbCTB:
* HapyleHue HacTosiwero PykoBoacTea;
*  Hanuune MexaHn4ecknx NoBpeXaeHun;
* Hanuyue criefoB BO3OENCTBUSA Briari U arpeCCuBHbIX BELLECTB;
* Hanuuve CcrefoB HekBanMPUUMPOBAHHOIO BMeLlaTENbCTBA B 3NEKTPUYECKYD CXEMY
ycTponucTtaa.
B TedeHme rapaHTMiHOrO cpoka W3srotoButens ©OecnnaTHO YCTpaHseT HeuCnpaBHOCTU
YCTPOWCTBA, BO3HMKLUME MO ero BUHE, NN Npom3BoanT ero 3ameHy. Cpok cnyx6bl nagenusa 6 nert.
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