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1. OBLWME CBEOEHUA

1. IP-konTponnep Matrix-1l (mog. E K Wi-Fi) cdaktnyeckm npegcraesnsier cobon asa
YCTPOICTBa B OQHOM KOpMycCe - CYUThIBaTENb proximity-kapT ctaHgapta EM-Marine n
CeTeBOW KOHTpoOMnep, Mo3TOMY WCMOMb30BaHWE TEpMUHA «CYUTbIBATENb»
NMPUMEHUTENBHO KO BCEMY YCTPOWMCTBY SIBMSIETCS YCNOBHbIM. B aanbHeliwem byaem
Ha3blBaTb ero «|P-KOHTpONNepoM».

2. K yctponctey Matrix-1l (moa. E K Wi-Fi) MoXXHO AOMOMHUTENBHO NOAKMIOYNTL ABa
BHELUHUX cuuTbiBaTenst nubo no npotokony iButton, nu6o no npotokony Wiegand
(BaxxHO: 0BGa Mo ogHOMY U TOMy e npoTokony). Takum obpasom, dakTudecku K
KOHTpOnnepy OAHOBPEMEHHO MOXeT ObITb NOAKMYEHO 3 cuuTbiBaTeNs, OAUH U3
KOTOpbIX (BCTPOEHHbIA) NogknodeH no npotokony iButton. Mpu atom koHTponnep
aBTOMaTUYECKM PaCMO3HAET, N0 KaKOMY MPOTOKOMY NPOUCXOAUT nepefaya AaHHbIX OT
BHELUHUX cyuTbiBaTenen.BMecTo BHELIHUX cuMTbIBATENENW BO3MOXHO MOAKIOYEHME
KOHTaKTOpPOB krtoven DS1990A.

3. HOevictBus CKY[] onpepensioTcst HanMymMeM Wim OTCYTCTBMEM HOMepa CHUTaHHOMN
KapTbl B NaMSATU KOHTPOMepa, a Takke NPUCBOEHHBIM MpW 3anucu B NamsiTb CTaTyCoM
3TON KapTbl. BMECTO TEpMMHa «HOMEP KapTbl» 4acTo YNoTpebnsoT TEPMUH «KITHOY».

14. FAPAHTUMHBIE OBA3ATENILCTBA

[apaHTUNHBIN CPoK aKCNyaTaumm 12 MecaueB CO AHA NPOAAXN.

OcHoBaHVs ANSA NpeKkpaLLeHns rapaHTUNHBLIX 0653aTenbCTB:

- HapyLueHwue HacTosiLero PykoBoacTBa;

- Hanu4ne MexaHU4eCcKMx NOBPEXAEHUI;

- Hanu4une cnenoB BO3AENCTBUS BAr M arpecCuBHbLIX BELLECTB;

- HanMuue cnefoB HeKBaNMMULMPOBAHHOTO BMELLIATENbCTBA B 3IEKTPUYECKYIO CXeMy
ycTpoicTBa. B TeueHue rapaHTuiiHoro cpoka WarotoButens GecnnatHo ycTpaHsieT
HeuncnpaBHOCTW YCTPOWCTBA, BO3HMKLLME MO €ro BWHE, UMW 3aMEeHSIET HeucnpaBHOe
usgenue.

Cpok cnyx6bl nsgenus 6 net.




W3penve pomkHo xpaHutbes B yenosusx rpynnel J1no FOCT 15150-69 (Temnepatypa ot
+5°C go +40°C, oTHocuTenbHas BnaxHocTb A0 80%). Cpok xpaHeHus 5 neT.

13. PEANIU3ALINA UYTUNU3ALIUA

Peanusaums. Peanusauua nsgenus npousBoaUTCS Yepes Toprosylo ceTb. [pu atom
Hanuyne NULEH3UN Unn cneuranbHbIX pas3peLLeHnin y npoaasLa Ha TOProBrnio AaHHbIM
TOBapoM He TpebyeTcs.

Ytunusauus. OTcnyxuBsLUKe CBOV CPOK M3AeNus crneayet

CAaBaTh Ha 3KONOIMYECKV YUCTYI0 peKynepaLmio OTXOA0B.

He BbiGpackiBaiiTe anekTpoHHbIe U3aenus B 6biToBor Mmycop!

iron@Logic

Moatomy B AanbHemnweM ncnonb3yemMblie B PyKOBOACTBE TEPMUHbLI «KapTa» U «KIOY»
(HanpvMep, NOAHECTU «KapTy» MMM NMOOHECTU «KIMIOY») CHMTAKOTCA PaBHO3HAYHBLIMMU.
Cnncok kapT (kntoueit) ¢ ykasaHnem ux cratyca coctaBnsiet 6asy aaHHbix CKY[.

4. BcTpevatowmincs ganee B ONMUCaHUM TEPMUH «NPOrpamMMUPOBaHME» CHUTbIBATENS
Matrix-l1l Wi-Fi onpegensiet Habop [eCcTBMIA TONbKO B OTHOLLEHWW KOHTpOSfiepa: 3anmcb
HOMepa BrnepBble CYUTAHHOW KapTbl B MaMsATb KOHTPOMepa C NpUCBOEHMEM CTaTyca,
yaaneHue Homepa cYMTaHHoW KapTbl U T.4. COBCTBEHHO e CYUTbIBATENb, BCTPOEHHbIN
WM BHELWHWI, BCeraa OCYLUECTBNSET OOHU M Te Xe onepauun: YTeHue Homepa
NOAHOCHMOW KapThbl ¥ Nepeaayy HoMepa KOHTponnepy.

5. ins pabotbl ¢ IP-koHTponnepom Matrix-ll (Moa. E K Wi-Fi) kaxgon HoBol proximity-
KapTe crnegyeT 3aaTh €€ cTaTtyc (onpeaenuTb Npasa Bnagensua kapTbl). CtaTyc kapTbl
3a4aéTcs B pexume NporpaMMUMpPOBaHUS MNPU MEpBOM MOAHECEHWU KapTbl K
cuuTbiBaTento. [ina nameHeHus cratyca kapTbl Heo6XoAMMO CHavana yaanuTb KapTy 13
namsTn KOHTpoOnnepa, a NoTOM 3anucarb e€ BHOBb C NpyucBoeHneM Tpebyemoro ctaTyca.
Bo3MoxHble BapuaHThbl cTaTyca:

- MacTep-kapTa - npegHa3HavyeHa ToNbKo ANs nporpammmnpoBaHns yctponctaa Matrix-1l




(mog. E KWi-Fi) nHe npegHa3HaveHa Ans npoxoaa;

- npocTas KkapTa (KapTa AoCTyna) - npegHasHa4yeHa Ans npoxofa Yepes TouKy AocTyna
(kpome pexkunma «BrnokvMpoBkay);

- BnokvpytoLLas kapTa - npegHasHaveHa Ans npoxoaa Yepes ToUKy 0CTyna, B TOM Yncne
B pexume «bnokupoBka», a Takke AN BKIOYEHUS/BBLIKIIOYEHUS pexunma
«BbnokupoBka». ViMeeT 6onee BbICOKMI CTaTyc, Yem npocTas kaprta. bnokupytowme
KapTbl OTKpPbIBaOT 3aMOK B MOMEHT yBMpaHus kapTbl OT CYUTbIBATENS.

6. B wratHom pexume pabotbl yctponctBo Matrix-Il (moag. E K Wi-Fi) «pa3peluaet»
NpOoXoZ 1 MO NPOCTbIM, ¥ M0 BrOKUPYOLLMM KapTaM (Krnoyam).

B pexume «BnokupoBka» npoxon no GMOKMPYHOLWMM KHo4aM paspeLuéH, HO 3aKpbIT
npoxoz No NPOCTbIM KIo4am (Hanpvumep, Npu Bblgade paboTHMKaM NpOCThIX KIoyen, a
COTpyZAHMKaM OXpaHbl BNOKMpYOLLUX KModel B paboyee Bpemsi B LUTATHOM pexumMe
MOXHO 0becrneunTb Npoxoa BCEM KaTeropusim paboTHUKOB, @ B HOYHOE BPEMSI B pexume
6rnokMpoBKM Npoxog 6yaeT pa3peLUEH TONbKO COTPYAHUKaM OXpaHbl).

Mocne nogHeceHUst kKapTbl K OQHOMY M3 CHUTbIBaTENen, NOAKIYEHHbIX K YCTPOWCTBY,
KOHTpOInep OCyLLECTBMAET NMPOBEPKY NpaB AOoCTyrna Hanuyve Homepa nogHeCEHHOMN

11. YCNOBUA SKCMNNYATALIUN

TeMnepaTypa OKPYIKAOLLEN CPEIOBI: ...eeeeurereeeueeeeaieeeeaeeeaeaeeeeasneeesanneeesannes or -40°C po
+50°C.

OTHOCUTENBHASA BMAXKHOCTD BOBOYXA: 1. cuvevreeureenieeaneessreesseesinessneasneesneeens He 6onee 98%
npn 25°C.

Mpu N3MeHEHUN YCROBUIA 3KCNITyaTaLUun TEXHUYECKUE XapaKTePUCTUKN U3LENUS MOTYT
OTNNYaTLCS OT HOMUHAMBHBIX 3HAYEHWIA.

KoHTponnep npegHasHadeH Ans akcnnyataumum B yCNoBUSIX OTCYTCTBUS: aTMOCEPHbIX
0CafKoB, NMPSIMbIX COMHEYHBIX MyYelt, necka, NbIin U KOHAEeHcaLmy Bnaru.

12. MPABUNA TPAHCMOPTUPOBAHUA U XPAHEHUA

M3penve B ynakoBaHHOM BUAE MOXET TPaHCMOPTUPOBATLCS B KPbIThIX TPAHCMOPTHBLIX
cpeacTBax noboro Buaga npu Temnepartype ot -50°C go +50°C, ¢ sawwmToi ero ot
HernocpeaCcTBEHHOMO BO3AENCTBUS aTMOCHEPHbIX OCafKOB, CONTHEYHOMO U3NYYEHUs U
MEXaHUYECKUX MOBPEXAEHWUIN, MO MpaBuram MEPEeBO3KU rPy30B, AEWCTBYHOLUMX Ha
cooTBeTCcTBytoLLEM Buae TpaHcnopta no FTOCT 23088-80.




9. OBHOBJNEHUE UMM BOCCTAHOBIEHUE NPOLUMBKUYEPE3 USB

Mpy HEBO3MOXHOCTU OGHOBNEHUSI NpoLLuBKM Yepe3 WEB-uHTepdeliic y KoHTponnepa
npegycMoTpeHa BO3MOXHOCTb MOAKMI0YEHUS K KOMMbloTepy Yepe3 uHtepderic USB.
[na aTOro HeobxoAMMO NOAKMIOYUTL YCTPOWCTBO K MEPCOHaNIbHOMY KOMMbIOTEPY C
nomoupto kabens USB. B aToM pexume yCTpOWCTBO nuTaeTcd oT wwuHbl USB u
[OMOMHUTENbHOE BHELLHEE NUTaHWe NoAKMNoYaTb Heobsi3aTensHO.

Mocne noaknoYeHns B cMcTeMe NOSBUTCS HOBbIN NocneaoBaTesbHbIN NopT. BoamoxHo,
notpebyeTcsa ycTaHOBUTL ApariBepa, KOTOpble MOXHO CkayaTk C canta www.ironlogic.ru.
Takke Ha caiiTe MOXHO cKadaTb YTUNWUTY Ans oBHoBReHust BcTpoeHHoro [10

KOHTpornepa.
10. KOMMNEKT NOCTABKU
-yctponctBo Matrix-1l (Mog. E KWi-Fi).....ocooiiiiiiiii 1w

- KOMNAEKT Ansi KpENNEHNsI
- PYKOBOACTBO M0 3KCMyaTauum

KapTbl B NaMsiTM U MPOBEPKY cTaTyca KapTbl, @ 3aTeM Bbi4AET CUrHan yrnpasreHus
(3ambikaHne/pasMblkaHMe CUINIOBOrO TpaH3WCTOpa) Ha 3anopHoe YCTPOWCTBO
(3neKTpomMexaHU4Yeckuii, SMEeKTPOMAarHWTHBbIN 3aMOK MNW 3allénka, TypHuKeT). Tun
3aMoOpHOro YCTPOWCTBA U MPOTOKON MOAKIOYEHMS] cyMTbiBaTeENen BbiGUpakTcs B
pexunmMe KOHUIypUpoBaHUsi KOHTPOIIepa.

MacTep-kapTbl (MacTep-knoo4n) npegHasHayeHbl TONbKO ANA NPOrpamMMupoBaHus
KOHTpornepa ycTpoictea 6e3 komnbloTepa 1 He MpegHasHaveHbl Ans npoxoada. Macrep-
KIo4YM no3eonsioT: AobaBnaTb/yaanaTb NpocTble, Grokupylolwmne n MacTep-Kiouu,
3afaBaTb BpEeMs MOAayu OTKPbIBAMOLWEro CcUrHana Ha 3anopHoe YCTPOWCTBO
(paspeLueHnsa gocTyna), BKIYaTh/OTKYaTh pexum npoxoaa «Accept».

B pexnme «Accept» ntobon Koy BOCMPUHUMAETCA Kak pa3peLléHHbIA 1 3aHOCUTCS B
namsiTb KOHTpoOINnepa kKak NpPOCTOW Krkod Ans npoxoda. Pexum ucnonbayetcs Ans
popmupoBaHus 6a3bl krtoyer npu yctaHoBke CKY[] Ha o6bekTe B criydae, koraa Kioum
NS NPOXOAa YXXe BblAaHsbl.

Torga, HaxoAsAChb B TeYEHWe HEKOTOPOro BpeMeHU B pexume «Accept», KOHTpornep
YCTPONCTBa «cobupaeT» MHMOPMaLMIO O MPeAbABIEHHbIX KIoYax, a Nocrne BKMYeHUst




LUTATHOTO pexumMa npoxog OyAeT OCyLEeCTBAATLCA TOMLKO MO KIoYaM, 3anucaHHbIM B
ero namsATb. Cnegyet uMeTb B BUAy, YTO yaaneHue mactep-kapTbl 13 6a3bl AaHHbIX
BO3MO>XHO TOJbKO MpW CTUPaHUM UNW nepesanucy Bcen NamsiTv KOHTponsepa, T.e. npu
CcTMpaHun Bcer 6a3bl AaHHbIX CKY/.

7. Mpwn Bbinycke |P-koHTponnepa Matrix-Il (mog. E K Wi-Fi) us nponssogcrtea namatb
KOHTponnepa nycra. [ns ynpaBrneHusi NaMsATbio KOHTpOnsiepa B pexume PyyHOro
nporpamMMupoBaHnsl CreayeT, Npexae Bcero, 3anucatb B NaMsATb KOHTponnepa
MHdOPMaUNIO O MacTep-kapTe, C MNOMOLLbI KOTOpoW OydeT MNpoucxXoauTb
nporpamMmMupoBaHune ycTpocTaa. [Mopsaok sanvcy kapT 6yaeT onncaH ganee.

BaxHo! lNMporpammupoBaHue KOHTpornsepa (3anonHeHne 6a3bl AaHHbIX Kr4eln) B
aBTOHOMHOM pexume paboTbl YCTPOUCTBA (BPYYHYHO) BO3MOXHO TOMbKO MPY MOMOLLM
CYMTbIBATENSA, MOAKMIOYEHHOTO K KOHTponnepy no npotokony iButton. Takum
cynTbiBaTENEM MOXET OblTb BCTPOEHHbIN CYuTbIBATENb, WNW OOMH W3 BHELUHUX
cunTbiBaTeNen, NoAKMYEHHbIX No NpoTokony iButton.

8. IP-konTponnep Matrix-Il (mog. E K Wi-Fi) no3sonsieT nogknmiountb cnegytolliee
obopynoBaHue:

3ameuaHue 2. lNpu nepexoge C aBTOHOMHOIO peXuma Ha CeTeBOM ynpaBnsoLlas
nporpamma, 3arpyxas cBoto 6a3y knouer B KOHTponnep, Kak npaBuno, yaanser
umetowytocsi.  [103ToMy pekoMeHZOyeTCs COXpaHATb Tekyllytlo 6a3y knoyen Ao
MOAKMIYEHUS KOHTponfepa K ynpaensiowen nporpamme Ans obecneveHus
BO3MOXHOCTU BOCCTAHOBIMEHMSI WNW 3KCMopTa Tekyweh 6asbl B ynpaBnsioLLyo
nporpamMmy.

3ameuanue 3. Ecnv npu pabote B ceTeBoM pexume unu pexume WEB koHTponnepy
npeabsiBUTbL MacTep-KIkod, TO, CKOpPee BCEro, HUYETO He NPOoM30NAET, TakK Kak CeTeBble
nporpaMMbl yAansitoT BCe MacTep-Kioyy U He NO3BONSIOT MX 3anuckiBaTb. BBog HOBOro
Krnoya B CETEBOM CUCTEME [OMKEH OCYLLECTBMATLCA C MOMOLLBIO YNpaBnstoLlen
nporpamMmsi.

3ameuaHue 4. Ecnv nocne HacTpoviku B aBTOHOMHOM pexume npeanonaraeTcs 4oCTyn
K KOHTpomnnepy u3 nporpamm (Hanpumep, GuardCommander), TO mMogynb CBsi3u
KoHTponnepa ¢ nomoubto WEB-nHTepdenca Hy>KHO HacTpouTb Ha paboTy B CETEBOM
pexvme.




VNV NOAHECEHUN MacTep-Kroya NpoM3oNaET nepexon B LUTATHbIN peXxum npu nobom
MONOXEHUN ABEPMU.

BaxHo! PasbrnokupoBka npoxoga Mnpv MONb30BaHUM GNOKUPYOLWUM  KIHOYOM
NPOVNCXOANT B MOMEHT yOMpaHus Krntoya oT CYMTbIBaTENS.

B pexunme «bnokupoBka» npu UCNonb30BaHWS MPOCTOrO Kitoya pa3bnoknpoBkm Npoxoaa
He NMPOVCXOAMUT, a BbIAAETCH CEPUSI KOPOTKMX CUrHANOB.

B pexume «cBOGOAHbIN NPOXOA» NPOUCXOAUT perucTpaumst BCex NOAHOCUMBIX KIoYen
Ans aanbHenwen o6paboTku ynpasnsioLert nporpamMmmon.

*- MNpwv nponagaHnn HanpsXXeHUsi NMUTaHNS YCTaHOBIEHHbBIV paHee pexuM "Brnokmposka”
COXPaHSIETCS U NOCIE BKITIOUYEHWS HANPSHKEHUS.

8. CBA3b MEXAY CETEBbIMA N ABTOHOMHbIM PEXXKMMAMUW PABOTbI
3ameuanue 1. [Npu nponagaHnn NUTaHWSA KOHTPOMNep BO3BpaLLAeTCs B pexum paboTl,
npeawecTBYOWMNIA  BbIKIIOYEHUIO NuUTaHus. WcknioveHnem SBRSIOTCA  pexuMbl
nobaBneHusi/yaaneHnst KrYein: B 3TOM Cryvyae KOHTPOMnep BEpHETCS B LUTATHbIN
pexuMm.

- [OBa BHELWHWX cuuTbiBaTens proximity-kapt ctaHgapta EM-Marine wnn Mifare,
nepeparLLmMx MHOpPMaLMIo B KOHTponnep no npotokony iButton nnu Wiegand (o6a no
OQHOMY U TOMY e NPOTOKONY), UnKn ABa KoHTakTopa kntoven Dallas Touch Memory ans
paboTbl ¢ kntovammn DS1990A;

- 9NEKTPOMarHUTHbIN NN ANEKTPOMEXaHUYECKUI 3aMOK;

- KHOMKY OTKPbIBaHUSI 3aMKa (KKHOMKY BbiXxoday) (TMn HOpManbHO Pa3oMKHYTYIO) - Ans
OTKpbIBaHWsA ABepy 6e3 NpoBepku Npas 4OCTYNa;

- BHELLIHWI CBETOAMOA W BHELLHWI 3yMMeEp;

- AaTYUK MOMOXEHNS ABepu (TUM HOPManbHO Pa3oMKHYTLIN) - ANS duKcaummn cobbiTus
"Npoxod cocTosfcs" M COKpaLleHUss BPEMEHU 3BYYaHUs 3BYKOBOW CUrHanmu3auumu,
MHOpMUpYtoLLIE O pa3brokMpoBKe ABEPH (COKpaLLEHWSI BDEMEHU NoAaym Ha 3anopHoe
YCTPONCTBO "OTKpbIBatoLLero curHana").

Kpome TOro, npegycmoTpeHa BO3MOXHOCTb MOMYYEHUS KOHTPOMMEepoM curHana ot
BHELLHEero MCTOYHWKa A5t aBapuIiHO pa3bnokMpoBKY NPOXoAa.

9. YctpouctBo Matrix-Il (Mmog. E K Wi-Fi) nopnepxuBaetr paboTy B aBTOHOMHOM U
CETEBOM pexvmax.




Mo nogkntoyeHuto n paboTe B aBTOHOMHOM pexume cumTbiBaTens Matrix-1l (moga. E K Wi-
Fi) aHanormyeH cuuTbIBaTENIO, COBMELLUEHHOMY C ABTOHOMHbLIM KOHTPOMMEPOM,
MATRIX-II (mog. E K). MNpu paGoTe B ceTeBoM pexume cuntbiBatens Matrix-1l (mog. E K
Wi-Fi) ananorunyeH koHTponnepy Z-5R (mog. Web).

10. 3anonHeHve 6a3bl AaHHbix CKY[ (6aHka knioyel) B aBTOHOMHOM peXume
OCYLLECTBMSIETCS C MOMOLLbI0 MacTep-kapThl.

B ceTteBoM pexuvme paboTa yCTponCTBa 1 3amnofniHeHue H6aHka Kroyei ocyLLeCcTBRAsSIeTCS
Mo CeTU C MOMOLLbIO BHELIHEN ynpaensioLwen nporpammbl. Kpome 3aHeceHust kapT B
CETEBOM pEXMME MOXHO CYMTbIBATb COOLITUS, yCTaHaBnMBaTb TeKyllee Bpems B
KOHTpOnnepe ycTpPoWCTBa M HacTpavBaTb BPEMEHHbIE 30HbI 4151 NPOX0Aa MO Kaxaown
kapTe. [py noTepe CcBA3M C ynpasnsoLLen NporpaMmMon B CETEBOM PEXMME YCTPONCTBO
Matrix-Il (mog. E K Wi-Fi) npogomxaeT pabotaTe aBTOHOMHO, Hakannveas coobITUsi B
Oydbepe cobbiTvin. KoHTponnep no3BonsieT coxpaHaTb B namsAtu 2048 cobbitusi B
umknmyeckom Gydepe (nonyyenve koga, cpabaTbiBaHue AaTyvka OBepu, Bblgada
ynpaensitoLero curHana n T.4a. ).

lMporpammHoe KOHGUrypupoBaHue KoHTpornnepa ocyliectenserca vyepe3 MO Guard
Light (pexum cumTbiBaTenem, TYPHUKET, LLMHO3, OXpaHa v ApYyrue pexvmbl).

nepexop B pexum «Accept».

[ns BbIKMNoYeHWS pexunma «Accept» NogHeCHTe MacTep-KIiod, CUrHan o Boixode - cepusi
KOPOTKMX CUrHanoB.

*- [pn nponagaHny HanpshKeHWs NUTaHWS YCTaHOBIEHHbIM paHee pexum "Accept”
COXpaHSETCS NOCIe ero BOCCTaHOBMEHWS.

7.7 Pexumbi npoxoaa

KoHTponnep noaaepxusaeT crieqytoLme pexumMsl npoxoaa:

- LUTaTHbIVA PEXMM paspeLLEH NPOXOoZ Mo NPOCTLIM M GIOKUPYHOLLMM KkoYaM;

- PEXMM «BrOoKMpPOBKay - pa3peLUEH NPOXoa TOMbKO MO GIIOKMPYOLLMM Krtovam;

- peXXum «cBOBOAHbIN NPOXOA» - 3aNopHOE YCTPOWCTBO pa3brioknpoBaHo.

PexvMbl «GnokMpoBka» U «CBOGOAHbLIN NPOXOA» YCTaHaBIMBAOTCA C MOMOLLbIO
6rnokupytoLLero kntoya (nobaBneHne GNOKMPYOLLUX KIkoYen - n.7.1) nyTem yaepxaHusi
KMn4Ya Ha cuuTbiBaTene (AnMHHoe kacaHwe) bonee 3 cek. lMpu oTKpbITON OBEpU
BKITIOYAETCA PEXMM «CBOGOAHbIN Npoxoa», Npu 3akpbiTol  «BriokmpoBka». Ecnm yxe
BKITO4EH Kakor-nnmbo 13 ykazaHHbIX PEXMMOB, TO NPU yAepXaHuy GroKMpyLoLLIEro Krnoya




B PEXMM NPOrpamMmMUpoBaHu1si BpEMEHMW OTKPbIBaHWSI. B TedeHun 6 cekyHp oT nocneaHero
KacaHus HeoGXoAMMO HaxaTb U YAEPXKUBaTb KHOTKY [BEPU Ha BpeMsi, Heobxoanmoe anst

2. TEXHUYECKHUE

BCTpO€eHHbIN cunThiBaTeNnb

XAPAKTEPUCTUKM | Pabouas yacToTa, KIu: 125
OTKpbIBaHUA. MNocne OTNYCKaHMA KHOMKM KOHTPONNep BblAAaCcT CUrHan n 3aanuvileT spemsa Tun MCNonb3yeMblX MOEHTUNKATOPOB: EM-Marine
B NamsATh. [Ins TOYHOW HacTpoViKu pekomeHayeTcs nonb3osatbest WEB-nHTepdeiicom. [lanbHOCTb CYMTBIBAHMS, CM, HE MEHee: 3
[MpoToKkon nepefayn faHHbIX B KOHTponnep: iButton (Dallas Touch
7.6 BknioyeHune/BbIknOYeHNe pexunma «Accept» Memory)

Moakntoyaemble BHELIHWE CYMTbIBaTENN
(TOanO C 0OAMHaKOBbIM BbIXOAHLIM NMPOTOKONIOM obmeHa gaH HbIMVI)
Tuvn UCMoJb3yeMbIX VI,CI,eHTVI(t)I/IKaTOpOBZ onpegendaerca cH1uTbiBa-

Pexum "Accept" npumeHsieTcs Ansi 3anMcu BCeX MOAHOCUMBIX KIOYeW B Namsitb
ycTponcTea. B gaHHOM pexume OT Krtoya, NoAHOCUMOTO K CHUTBIBATENH, MPOUCXOONUT

pa3sbrokupoBka npoxoaa, U OAHOBPEMEHHO OH 3anuChiBaeTCs B NaMsiTb KOHTponnepa,
ecnu ero Tam HeT. Pexum wucnonb3yeTcst Afs BOCCTAHOBMEHWsI 6asbl AaHHbIX
KOHTpornnepa 6e3 cbopa kntoyelt nonb3oBatenei. [Ina BkNo4YeHUs pexrmMa Heobxoamm
mactep-kntod. MATb pa3 KpaTkoBPEMEHHO NOAHECUTEe MacTep-KIllod K cunTbiBaTento. B

Tenem
(EM-Marine, Mifare n
T.M.)

[pOTOKO NOAKIIOY EHNSA:

iButton unm Wiegand

MOMEHT KaXX[oro KacaHWusi CuuTbiBaTenb BblgAeT CUrHarnbl, MOATBEPXaloLine MakcumanbHas AnvHa MHNN CBS3M Mo 15
ono3HaHMe MacTep-knoya, a WX KonmMyecTBo GydeT COOTBETCTBOBaTb KOMUYECTBY iButton, m, fo:
KacaHuin. B MOMEHT MsiToro kacaHusi CuMTbIBaTeNb BbIZACT COOTBETCTBEHHO MNATb yvf‘:g;'r';"j”;“zg_“”““a fMHAN CBA3N Mo 100
CMTHarOB U Yepes HECKOMbKO CEeKYHA - eLE OAUH ANUHHBIN CUrHaM, NOATBEPXKAAOLLMIA e

Bo03MOXXHO NoAkno4YeHNe KOHTaKTopoB Kntoven DS1990A




KoHTponnep
[MamaTb KNoYen, LWT. 2024
[MamMaTb CcODbITUN, LLUIT. 2048
Konnyectso nogknioyaemblx cuMTbiBaTENEn | 2

(KOHTakTOpOB), He Boree:

MpoTokonbl NogkmoYeHus:
cunTbiBaTENEN

iButton, Wiegand

KOHTaKT OpOB iButton

YnpaBneHve nHgukaumen cHutobiBatenen: na

Bbixoa Anst NOAKIY eHUsI 3aMKa: MOI-TpaH3ncTop

Tok cMnoBoro Bbixoaa, A: 5

Mepemblyka ans Belbopa TMNa 3amka: ANEKTPOMArHUTHbLIN,
3EKTPOMEXaHNYECKMIA

YcTaHoBKa ANUTENbLHOCTU OTKpPbIBaHUA 3aMKka,
CekK:

ot 0,1 go 1000 (3aBo-
[,CKOE 3HaYeHue - 3)

cuuTbiBaTENb BBIAACT [Ba KOPOTKUX CUrHana, ykasblBalolWMX Ha BTOpOe KacaHue
MacTep-Knio4YoM B pexuMe nporpaMMmupoBaHusi. B MOMeEHT TpeTbero KkacaHus
KOHTpOMnep BbIAACT TPM KOPOTKMX CUrHanNa, ykasblBaloLLyx Ha TpeTbe KacaHne mactep-
Kno4oMm, 1 He Bonee yem Yepes 6 CeKyHA KOCHUTECH U yaepXKuBakTe MacTep-KmioY y
cunTbiBaTENs (ANUHHOE KacaHue). B MOMEHT 4eTBepTOro kacaHust KOHTponnep BbIAACT
YyeTblpe KOPOTKMX CUrHana, u yepes 6 CekyHA - Cepuio KOPOTKWX, YKasblBaloLMX Ha
CTUpaHWe NaMAT! KOHTPONIepa 1 BbIXOA U3 pexuma nporpammmpoBsaHus. Nocne atoro
MacTep-kIntod creayeT ybpatb.

*-B MOMeHT cTupaHus Bcer 6asbl ¢ NOMOLLbIO MacTep-KIova He NPOUCXoaUT
CTUPaHWS 3anporpaMM1POBaHHOTO BPEMEHW OTKPbIBaHUS 3aMKa.

7.5 YcraHOBKa BpeMeHU OTKpbIBaHUSA 3aMKa

YeTblpe pa3a KpaTKOBPEMEHHO MOAHECUTE MacTep-KMniod K cyuTbiBaTento. B MomeHT
Ka»KOoro KacaHus KOHTpoMnep BblAacT CUrHarnbl, NOATBEPXAAtoLLMe ONo3HaHNe MacTep-
KMoYa, a UX KonmuyecTBo DyaeT COOTBETCTBOBATb KOMMYECTBY KacaHui. B MomeHT
4YeTBEPTOro KacaHUs KOHTPONJIEP BblAACT COOTBETCTBEHHO YETbIPe CUrHana u nepenget




pexume nporpamMmmmpoBaHnAa, U He bornee uem vyepes 6 CEeKyH] KOCHUTECb WU

Mogynb cBsasun no Wi-Fi

AepXvBaliTe MacTep-Krod y cuMThiBaTens (4AnNMHHOE KacaHue). B MoMeHT TpeTbero

?(lachm KOHTponneppBbmaCTyTpm KOPOTKMX cfnrHana, ¥ yepes 6 ()':eKyH/:l - oAVH EmrHan, CTaHnaprei: IEEE 802.11 b/g

yKa3blBalOLLMIA Ha Nepexos B PEXMM CTUPaHUs NPOCTbIX Krkovel. Mocne aTtoro macTep- [nanasoH YacTor: 2,4-2,4835 Ty

Kntod crnepyet y6pathb. [Ana cTupaHus NpocTbiX U BrIOKMPYOLLMX KNtovel kKacanTecb UMn CKopocTb nepegaun 11g: oo 54 Méut/c

NooYeEPELHO CHUTBLIBATENS C Nay30i Mexay kacaHusimm He 6onee 16 cekyHA. 11b: go 11 Méut/c

Ha kaxpoe Kacang CTUpaeMbiM KIIHOYOM KOHTpOMnep BbldacT noarsepgnarommm MOLLHOCTL 6€CTPOBOAHOTO CArHaa: <20dBm (<100mW)

KOpoTKui curHan. Ecrv knioya HeT B nMamsiTu, To ABa KOPOTKWX curHana. Bbixog us -

pexumMa npovicxoguT nubo aeToMaTtuyecku Yepe3d 16 cekyHA mocre nocnegHero Peximbl paborbi: — Touka JocTyna, KMeHT

kacaHusi, 6o Npu KacaHuM MacTep-kmiodoM. O BbIXOAE M3 PEXUMa KOHTPOMnep 3awmra becnposoaHou ceTu: WPAWPA2, WPA-

MHOPMUPYET CEpPUElt KOPOTKNX CUrHAITOB. PSKMWPA2-PSK
UHTepcenic USB

7.4 CtupaHue Bcex KIoyeii (namaTv KoHTponnepa) Pazbém: USB Twvn micro A

Tpy pasa KpaTKOBPEMEHHO KOCHUTECb MAacTep-KMoYOM CYUTbIBATENs (KOPOTKUE Bepons: USB2.0

KacaHusi). B MOMeHT nepBoOro kacaHusi KOHTponnep BbliAACT OAUH KOPOTKWUWA curHan, - —

noATBEpPXAalolWmniA  Ono3HaHMe MacTep-knioda. B MomeHT BToporo kacaHus Pexum: Device, Full/Low Speed

iron@Logic




B MomeHT BTOPOro KacaHnA KOHTponnep BblAaCT ABa KOPOTKMX CUrHana, ykasblBaroLnx

Opyme napameTpbl Ha BTOPOe kacaHue MacTep-KInio4oM B peXxuMe nporpaMMmnpoBaHus, 1 Yyepes 6 cekyHn -
CBeToBas 1 3ByKOBasi MHOMKALWS PEXMMOB ecTb OfnH curHan, yKas3blBalOLLMI Ha Nepexos KOHTponsepa B pexuM JobasrneHus mactep-
pabOoTL: kntoyeit. Mocne aToro MacTep-knioy criedyeT yopath. [Ans Ao6aeneHns HoBbIX MacTep-
- KrtoYer KacaTecb MMM No odepean cCHMTLIBATENS C Nay30i Mexay kacaHusiMu He 6onee
HanpspkeHue n1TaH1a NoCTORHHONO Toka, B: 12 (nonyckaetcs 9-24) 16 cekyHz. Ha kaxzoe kacaHve HOBbIM KIO4YOM KOHTPOMMNep BblAaeT NoaTBEPXKAAOLLNIA
MakcomanbHbin noTpebnsemsin Tok npu 12 B, | 100 KOPOTKWIA curHan. ECnu KIloy yxxe MMeeTcs B NaMsiTh Kak MacTep-Kriioy, TO CUrHarnoB He
MA: Oynert. Bbixo 13 pexuma f06aBneHUss MacTep-Kroyen NpoucxXoamT aBTOMaTUYeCcKu
SaLU,VlTa OT HENPaBUIBLHOIO BKITHOHYEHUSI: ecTb yepes 16 CeKyHO nqcne nocnegHero KacaHus. (6] BbIXOA4e U3 pexuma KOHTposmnep
TabaprTLL MM 5% A4x18 WHDOPMUPYET cepueit U3 4 KOPOTKMX CUTHAMOB.
Macca, 1, He Goree: 100 7.3 YaaneHue npocThIX Kntovei

OBa pas3a KpaTKOBPEMEHHO KOCHUTECH MAacCTEpP-KIOYOM CuMTbIBATENs (KOPOTKME
KacaHusl). B MOMEHT nepBOro KacaHusi KOHTPOMMep BbIAACT OAMH KOPOTKUIA CuUrHan,
NOATBEPXKAAIOLLMI ONO3HAHWE MacTep-Kntoya. B MOMEHT BTOPOro kacaHusi KOHTponnep
BbIJAcT ABa KOPOTKUX CUrHana, ykasblBaloLyx Ha BTOpOe KacaHWe MacTep-Krioyom B

iron@Logic




NnoATBepXKAaloLWMN OMo3HaHWe MacTep-kniya, U Yyepe3 6 cekyHA - BTOpPOW curHan, 3. MOAKNIOYEHUE BHELLHUX YCTPOWUCTB H = 18 v 52,5 MM
yKa3blBalOLWMIN Ha Nepexod KOHTponmnepa B pexum gobaeBneHnus npocTbix kmouwew. | ——pmao 3 -
Mocne atoro macTtep-knio4 creayeT yopatb. [1na AobaBneHns HOBbIX KNioYel kacanTech B
UMW MO odepean CyMTbIBaTens C nay3on Mexay kacaHusiMu MeHee 16 cekyHd. Ha
Kaxgoe kacaHue HOBbIM KIMIOYOM KOHTPONSiep BbiAaeT MOATBEPXOAMOLLUMIA KOPOTKMUIA
curHan. Ecnv HoBbIN KoY NOCne NoAgHeceHns yaepXxveaTh B none cuutbiBatens 6onee
3 cek, To OH OyaeT 3anucaH kak briokupyoLwmi. Ecnn nogHeCEHHBIN KoY yxxe MMeeTcs B
namsTK, TO KOHTPOMMNep M3QacT ABa KOPOTKUX CUrHana. Beixoa U3 pexumMa npomcxoaut
nmbo aBToMaTn4ecku yepes 16 cekyHa nocne nocnegHero kacaHusi, 6o Npu kKacaHnm
macTep-knoyoM. O BbIXOAE M3 pexuma KOoHTponnep uHdopmupyeT cepuen ns 4
KOPOTKUX CUrHaroB.

7.2 Olo6aBneHue macTep-Kntoyemn

KpaTKoBpeMeHHO KOCHWTECb MacTep-KMi4YOM CuYMTbIBaTens (KOpoTkoe kacaHue). B

MOMEHT KaCcaHUsi KOHTPOMNep BbIAACT KOPOTKUIA CUrHan, MOATBEPXAaOLLIMIA ONO3HaHWe @
macTep-knioya, u He 6onee Yem yepes 6 cekyH KOCHUTECH M yAepXuBaiTe macTep-
KoY y cumTbiBaTENs (ANMHHOE KacaHue).

69,5 MM
85 Mm

Puc.1 MNabaputHble pasmepsbl 1 pacrnonoXeHne Knemm i< >t




HasHauyeHue knemm
MpuBegeHo B Tabnuue:

ZUMM | MopgkntoyeHne BHelwHero 3ymmepa. Crneayet ncnonb3oBaTb 3yMMeEP CO BCTPOEHHbBIM
reHepaTopom Ha HanpsbkeHue 12 BonbT M NoTpebnsiembiM TokoM He Gonee 200 MA
[MonoxwuTenbHbI KOHTaKT NoakntovaeTcs K knemme + 12V, a oTpuuaTenbHbIv K 9TON
Knemme

™ BHELLUHWI CYMTBIBATENb MW KOHTaKTOP
GND CurHanbHasi 3emnsl. [ins noakmoYveHus obLLmMx NPOBOAOB BHELLUHEro CHUATbIBATENs,
KOHTaKTOpa, AaTyMKa MONIoKEHUs! ABEPY U KHOMKW OTKPbIBAHUS ABEPU
EXIT KHonka oTKpbiBaHUS ABepy. 3aMblkaHve Bbl3blBaeT OTKpbIBaHWe Asepu. PekomeHay-
€eTCsl NoAKMoYaTh C MOMOLLbIO BUTOW Mapbl
LED YnpasneHue 3enéHbIM CBETOAMOLOM BHELLHEro CYMTbIBaTENs!

LOCK | Knemma ans nogknoyeHust oTpuLaTeibHoro nposoga 06MoTkM 3amka

+12V +12 BOMbT.

Mogknioyenne nntoca 6rmoka NMTaHMs 1 NONOXMTENbHOro MPoBoaa 06MOTKM 3amka
GND CunoBsas 3emnsi. [MogknoyeHne MuHyca 6roka nuTaHus
DOOR | MNogknioyeHne aatymka nonoxeHus asepu. PekomeHayeTtcs Butas napa. Cpabatbl-

BaHWe JaTynka npy OTKPbIBAHUM ABEPW MO3BOMSET JOCPOYHO BHIKIIOYUTL 3BYK Ha
KOHTpONMepe, a Takke COKOHOMUTL SHEPTUIO, BLIKMIOYMB 3MIEKTPOMEXaHUYECKUI 3a-
MOK cpasy Nnocrie OTKpbIBaHUS ABEPU UMW BKITHOYMB 3NEKTPOMArHUTHBIA 3aMOK, TOMBKO
Korfa ABepb yxe 3akpbinach

Ha paboty B kaxgoMm pexume nporpamMMMpOBaHUsi €CTb OFpaHUYEHUE MO BPEMEHU
rocrie nocrnegHero NOAHeCeHUst KapTbl K cYMTbIBaTeNto (okono 16 cek), mocne KoToporo
YCTPOMCTBO BbLIXOAWUT W3 pexvma NporpamMmMuMpoBaHus, MHGOPMUpYs cepuen u3 4
KOPOTKUX CUTHArOB.

Bo3amoxxHbI cneayowme pexxvmMbl NporpaMMUpOBaHUS:

- No6aBneHune NpocThbIX Kntoyen - 1 ANUHHOE KacaHue.

- lo6aBneHue MacTep-kntoyen - 1 KopoTkoe U 1 ANUHHoe.

- YaaneHue npocTbIX Ko4ven - 2 KOPoTkux u 1 anuHHoe.

- CTMpaHue Bcex Kntouyen (namMaTy KOHTponnepa) - 3 KOpoTKux u 1 anuHHoe.

- YcTaHOBKa BpeMeHU OTKPbIBaHUS ABEPU - 4 KOPOTKMUX.

- Mepexoa B pexum "Accept” - 5 KOPOTKUX.

- BoiknioueHue pexuma "Accept” 1 kopotkoe.

7.1 Jo6aBneHue NpoCTbIX KNoyen
MogHecuTe 1 yaepxvBanTe MacTep-knd (AnNUMHHOe KacaHue). B MoMeHT kacaHus
KOHTpOnnep ycTpoicTBa (nanee

KOHTpONnep) BblAACT KOPOTKUWA CUrHan,




OTKpbIBaHWS 3aMka (Unu 4o cpabaTbiBaHUs aTYMKa NONOXEHWs ABEPU);

- KapTbl HeT B 6a3e koHTponnepa Matrix-1l (mog. E K Wi-Fi) - muraer csetoguon
(3enéHbIM 1 KpacHbIM), pa3aaroTcs iBa KOPOTKMX 3BYKOBbIX CUrHana.

Mpwu BkNtodeHHon onuun “Unamnkauma Wi-Fi” (cm. n.5.5.) onucaHHas Bbiwe nHanKaums
OyneT npepbiBaTbCA BCMbILLKAMU CUHENO CBETOAMOAA, OTOOpaXamWwmuMm COCTosHUE
nopakntodeHust k cetn Wi-Fi.

7. HACTPOWMKA YCTPOMCTBA C MOMOLLbI MACTEP-KITIOYA

Onsa ynpaBneHusi yCTPOWCTBOM (MepeBoda B HYXHbIM PEXUM MNPOrpaMMUPOBaHUSE:
CospgaHue/yganeHus npocTbix U/unm BNokMpyOLLMX KapT, BKIIOYEHUe pexnma «Accepty»
W T.A.) UCMONb3YTCS KOpoTKMe (MeHee 1 cek) v AnuHHbIE (OKOMo 6 cek) NogHeceHus
(kacaHus1) MacTep-kapThbl (MacTep-knkoda) nmbo K BCTPOEHHOMY cuMTbIBaTENto, NMB0o K
BHELLHeMy CHUTbIBaTEenNto, NOAKMIYEHHOMY Nno npoTokony iButton.

BHuMaHue: Ona ynpaeneHus, UM Kak 4acTo TOBOPSAT - «MNpPOrpaMMUPOBaHUSY,
yCTpOWCTBa CYMUTbIBaTeNnW, NOAKMIoYeHHble no npotokony Wiegand, B cuny
0cobeHHOCTeN NPOTOKONa He NoAAEPKMBAIOTCS.

Cyumeleamerns
MATRIX-II

Poytep

............ . [Zarra]

i Cuumsisamensb
: MATRIX-II(mM0d. Wi-Fi)

KHonka I 12 B
'— OTKpbliBaHMA Bnok
Asepun nuTaHnsa

Puc.2 Cxema nopxmntodeHns MATRIX-II (moa.Wi-Fi).




OTKpbIBaHUA OBepWn. Ons YMeHbLUeHUA 3TON 3aBMCUMOCTU B KOHTpOnnep BCTpOeHa

Puc. 3 MogkniovyeHne BHELHMX YCTPONCTB

@ CcXema ralleHusi Toka, KoTopasi NpeBpaLlaeT «ULLHIoY 3Hepruio B 06MOTKe 3aMka B
BHelHuii cunTbIBaTeNL TENIO, YTO CyLLECTBEHHO COKpaLLLaeT BpeMsi cpabaTbiBaHUsi 3aMKa.
& Vnu KoHTakTop (cTp. 18)
H o <5 1 5. aymvep N OpHako BO3MOXHOCTU CXxeMbl He 6e3rpaHnyHbl, 1 Npu Tpadmke 6onee 25 npoxogos 3a 5
3| | | ———= Bxoa T™M 2o, cwTeie, 8| ZuMu MWHYT OHa MOXET BbIATW U3 CTPOS U3-3a Neperpea. [na 3awmTbl CXEMbI ralleHns Toka
z — v 3 demn (4 B ™ ANs TaKUX TOYEK NPOXofa HeOGXOAMMO YCTaHOBUTb LUYHTUPYHOLLMIA AMOA NapannensHo
- | | i = E"""’G 4xn.omp.goepn ||| ) GND o6MoTke 3amka. [ocne 3Toro BpeMst cpabaTbiBaHust (OTKPbIBaHMS1) 3MEKTPOMAarHUTHOTO
§ B’_ sremmn -~ caerommon 3 2 CAV () % EI)E(lDT o zo 3aMKa MOXeT Bo3pacTu Ha 1-3 cekyHAbl N0 CPaBHEHMIO C paboTaroLLet CXeMOW ralleHust
i — Baawnx | Lock 6 o< Toka. Ecnn Takoe yBenuueHue BpPEMEHW HEMNPUEMIEMO, TO PeKoMeHAyeTcs
|5m(,| y 712V Rt nocrnefoBaTtenbHO C AMOAOM YCTaHOBUTbL BapuCTOp Ha HanpsikeHue Ao 14 BOMbLT U
B I ~ 8 sewnn () oND . pacceunBaemoii aHepruer ot 0,7 [k (pekomeHayetcs VBZA2P) (cm. Puc.6).
Mopknioyath HeoGs3aTenkLHO: ALt ®|000r CeeToBas v 3ByKoBasi MUHAMKauuaA paboTbl Matrix-ll (moa. E K Wi-Fi)
_S:ZE:% ?é"é':"oezo v = B paGoyemM COCTOSHWM FOPUT KPaCHbIN CBETOAMOL, CUrHANM3NPys O HaNMUYum NUTaHNS.
K anon 7720\ Mpu nogHeceHUn KapTbl K CYUTLIBATENHO BO3MOXHbI Credytolme BapuaHTbl:
-RHOMKY OTKpblBaHUA ABEpU @ . P— o <
- KapTa ecTb B 6a3e koHTponnepa Matrix-Il (mog. E K Wi-Fi) - muraet 3enéHbiii

-ﬂaT‘-IVIK NnonoXxeHua asepu
CBETOAMOA, 3By4YaT CUrHarnbl 3ymMMmepa, 3aMOK OTKPbIT Ha YCTaHOBIIEHHOE Bpems




"+12B". INpn BbIKNIOYEHUN NUTAHNS COCTOSIHME BbIXOA4A KOHTpOMfepa 3anoMuHaeTcs.
BHumaHvne! B atom pexume aneKTpoMexaHW4eckui 3amMOK [OMKEH BblOepXuBaTb
[OnroBpeMeHHyto nofayy HanpsxeHus. HecoBmectum c pexumom "CBoGoAHbLIN
npoxoa” n"bnokupoBka".

Ecnu nepemblyka BOOGLUE He yCTaHOBIEHa, TO CYMTAETCS, YTO OHA “ycTaHOBMeHa”
B nonoxeHue 4, 1.e. BbIGpaHO NoAKNoYeHUe 3reKTPOMarHMTHOro 3aMKa.
MNonoxeHne Ne6 CFG npu nogave nutaHMs YCTPOWCTBO 3anycKaeTcs B pexvme
HacCTpOWKv NapaMeTPOB CBSA3M U NoAKINo4aeMoro obopyaosaHusi (CM. n.5). 3amok B 3Tom
pexumMe 06eCTOYEH.

3amevaHue 1. Ecnm HacTpoika Tmna 3amka npoBogunacb € nomouibio Web-
uHTepdperica nnu ynpaensiowen nporpamMmmel (Hanpumep, GuardLigth), To ycTaHoBKa N Eﬁ[‘)’
nepemblykv B nornoxeHne 1 unu 4 He okasblBaeT BMUsIHWS Ha BbIOOp Tvna 3amka Ao DOOR
BOCCTaHOBMEHNS 3aBOACKNX HACTpoek ¢ nomoLubio Web-uHtepderica unu nepembiyuku

(nonoxeHue 2).

3ameuaHue 2. Kak U3BECTHO 3MeKTPOMarHWTHbIA 3aMOK OTKPbIBAETCA TOMbKO Mocrne . .
npekpaLleHns Toka B ero kaTyLluke, U OT CKOPOCTW MafeHWns Toka 3aBUCUT 3apepkka Puc.4 MoakmiodeHne BHELUHWX CuMTbIBaTENEN No npoTokony iButton

ZUMM
™
GND
EXIT
LED
LOCK

ZUMM
™
GND

EXIT
LED
LOCK
+12V

Knonka GND
8bix0da DOOR

CuutbiBatens 1

CyutbiBaTens 2

Matrix-ll (moa. E K Wi-Fi)
Matrix-1l (moa. E K Wi-Fi)




+12V

GND

DATA 0

DATA 1

LED-G

LED-R

CuntbiBaTens 1

BEEP

Pvc.5 MogknioyeHre BHeLLHMX cunTbiBaTenen no npotokony Wiegand

Bxop, =y
—— ZUMM
. ™ o
—
X N EXIT Xw
\ =
N~ 10 EI.IJ
N LOCK :
Sq
Seelmd +12V [e)
GND =
DOOR =~
DATAO| T™
oA 1] Bar

CuntbiBaTtens 2

Bbixog

+12V

~,

GND

DATA 0

DATA 1

LED-G

LED-R

BEEP

ebixoda

Cumois | v-11 WiFi

ZUMM

™

GND

EXIT

LED

LOCK

+12V

GND

DOOR

DATAO| EXIT

i-Fi)

Matrix-Il
(mon. EKW

(KopoTkoe nopHeceHue) u Gnokvpylolwme (ANUHHOE nogHeceHwe) kapTbl 6e3
ncrnonb3oBaHus MacTep-kapTbl. Yepes 16 cekyHA nocne nocneaHero noaHeCeH s KapTbl
KOHTpOMnNep BbIXOAUT M3 pexuma [[o0aBreHus NpocTbiX W GNOKUPYHOLWMX KapT
(NPO3BYYUT CEPUSA KOPOTKMX 3BYKOBbLIX CUrHANOoB).

NonoxeHune Ne4 - BbIGOP aNeKTPOMAarHUTHOrO 3amkKa (B COCTOSIHUM «3aKpbITO» Ha 3aMOK
nogaHo HanpsbxeHue). Ecnu nepembluka BoobLLe He yCTaHOBMEHa, TO CYMTaETCs, YTO
OHa «yCTaHOBIIeHa» B MOMOXeHWe 4, T .e. BbIGpaHO NogKNioYeHe aNeKTPOMarHMTHOro
3amMka (cM. 3ameyaHusa 1m 2).

MonoxeHne Ne5- pexum “Tpurrep”. [Mogknyvaemoe ynpaBnsemoe YCTPOWCTBO

(Hanpumep, 3aMoK) ¢ NUTaHUEM He Bbiwe 17B 1 notpebnsiembim Tokom Ao 5A. Ons
YCTaHOBKM peXuma crnefyeT BbIKIMYUTb NMTaHue, YCTaHOBUTb NePeMbldKy U BKIOYUTL
nuTaHne. B 3TOM pexume KOHTPOMMEp MOXET HaxoauTbCA B ABYX MOMOXEHUAX:
"BKINOYEHO" (Ha 3aMOK NOAAHO HanpsbkeHne) 1 "BbIKIoYeHO" (3aMok obecTtoueH). [ns
nepexofa W3 OOHOrO MOMNOXEHWs B Apyroe HeobXoAMMO MOAHECTVM MpOCTON Mnn
GrOKMPYHOLLIMIA KIHOY, KOTOPbIV eCTh B 6a3e Knoyel KOHTPorepa, v BoCnornb30BaThCs
KHOMKOW. YnpaBnsiemoe YCTPOWCTBO (3aMOK) NOAKMNIOYAaeTcsi K KoHTaktam "3amok" n




MonoxeHue Ne2 CLR (ouncTka) - 4ns cTupaHms

namaTu (6a3bl 4aHHBIX) KOHTPOMNEepa Y BOCCTaHOBNEHNS
3aBO/CKMX HACTPOeK Moayns cBa3n. [ina atoro cnegyet
BbIKMIOYNTL NUTaHUE, yCTaHOBUTb NEPeMbIYKY U BKIIOYUTD
nuTaHue.

[No 3aBepLUEHMIO CTUPaHNS - CEPUS KOPOTKNX 3BYKOBbIX
curHanos. CTupatoTcs Bee KIoum (KapThbl) 1
3anporpammmMpoBaHHOE BpPeMsi OTKPbIBaHWS ABEPU
(YcTaHaBnmBaeTcs 3aBOACKOE 3Ha4YeHUe - 3 CeK).
MonoxeHne Ne3 ADD (no6aenenue) - Ans gobasneHus
NPOCTbIX 1 BNOKMPYIOLLMX KapT B MAMATL KOHTponnepa
6e3 ncnonb3oBaHusi MacTep-kapTbl. Ans aTtoro

crepyer BbIKMIOYUTb MUTaHWE, yCTaHOBUTb NepeMbIUKy

1 BKINIOYNTb NUTaHue. Mocne 3ByKoBOro curHana
KOHTpOMNep HaxoauTcs B pexume fobasneHns

NPOCTbIX KapT: MOXHO 406aBUTL NPOCTLIE

CFG

CLR
ADD

—

Puc.7 NMepembiyka

iron@Logic

4
ki

KoHTakTop

Pwuc.6 MNMogkntoveHne koHTakTopa
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4. CNOCOBbI CETEBOIO NOAKMIOYEHUA YCTPOUCTBA

MATRIXAI (moa. E K Wi-Fi)

Mpn ucnonb3oBaHMM YCTPOWCTBA B CETEBOM peXuMe HeobXOAUMMO HacTpouTb
napameTpbl cetesoro nogknoveHns k Wi-Fi. [pn atom cneagyeT yunTbiBaTbh, YTO
dyHKUMOHanbHO ycTporcTtBo Matrix-1l (moa. E K Wi-Fi) coctout n3 Tpex ysnos:
BCTPOEHHOIO CuUUTbIBaTensi, COOGCTBEHHO koHTpornnepa CKY[Q u moaynsi cBsisu c
NOKanbHOW KOMNbIOTEPHON ceTbio no npoTtokony Wi-Fi.

Moaynb c©Bsi3n obecneymBaeT MOAKMNIOYEHWE YCTPOMCTBA K FOKaNbHOW CeTw,
umMetoLLencs Ha obbekTe, no nHtepdericy Wi-Fi v yctaHOBneHWe CBA3M C KOMMbIOTEPOM,
Ha KOTOPOM YyCTaHOBMeHa ynpasnsiowasa nporpamma CKY[, peanusyiowas dyHKUUN
KOHTpOMns JocTyna (3arpy3ka Crmucka KapT, HacTpoika npaB [OCTyna, CHMTbIBaHWe
cobbITW N3 6ydepanT.n.).

Mo cnocoby ycTaHOBREHWSA CBA3W C yNpaBnsAtoLLei NporpamMmMoi BO3MOXHbI TPU pexnma:
- pexum ceasv WEB. B aToM pexxume Mogyrb CBA3M COEQUHSIETCS C YNpaBnsiowum
WEB-cepBepoM B CETU MHTEPHET, 1 ypaBneHne YyCTPOMCTBOM OCYLLECTBNSAETCS Yepe3
WEBcanT (Hanpumep, «obnavHas» CKY[l - www.guardsaas.ru);

3aBOACKMX HACTPOeK napameTpoB CeTW, TO W3MEHUTe 3aBOACKME HACTPOWKM B
COOTBETCTBWM C N.5 HACTOSILLIEro PyKOBOACTBA.

C nomoubto WEB-uHTepdelica Takke BO3MOXHO 3ajaHNe HacTpoek Ansi paboTbl U B
ABTOHOMHOM pexume. [Ins paboTbl YyCTPONCTBA B @BTOHOMHOM peXunMe Heobxoammo
yepe3s WEB-uHTepceiic BbiGpaTh Bkagky «Pexum paboTbl», YCTaHOBUTL PEXUM
paboTbl «k ABTOHOMHBIA» 1 cO3aTb XOTS 6bl 0AUH MacTep-krtod (cm. 1.7).

[anee, coxpaH/B aBTOHOMHbIN pexxuM paboTbl, BeinTy 3 WEB-uHTepdelica n cospatb
KMIo4mM Ans npoxoaa.

Mocne n3meHeHNs1 HacTPOeK BbIKMOYUTE NUTaHWe. CHUMUTE NepeMbIUKy C NOMOXEeHUs
CFG n ycTtaHOBWTE €€ B COOTBETCTBUM C UCMONb3yeMbiM TUNOM 3amka. [NoganTte
nuTaHve. YCTPOWCTBO roTOBO k paboTe B BbIGPAHHOM MpW HacTpoKkax pexumMe.

Ecnu ycTponcteo npegnonaraeTcs MCMonb3oBaTb TOMbKO B aBTOHOMHOM pexume, TO
NS ero HaCTPOWKM NCNOSb3YeTCs PacnoNOXeHHas Ha nnaTe yCTPONCTBa NepemblyKa.
OTa nepemblvka MOXET HAXOAUTHCS B OAHOM M3 NATU NOMNOXEHWIA:

MonoxeHue Ne1 - BbIGOP 3NEKTPOMEXAHNYECKOTO 3aMKa (B COCTOSIHUM «3aKPbITO» C
3aMKa CHATO HanpsbkeHue) (M. 3ameyaHue 1).




5.7 3aBeplueHue pabotbl WEB-uHTepdelica

[ns 3aBeplieHnsa pabotbl ¢ WEB-uHTepdelicom Heobxoammo ybpaTb nepembiuky 13
nonoxennsa CFG, ecnu oHa 6bina yctaHosneHa, (cM. n.6 «BknioyeHne yctpoiicTea u
Hayano paboTbi»), BbIbpaTh Bknaaky PaclumpeHHble HacTPOWKM U HaxaTb Ha KHOMKY
«[lMepesarpy3nTb» B MeHI0 «[lepesarpyska KOHTponepa.

6. MEPBOE BKNIOYEHUE YCTPOUCTBA UHAYAIO PABOTbI

[MogknioumTe BHELHNE YCTPOMUCTBA K KOHTPOMepy B COOTBETCTBMU C pas3aenom 3.
HavanbHble (3aBoackue) HacTporiku moaynsi cesasdu Matrix-11 (mog. E K Wi-Fi):
Ha3BaHue cetn: «mySSID»;

naponb: « WiFiPasswordy;

npotokon Wi-Fi pexwum DHCP;

pexum yctaHoBneHus cesasnm WEB, cepep hw.guardsaas.ru.

BHumaHue! U3meHeHne HacTpoek Moayrnsi CBsI3W BO3MOXHO Tonbko yepe3 WEB-
MHTepdelc.

Ecnun npegnonaraeTcsa ncnonb3osBaHve yCTPONCTBA B CETEBOM PEXUME NPY OTAINYHbLIX OT

WEB - cepBep




- pexum caasu Cepeep. B aToM pexunme MoOaynb CBA3N OXMAAET COeANHEHNs No O6HoBRNEHMEe NPOLUMBKU: No3BonsieT 06HoBWTL O ycTporicTBa Kak KOHTponnepa, Tak
npotokony TCP/IP oT koMnbloTepa, Ha KOTOPOM YCTaHOBIEHA ynpasnsiowas 1 MOZYIIA CBA3N.

nporpamma (Hanpumep, GuardLight, GuardCommander, ABaHrapg);

/ i BOCCTAHOBMTS 3ABOACKIE HACTPOMKN!

e i ]
I“ w"{\\ (({ Ethernet — ,‘}“:ﬁj
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Ny

OBHOBNEHWE NPOWHBKM:




YacoBow nosic: YacoBow Nosc, VICI'IOJ'II:SyeMbIVI Npy CUHXPOHU3aL NN BPEMEHN.

OTKpbITb ABEPb: KHOMKM, OTKPbIBAIOLLME MPOXOA, Ha BXOA, UMW Ha BbIXO, - PexuM casiav KnnenT. ==
P ABepe: ’ P - poxod A A B aTtom pexunme moaynb CBA3U ' 0
Mocne HacTpoek Bcex napameTpoB HEOBXOAMMO HaxaTb KHOMKY CoxpaHuUTb. wifi |
nblTaeTcs cam ycTaHOBUTb (G (

coeamHeHve no npotokony TCP/IP
C ynpaBnsioLLen nporpamMmmon.
[nst HaCTPOVKM 3TOro pexmma
Heobxogumo ykasatb IP-agpecu

5.6 Bknagka PacluMpeHHble HaCTPOWUKKU

Bknagka PaclunpeHHble HacTporikv NO3BOMSIET OGHOBMSATL MPOrpaMMHOE obecneveHme
(MO) yctponcTBa, ckaumBaTb U 3arpyxaTb KOH(UrypaumoHHble daiinbl, 06HOBMATb
NPOLUMBKY YCTPOWCTBA, BOCCTaHaBMMBAaTb 3aBOACKWE HACTPOMKM W nepesarpyxaTtb

. - TCP-nopT Ha ygané&HHOM KoMMbloTepe
Matrix-Il (moa. E K Wi-Fi): )
BoccTaHOBUTL 3aBOACKME HACTPOMKW: BOCCTaHABNNBAET HACTPONKM MO YMOMYaHMIO. ,(;\-';;Hprg';:g‘ nporpammel GuardLight,

CoxpaHuTb KOHUrypaLMOoHHbIN dann: COXpaHsieT HAaCTPOWKN KOHTponnepa B
chann Ha yCTponcTBe, C KOTOPOro NMPOM3BOANTCS HACTPOWKa.

3arpy3uTb KoHUrypaumMoHHbIN dann: 3arpyxaeT COXpaHEHHbIE HACTPONKM 13
dharina Ha yCTponCTBe, C KOTOPOro NPOM3BOAUTCS HAaCTPONKa.

Mepez3arpy3ka KOHTposepa: BbINofHSAET nepesanyck yCTponcTea, YTobbl
YCTaHOBIEHHbIE U3MEHEHWUSI HACTPOEK BCTYMNWMN B CUTY.




5. WEB-UHTEP®ENC

Web-uHTepdenic ncnonb3yeTcst Ans HaCTPOWKM NapamMeTpOB CBSI3N U NOAKI0YaeMoro
obopynoBaHus. [ns BbINOMHEHWS MNEpPBOM HaCTPOWMkM TpebyeTcs YCTPOMWCTBO,
cnocobHoe nopkntovatbes k cetn no Wi-Fi (nnaHweTt, HoyTOyk nnn cmaptdoH), n
umMeloLLee BCTPOEHHBIN MHTepHeT-6paysep (Internet Explorer, Firefox, Opera, Chrome n
1.4.). Ana pgoctyna k WEB-uHTepdency HacTpoek YCTPOWCTBA HYXHO BbIMOMHUTb
crnegytoLLme 4eNCcTBUS:

1. YctaHoBUTb Nepembiuky B nonoxeHne CFG (cm. n.6 «BkntoveHne ycTponicTea n
Hayano paboTbi»);

2. MNMopatb NuTaHue;

3. YcTtaHoBUTb cBA3b ¢ ycTponctBoM no Wi-Fi:

- Doxpatbes noseneHns Wi-Fi-cetn ¢ umenem Matrix_I1_WiFi_ XXXXXX;

- MNopgkmntounTbea K aToM ceTh (naponbk Ans noakntodeHns AUTH_KEY);

3aBopckoe 3HavyeHne AUTH_KEY 13 BoCbMK CMMBONOB NpMBEAEHO Ha Haknevike,
pacronoxeHHON Ha 06paTHON CTOPOHE KOpyca YCTPOMUCTBA UMW B KOHLIE HACTOSILLIErO
pykoBoacTBa (cobntoaatb peructp 6yks!).

Pexum koHduUrypupoBaHus (yctaHoBneHa nepembldka CFG); muraHve no 2 BCMbILLKM -
YCTaHOBIEHO COeAVHEHWE C YNpaBnsiowen nporpaMmmon (cepBepoMm); OQHOKpaTHbIe
BCTbILLIKM - OXX1AaHNE COeQNHEHUS C yNpaBnstoLLeli IporpamMmmon (CepBepom).

BpeMs OTKpbITUA: ANUTENBHOCTL MMMNYMbCA, BblJABAEMOrO Ha 3arnopHOe YCTPOMCTBO,
Ons pasbrnokMpoBkM npoxoda. B 3aBMCMMOCTM OT TuMa 3amka 3TO MOXET ObiTb Kak
CHATUE HanNpshKeHUs, Tak U ero nogava.

BpeMsi KOHTPONS OTKPLITUA: BPEMS OXXNAAHWS OTKPbIBAHUS ABEPY NPU Pa3peLLEHHOM
npoxofge. OTKpblBaHWE ABEPU MO UCTEYEHUWM ITOTO BPEMEHU KBanuduumpyeTcs kak
B3nom. [Npu 3agaHuM 3HayYeHusl, MeHbllero Yyem «Bpems oTkpbITUAY», ANA AaHHON
dyHKLMM ByaeT MCnonb3oBaHO « Bpems oTKpbITUS».

BpeMsi KOHTpONS 3aKpbITUA: BPEMS KOHTPOSISi OTKPBITOrO COCTOsIHWA ABepu. Ecnn 3a
3a/laHHOEe BpeMs [iBepb He ByaeT 3akpbliTa, To 6yaeT chopmmpoBaHo cobbiTue «[Bepb
OCTaBreHa OTKpbITOM». 3HaveHwue, paBHoe «0», OTKINOYaET KOHTPOIb.
CuHxpoHusupoBatb BpeMsi no NTP: PaspeluaeT obpaliatbcs k cepBepy BpeMeHM
(NTP) ans cMHXpOHM3aLUMKW YacoB YCTPOCTBa.

NTP-cepBep: agpec cepeepa NTP, ucnonb3yemMoro npyv CUHXpPOHWU3aLUW BPEMEHMW.




ﬁéggﬁsiﬁ_&pa&/éip)gm cTpaHuuy no agpecy http://192.168.10.1 (norvH: matrix,
Tun 3amkai | Snexrpoarumiai 5. MPOXOAS NO CTPAHMLIAM MEHIO, BLINOMHUTE HACTPOVKY NapaMeTpoB, He 3abbiBast Ha

KaXKaomn CTpaHuLe HaxumaTb KHornky CoxpaHuTb.
Mocne 3aBeplueHns KOHPUTYpUpPOBaHUsS criedyeT ybpaTb nepembluky U3 NONoXeHUst
CFG v poxgaTbcs nogkntoyveHns Matrix-11 (mog. E K Wi-Fi) k nokanbHon ceTtn. Tenepb

BHYTPEHHNA 3BYK:

HHankauns Wi-Fi:

BpemMs OTKpHETHA: |10 % 0,18 < o o
_ _ WEB-uHTepdeiic 6ynet goctyneH no IP-agpecy, KOoTopbii Obin Ha3HayYeH YCTPOWCTBY
Bpatin weawmpann ompemen: 30| x 0. npw KOHMryprpoBaHum (ByaeT onucaHo Hike B N.5.3) unu nonyyeH ot poytepa (DHCP-
BPEMA KOMTPOAR JapRTaA: 0 |x 015 cepBepa) Npy perncTpaLmm B nokarnsHo CeTu.
CHHXPOHMIMPOBATE BpeEMa no NTP: [
NTP cepeep: 5.1 Bbibop si3blka
e ] Mpu nepBom BKMOYEHUN B _\_NEB-MHTepcbeVlce YCTaHOBMEH aHrMUNACKNA A3bIK. Ons
_ i BblGOpa pyccKoro A3blka LWENKHMTE No Haanucy Pycckui B NpaBoM BEPXHEM YTy
CITHLITE. faAn! MHTepdeica:
2 . @ " % oo .. 5
C v Matrix IT Wi-Fi  Pycokmn @
== ironLogic wemmn e




5.2 Bknagka ctatyc «yganeHue Knden» Ha COOTBETCTBYIOLLEN KHOMKe MOSBUTCA Tammep obparTHoro
Ha Bknagke CTaTyc 0To6pa)KaeTc;| Tekyllee cocTosiHne yc'rpo|7|c'rBa; OTCYETA, NOoKa3bIBaKLLNIA BpeMd, oCTaBLleeCcA 10 aBTOMATUHECKOTIO BbIKITKOYEHUS.
5.5 Bknapka HacTpoiku KoHTpornnepaycTpoicTBa
Pexain: WEB Bknapka HacTpoiku KoHTpornnepa no3sonsieT yCTaHOBUTbL NapameTpbl paboTbl
Moaknioverste: KoHTponnepa yctponctea Matrix-11 (moa. E K Wi-Fi):
NpogonwTensHecTs pabotsi: 0 days 00:01:01 Tun 3amka: BbIGOp TMMNa 3amka dneKkTpo3allénka, ONeKTpoOMarHUTHbIN,
Bapcun 110 KowTponnepa: 2.22 OnekTpoMexXaHNYECKUNIA.
Bepcus M0 moryna cesan: 1.09 Ecnu Tun 3amka HacTpoeH ynpasnstolien NporpamMoii, TO MU3MEHeHne Tuna 3amka
Mepetarial CFE:: On HEeBO3MOXHO A0 cbpoca B 3aBofckue HacTporku ¢ nomolbto Web-uHtepderica nnm

3aechb: nepeMblyku (nonoxeHue 2, cM. cTp. 50), a none “Tun 3amka” otobpaxaeTcsi Ha3BaHue
Pexxum: pexm pabotel yctporictea (WEB, Cepep, KnneHT, ABTOHOMHbII). HACTPOEHHOV TOUKM NpoXoza.
MoaknioueHue: B pexumax KnneHT n Cepsep oTobpaxaeT IP-aapec komnbiotepa, ¢ BHyTpeHHMI 3BYK: BKIIOYEHNE/OTKINIOYEHE BCTPOEHHOIO NCTOYHMKA 3BYKa.
KOTOPbIM YCTaHOBNEHO COeAVHEHME. Mupaukauma Wi-Fi: BkOYEeHNE/OTKMIOYEHNSI OTOBPAXKEHUSI COCTOSIHUS MOAKIIOYEHUST K
MpoaonxuTenbHOCTL PaboThl: NPOAOMKUTENBHOCTL PaboThl YCTPOIICTBA C cetn Wi-Fi, ¢ nomolibto BCMbIlEK CUHEro MHAMKAaTopa. 3HaueHus MHAMKaLuu:

MOMEHTa Mogayun nNuTaHus. NOCTOSIHHOE MUraHWe - NOUCK 1 nogkntodeHme kK cetn Wi-Fi; MuraHme no 3 BCnbILLKK -




Pexxum Accept: BkntovaeT pexxum Accept, B KOTOPOM BCE HEM3BECTHbIE KMtoun ByayT
3anncbIBaTbCS B NaMSATh Kak MPOCTble HOBbIE KoY.

Pexxum pgoctyna: BO3MOXHble 3Ha4eHMs HopMa (LTaTHbIN pexum npoxoaa),
BnokupoBka (npoxoz no 6nokupytowmm kaptam), CBo6oAHbIN Npoxopa (Npoxoz,
OTKpbIT), OxunaaHue (yctaHaBnuBaeTcst Tonbko Yyepe3 WEB-nHTepdenic ana cnyyas,
Koraa B KOHTPONMPYeMoi Touke AOCTyNa yCTaHOBMeH pexuM bnokuposka Toraa
nepBasi NOAHEC&HHas kapTa (npocTas uny GrnokupytoLlas, Ho He mactep-kapra!)
nepesefeT pexum AocTyna B nonoxeHne CBo6oAHbIN Npoxon,).

Pexxum fobaBneHuns Knio4ven: nepesoanT YCTPONCTBO B PEXUM A00aBMNEHNS NPOCTbIX
1 BriokupyoLLmX Kntoden (noapobHee cM. n.7.1).

Pexxum noGaBneHus mactep-Krnryen: NnepeBoamT YCTPOWCTBO B PEXUM AobaBneHus
mMacTep-kntoyen (nogpobHee cMm. n.7.2).

Pexxum yaaneHus Kniouven: yganser MOAHECEHHBIN K CYMTbIBATENO MPOCTON Wnn
BrokvpyoLLMIA kntod M3 6a3bl AaHHbIX (nogpobHee cM. n.7.3). MacTep-kntoun B 3TOM
pexume He yaansioTcs.

Mpy BKNOYEHUN PEXUMOB «A00aBNEHUE KrtoYeny, «40baBneHne MacTep-knoden» un

Bepcus MO koHTponnepa: OTtobpaxaeT TeKyLLYyH BEPCUIO MPOLLMBKMA KOHTpOIIepa.
Bepcus MO moaynsa cesasu: OTobpaxaeT TEKyLLYH BEPCUIO MPOLLMBKA MOAYIS
CBSI3N.

Mepembiyka CFG: oToGpaxaeT Hanvume nepemMblyku (axamnepa): On yctaHoBneHa,
Off cHsaTa.

5.3 Bknaagka Hactpoiikn CoegnHeHus

Ha Bknagke Hactpoiiku CoeauHeHusi ycTaHaBnuBalTCs crnocob M napameTpbl
NOAKMIOYEHUsT MOAYNS CBA3M K NokanbHOM ceTn. HacTpoika napameTpoB aHanornyHa
HacTpoWiKe NHTEPHET-poyTepa.

Cetb (SSID): Ha3zBaHue Wi-Fi-ceTn, k koTopoii ByaeT NoAKoYaTbCs YCTPOMCTBO.
Maponb: knioy WndpoBaHUs (Maponb), UCNONb3yeMblin B ykasaHHoW Bbiwe Wi-Fi-ceTu.
Mowuck ceTen: akTMBM3aLMs NOMCKa AOCTYNHbIX B AaHHbIN MOMeHT Wi-Fi-ceTten.




KapTbl, HAa3bIBAEMOW MacTep-KIMoYOM (MPOrpamMMUPOBaHME KOHTPOIIepa C NMOMOLLbIO

MacTep-krntoya byaeT paccMOTpeHo qgnee). [ns obecneyeHuns HaCTpOlZIKVI 6a3bl kntoyen
MOXHO MCMOMb30BaTb BCTPOEHHbIN CUUTLIBATENb WM BHELLHUA CYMTbIBATENb,
W MOAKMIOYEHHBIN K ycTponcTtay Matrix-11 (Mog. E K Wi-Fi) no npotokony iButton (HacTpoiika
CATEA SR iyBsh) 6a3sbl Krouel ¢ NOMOLLbIO CYMTLIBATENA, NOAKMHYEHHOro no npotokony Wiegand, He
DiEpape [mEry e nopaepxusaertcs!).

e cern B cnyyae ynpasneHnus pabotoii yctporcTtsa yepe3 WEB-uHTepdelic cnegyet BbibpaTh
= pexum pabotbl ABTOHOMHbIW. Torda uHTepdENC ynpaBrneHusi NPUMET crieqyoLmi

Wenonesosats BHER: (@ BMA: it

@ pogaHsi P Pexae Accept: [
MKCHpOBaHMmi IP: 1
Pexum focTyna: |Hopma

Pexmum gobasnenun wnoueit

Cepaep DNS: & Pesuim aofasneHnn MacTep-KnoueR

CRP———-




3agaHuio noanexar cnegyolime napameTpbl:

KnneHt

Appec cepsepa: |192.168.1.10

MNopT cepeepa: 25000
3nechk:
Appec cepBepa: |IP-agpec koMnbloTepa, C KOTOPbIM YCTPONCTBO AOMKHO YCTAHOBUTH
noAKmntoYeHve A CBA3M C yNpaBnsioLLen nporpammon.
MopT cepBepa: IP-nopT, K KOTOPOMY AOSMKHO OCYLLECTBAATHCA NOAKIIOYEHME.
Mocne HacTpoiiku Bcex napameTpoB HEOGXOAMMO HaxaTb KHOMKYy CoXpaHUTb.
5.4.4 ABTOHOMHbIN
HauanbHas HacTpoinka CKY[], koTopasi, Hanpumep, Ha KoHTpornnepe Z-5R BbINonHaeTcs
C NMOMOLLbID NEPEMbIYEK, Ha AaHHOM YCTPOWCTBE BbIMOSHSETCS C MOMOLLbLIO pexuMa
ABTOHOMHBIN. JTOT PpeXuM rnpefHasHayeH Ans paboTbl CO  CMMCKOM  KroYew
KOHTponnepa 6e3 ucnonb3oBaHus MacTep-kntova yepe3 WEB-uHTepdeiic. Takum
obpasom, cosgaHue u pegaktTupoBaHune 6asbl AaHHbIX KMYel BO3MOXHO OCYLLECTBUTb
nBymsi cnocobamu: yepes WEB-uHTepdelic 1 ¢ NOMOLLbIO crieumarnbsHOW proximity-

Mocne 3aBeplueHnsa noucka poctynHbix Wi-Fi-ceTen nosBUTCS CMMCOK HaWOEHHbIX
ceTel c oTobpaXKeHWeM ypoBHS curHana:

HacTpoin CoefuHenns

MocTynssie Wi-Fi cemh
NET.111 90 dBm
ironlogic  -76 dBm @

default 88 dém

[ns Bbibopa ceTn He0OXOANMO BbIAENUTL HYXKHYH CETb U HaxaTb kHonkKy OK. MNpu atom
Ha3BaHwue Wi-Fi-ceTn aBTomatuyecku otobpassitcs B HacTponkax. Ecnu cetb He BenéT
BeLLlaHNsi CBOEro UMeHM, TO UMs CETU crniefyeT BBeCTM Bpy4Hyto B none Cetb (SSID). Mpun
1CNonb30BaHNK LWMPOBaHNS HEOBXOAMMO BBECTM KIOY LUMPPOBAHNS:




HacTpoikn CoeauHenns

Joctynuue Wi-Fi et
NET.111 S0 dém
ironlogic  -76 dBm @

default 88 dm

TecT ceTu: NpoBepka BO3MOXHOCTU MOAKIMIOYEHUSI C TeKymMK 3HadeHusmm SSID un
napons. TeM He MeHee, NpU MpaBUIbHOM Mapone poyTep MOXeT oOTkasaTb B
MOAKMIOYEHNUN, MOCKOMbKY MOXeT ObiTb HacTpoeH Ha nposepky MAC-agpeca
YCTPONCTBA.

Ucnonb3oBate DHCP: npegnucbiBaet obpawatscs k DHCP-cepBepy nans
aBTOMaTuyeckoro mnonyyeHns IP-agpeca M ocTanbHbIX CETEBbIX NapameTpos,
HeobxoanMbIX Ansa paboTbl B AaHHON NTOKanbHOM CeTy.

B cnyyae otcytctBust DHCP-cepBepa Heobx0AMMO KOPPEeKTHO HacTpouTb criegyoLive
ceTeBble NapameTpbl:

Cepaap
MowansHbif NopT: | 1000

PaspewdmHoi IP: |255.255.255.255

3pece:

TNokanbHbi nopT: TCP-nopT, K KOTOpOMY AOrmKHa OyaeT ocyLlecTBNSATh
NOAKMIYeHWe yrnpasnsioLas nporpamva.

Pa3pewéHHbIn IP: IP-agpec komnbioTepa, C KOTOPOro ynpaensioLLen nporpaMmme
paspeLleHo yCTaHaBnmMBaTb CoeanHeHNe ¢ KOHTponnepom (255.255.255.255 ans
ponycka Bcex IP-agpecos).

Mocne HacTpoiiku Bcex napameTpoB HEOOGXOAMMO HaxaTb KHOMKY CoXpaHUTb.

5.4.3 KnueHt

B cnyyae Bbibopa pexuma paboTel KnueHT mopynb cBsisu cam OyaeT perynsipHo
NbITaTbCA YCTAaHOBUTb COEAMHEHWE C YNpaBnsloWwen Nporpammon. JTOT Xe pexum
HacTpaunBaeTcs B CryyYae NOAKMI0YEHUS K cepBepy Zproxy.




Aapec cepBepa: nvsi unu IP-agpec WEB-cepBepa «obnadyHoro» cepsuca, K
KOTOPOMY [0rmkeH OyaeT NoaKno4aTbCst KOHTPOIIep.

Ucnonb3oBatb HTTP-npokcu: ykazaHve HeOo6xoaMMOCTU 0BpaLLeHus K
cneuuansHOMy cepBepy B CETU AN AOCTYNa K MHTEPHETY.

Appec npokcu-cepBepa: CeTeBOW agpec NPoKCcU-cepBepa B fIoKanbHON ceTu.
MopT npokcu-cepBepa: NoOpT Ans NOAKMKYEHUS K TPOKCU-CEPBEPY.

Maponb: naponb AN goctyna K AaHHbIM Ha WEB-cepBepe.

WHTepBan coegnHeHus: nHtepsan coeguHeruns ¢ WEB-cepBepom B cekyHaax.
Yucno cobbITUI: YMCIO COBLITMIN B KOHTPONIepax, Npu KOTOPOM NPOUCXOANT
[ocpoyHas oTnpaBka AaHHbIX Ha WEB-cepBep A0 ucteveHus nHtepeana nepegaym.
Mocne HacTpoek Bcex NnapamMeTpoB He0BXoauMOo HaxaTb KHOMKY COXpaHUTb.

5.4.2 CepBep

B aTOM pexvme Moaynb CBA3M OXMAAET NOAKMIOYEHUS yNpaBnsioLLei NporpamMmMbl K ero
OTKPbLITOMY NokansHOMy nopTy. B criyyae BbiGopa pexuma pabotbl Cepsep cneayeT
3agarb:

®ukcupoBaHHbIn IP: yHukanbHbiv IP-agpec, obecneuvBaroLwmn agpecaumio
YyCTPOWCTBA B NOKarnbHON CETU.

Macka NoaceTun: macka nogceTu, ucnonb3yemas B AaHHOW NOKanbHOW CeTu.

LLnto3: IP-agpec wniosa Ans cBA3W ¢ ApYrMMU CETAMM (B TOM Yucre U ¢
VNHTEPHETOM).

CepBep DNS: IP-agpec cepsepa DNS.

[na koppekTHoW paboTbl AOMmKHbI ObITb 3aaHbl BCE ykasaHHble napametpbl. Ecnn
HeKoTOpble NapaMeTpbl HEM3BECTHLI 0OpPaTUTECH K CUCTEMHOMY aAMUHUCTPATOPY.
Mocne 3aBepLUeHWs HACTPOWKN HEOBXOAMMO HaxaTb KHOMKY CoxpaHUTb.

5.4 Bknapka Pexum pa6otbl

Ecnun npegnonaraerca pa6orta Matrix-1l (mog. E K Wi-Fi) B ceTeBom pexume, T.e. noa
ynpaeneHnem BHELLHEN NPOrpamMmbl, TO NMOCIie HACTPOWMKM MOAKITYEHUS K NOKarbHON
ceTu HeobXoaMMO HACTPOUTb PEXUM YCTAHOBMEHUS CBS3W MeXAy Yynpasnsiolen
nporpaMmoi U mogyrnem cesisu. Ha Bknaake Pexum pa6otbl Bbibupaetcsi cnocob
NMOAKIIYEHWS K NPOorpaMMHOMY 0GecredeHuto npy paboTe B CETEBOM pexnme:




PexuM PaboTnl

OBume HacTpoi
Kilod ayTenTidmkaiym: |DEADBEEF

Pesxwrs Paboto: | WEB

3nechk:

Kntou ayTeHTUdUKaummu: Koy ayTeHTudmkauum HeobxoamM Ansi NOAKMHYEHUs K
obnayHomy uHTepHeT-cepBepy B pexume WEB, a Tawke ana poctyna k WEB-
uHTepdericy yctporictsa Matrix-1l (moa. E KWi-Fi).

MepBoHavanbHO 30ecb 0TobpakaeTcsi 3aBOACKOE 3HAUYEHWE, yKa3aHHOE Ha Hakrelke Ha
kopriyce yctpoiictBa (cM. AUTH_KEY). lMpu HeobxoaMMOCTM Ha [aHHOM Liare
HaCTPOWIKM €ro MOXXHO U3MEHUTb (JoNycKalTCs LMdpbl M NaTUHCKUe OyKBbl).

Pexxum paboThi: BbIOOp ceTeBoro pexvma padotsl - WEB, CepBep, KnueHT vnu
BbIGOP aBTOHOMHOTO pexuma paboTbl ABTOHOMHbIN.

5.4.1 Web

Pexxum WEB obecneunBaeT cBsidb C «0bnayHbIM» CepBUCOM. [1nsi HACTPONKU pexuma
pabotbl WEB HeobxoamMmMo yTouHWUTL Yy MOCTaBLLUMKa YCIyri 1 3aaath cregyolive

napametpbl:
WEB

Appec cepsepa:
Wenonbzosate HTTP npoxow:

Appec npoKcu cepaepat

MopT npokck cepaepas

Napons:
WIHTEDBAN CORAMHEHWAT

Hucno cofoTni:

hw.guardsaas.ru

%]

192.168.10.1

3128

ah974088d09dddc3
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